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CHAPTER 1

| ntroduction

TruPortal™ is aweb-based access control solution that is designed to be simple to use, yet
sophisticated. It is compatible with avariety of access control hardware components, including:

Input devices that detect conditions or events, such as door bells or alarms.
Output devices such as lights and locks that respond to input devices and/or action triggers.
TruVision™ Digital Video Recorders (DVRs) and Network Video Recorders (NVRS).

The TruPortal User Interface software is embedded on the System Controller and can be used to:

Control access for up to 64 doors based on user-defined schedules.
Configure schedulesto include recurring holidays.

Add up to 10,000 users and badges to the System.

Add reader schedules to help automate the System.

Enforce anti-passback (APB).

Create reader groups.

Monitor events remotely and automate linking of events to recorded video.
Open, lock, lock out and reinstate doors remotely.

For an Underwriters Laboratories of Canada (ULC) s319-listed installation and/or UL
294 installation, remote access features are supplementary.

Mobile versions of the User Interface are also available for iOS7 and Android™ devices. These
companion apps can be used to remotely monitor system activity and perform basic administration.
Refer to the TruPortal Release Notes for details.

In addition to the User Interface software, the System includes the following programs:

The Installation Wizard can be used to detect the System Controller on a network, synchronize
the time on the System Controller with the time on the local client workstation, and configure
network settings. The Installation Wizard can also be used to determine the new | P address of an
System Controller if the |P address has changed. See Using the Installation Wizard on page 8.

The Upgrade Wizard can be used to upgrade the System Controller from an earlier version.
Existing TruPortal 1.0 and goEntry 3.0 customers should use the Upgrade Wizard instead of the
Installation Wizard to upgrade the System Controller. See Using the Upgrade Wizard on page 10.
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e Thelmport/Export Wizard can be used to import persons and credentials data from an existing
database in Comma Separated Values (CSV) format, aswell as export data. It can also be used to
delete persons and credential data in batch mode and export events. See the Import/Export
Wizard User Guide included on the Utilities disc for details.

Conventions Used in this Documentation

TruPortal documentation isincluded on the product disc and the text in each document is formatted to
make it easy to identify what is being described.

= Whereatermis defined, the word is represented in italics.

+ Field names are shown in bold.

= Menus and menu choices are shown in bold italics. All menu choices have accelerator keys, that
can be used to select the menu choices using the keyboard. The underlined letter represents the
accelerator key for that menu item. Accelerator keys are written, for example, <Alt>, <C>.

« Keyboard keys are represented in angle brackets. For example: <Tab>, <Ctrl>.
= Keyboard key combinations are written in two ways:
—  <Ctrl> + <Z> means hold down the first key and press the second
— <Alt>, <C> means press the first key, then press the second
= Buttons on the screen are represented in square brackets; for example: [Modify], [Cancel].

Click the View Help button () in the top-right corner of the TruPortal User Interface to access a
searchable, electronic version of the TruPortal Software User Guide viathe online help system.

Click the Show Tool Tipsbutton () to display context-sensitive information when hovering over

fieldsand iconsin the TruPortal User Interface. Tooltips can be toggled on or off by clicking the same
button. Maximize the browser window to display all tool tips; tool tips may not appear if the browser
window is too small.

Click the Disable Wizardsbutton () to turn off the ability to use wizards for configuration.
Wizards can be toggled on or off by clicking the same button. This setting is saved for each user.

TruPortal Software User Guide



CHAPTER 2

Installing Hardware

Thefirst step in setting up the System isto install the hardware components that will be used by the
System (inputs, outputs, doors, readers, cameras, etc.) according to manufacturer instructions. Be sure
to record data about door configurations that can be used later in naming the devices, reader groups,
and areas when the devices are configured in the User Interface.

Existing TruPortal 1.0 or goEntry 3.0 customersthat already have all hardware installed
and configured can skip this step and use the Upgrade Wizard to upgrade the System
Controller. See Using the Upgrade Wizard on page 10.

After installing hardware components, connect the System Controller to alocal client workstation or
to Local AreaNetwork (LAN), and then use the Installation Wizard to detect the System Controller
on the network, as described in Preparing for Configuration on page 7.

Topicsin this section include:
= System Architecture Overview on page 4
* Documenting the Physical Location of Each Device on page 5

e Connecting to aLocal Client Workstation or LAN on page 6
= Installing an Enrollment Reader on page 6

TruPortal Software User Guide 3



Installing Hardware

System Architecture Overview

The System Controller functions as the brain of the System that receive information and sends out
information. It contains the database that stores all data for devices, schedules, persons, etc., as well
asthe User Interface software that can be accessed from a computer via aweb browser.

Various components can be connected to the System Controller, including door controllers, readers,
input/output expansion modules, siren relays, strobe relays, and strike relays. These components can
be considered the arms of the System; they feed data into the System and also carry out actions
reguested by the System.

System architecture diagram

In addition to hard-wired components, the System Controller can communicate with proprietary
Internet Protocol (IP)-based Single Door Controllers (IPSDCs). Plus, companion iPad®, iPhone®, and
Android™ apps enable users to remotely monitor system activity and perform basic administrative
tasks, such as adding or deleting users.
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Documenting the Physical Location of Each Device

As each device for each door (locks, sensors, readers) isinstalled, provide a description for each
device, and list the serial numbers of devices associated with each door in an installation chart like the
one provided below. This data can be used later when devices are configured in the User Interface.

Door Reader Serial Door Controller I/O Expansion
Description Numbers Serial Numbers Serial Number
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Installing Hardware

Door Reader Serial Door Controller I/O Expansion
Description Numbers Serial Numbers Serial Number

Connecting to a Local Client Workstation or LAN

The System Controller can be connected directly to alocal client workstation or to aLocal Area
Network (LAN). There are two RJ-45 100BaseT Ethernet jacks on the System Controller. Port 1is
configurable; Port 2 has afixed IP (Internet Protocol) address, 169.254.1.200. Refer to the System
Controller Quick Reference Guide to identify the jacks.

If connecting the System Controller directly to alocal client workstation, use the static Ethernet jack
and a Category 6 (CAT6) Ethernet cable. If connecting to aLAN, use the configurable Ethernet jack
and a CAT6 Ethernet cable. Consult the site network administrator to determine how the System
Controller should be configured, as discussed in Determining Network Settings on page 7.

If multiple network appliances use a single network drop by means of a switch or small
router, make sure there is not more than one switch or router between the System
Controller and the network drop.

Installing an Enrollment Reader

If planning to use the optional enrollment reader (TP-RDR-LRN) to read credential data, install and
configure the reader on a client workstation according to the manufacturer’s instructions. See Using
an Enrollment Reader on page 70 for details.

TruPortal Software User Guide



CHAPTER 3 Preparing for Configuration

After hardware devices are installed, the following steps should be performed before launching the
User Interface to perform afull configuration of the System:

1.

Consult with the site network administrator to decide how network settings should be configured.
See Determining Network Settings on page 7.

If you are an existing TruPortal or goEntry 3.0 customer and all hardware is already installed
and configured, use the Upgrade Wizard to upgrade the System Controller instead of using the
Installation Wizard. See Using the Upgrade Wizard on page 10.

If you are a new TruPortal user, follow the stepsin Using the Installation Wizard on page 8 to:
= Detect the System Controller on the local area network.

e Change the default password for the main Administrator account to enhance security.

*  Synchronize the date and time on the System Controller with the local client workstation.
* Configure the network settings of the System Controller.

Configure any installed IPSDCs to recognize the | P address of the System Controller before
configuring the IPSDCsin the User Interface. Establishing this network connection ensures that
IPSDCswill be detected when the System Controller scans for hardware changes. For more
information, see Configuring |P-Based Single Door Controllers on page 113.

Determining Network Settings

Before using the Installation Wizard to perform an initial configuration of the System Controller,
consult with the site network administrator to determine the answers to the following questions:

Should the | P address of the System Controller be static or dynamic? Operators will access
the User Interface by typing the System Controller’s | P addressinto aweb browser addressfield.
If the |P address of the System Controller uses the Dynamic Host Configuration Protocol
(DHCP), then operators must use avirtual URL or other alias to access the System Controller. If
the actual 1P address assignment is changed by the network, the operators will not be able to find
it.

Should the Service Port be changed? The default Service Port for an HTTPS connection is
443; the default value for an HTTP connection is 80. Typically, this port only needs to be
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changed if it conflicts with an existing port used on the network. If the port is changed, users will
need to append the port number to the I P address of the System Controller to log into the System
(e.g., https://1Paddress:port).

Ports 0 through 1024 (i.e., well-known ports) are reserved for privileged services. It is
recommended that these ports not be used as the service port.

If astatic IP addresswill be used, what are the subnet mask, default gateway, and Domain
Name Server (DNS) valuesfor the network? This information will be needed when
configuring network properties for the System Controller.

Should a Hypertext Transfer Protocol Secure (HTTPS) connection be used? HTTPSis
highly recommended to prevent unauthorized accessto the System. This secure protocol encrypts
the packets between the client browser and the System Controller, preventing someone from
gathering user information by spying on network traffic. There may be circumstancesthat require
non-secure HTTP. For example, if the System Controller is accessed through a Web proxy server
that does not support HTTPS, then the only option isto disable HTTPS.

Using the Installation Wizard

This section describes how to use the Installation Wizard to:

Detect the System Controller on the local area network.

Change the default password for the main Administrator account to enhance security.
Synchronize the date and time on the System Controller with the local client workstation.
Configure the network settings of the System Controller.

If you are an existing TruPortal or goEntry user, run the Upgrade Wizard to upgrade
the System Controller from an earlier version instead of using the Installation Wizard.
See Using the Upgrade Wizard on page 10.

The Installation Wizard can also be used to determine the new 1P address of an System Controller if
the | P address has changed.

The Installation Wizard is not compatible with Microsoft® Windows® XP.

To use the Installation Wizard:

1.

Verify that the System Controller is connected to the local area network so that it can be detected
by the Installation Wizard.

Insert the product disc in the local client workstation’s CD/DVD drive.

If the disc image was downloaded and extracted to the client workstation’s hard drive,
open Windows Explorer, navigate to the disc image on the hard drive, and double-click
the start.hta application to launch the Utilities software.

The Utilities software will determine if the client workstation includes the programs required to
run the User Interface.

If prompted, click .NET 4.5 Framework and/or Bonjour to install the software.

Click the Installation Wizard icon.

When the Introduction page appears, select aL anguage and click [Next].

The Installation Wizard will search for any System Controllers on the network.

Select the System Controller in the list and click [Next].
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Using the Installation Wizard

7.  Onthe Login page, type the current Password for the Administrator account.
The default User Name for the Administrator account isadni n.
The default Passwor d for the Administrator account isdeno.

IMPORTANT:  The Administrator account has access to all aspects of the System. Leaving
the default password unchanged is dangerous. People familiar with the
product may know the default password.

8. Typethe new password in the New Password and Confirm Password fields and click [Next].
9. Onthe Date/Time page, select the System Controller Time Zone.

10. If the Panel Date and Time and Client Date and Time values appear in red, either the time
zone set on the System Controller is different from the time zone on the client workstation, or the
time varies between the two devices by more than 10 seconds.

Click [Time Sync] to synchronize the time zone and time on the System Controller with the time
zone and time on the client workstation.

After theinitial configuration is complete, the System can be synchronized with a
Network Time Protocol (NTP) server. See Setting the Date and Time on page 15.
11. Click [Next] to continue to the Network Configuration page.
12. Select Satic or Dynamic as the connection type for the System Controller.
To configure a static | P address:

a. TypethelP Addressfor the System Controller that users will type into an Internet web
browser to connect to the System.

b. (Optional) Change the Service Port for the System Controller.

The default Service Port for an HTTPS connection is 443; the default value for an
HTTP connection is 80. Ports O through 1024 (i.e., well-known ports) are reserved for
privileged services. It isrecommended that these ports not be used as the Service Port. If
the port is changed to adifferent value, users will need to append the port number to the
IP address of the System Controller to log into the System (e.g., https://I Paddress.port).

c. Typethe Subnet Mask for the network to which the System Controller is connected.

d. Typethe Default Gateway for the network.

e. TypetheD DNS Server for the network.

13. Select Enable HTTPS Connection to use a secure hypertext protocol

IMPORTANT:  HTTPSis highly recommended to prevent unauthorized access to the System.

14. Click [Apply] to save the network configuration.
15. To experiment with different network configurations, click [Reboot System Controller].

The Panel Discovery page will appear and detect the System Controller again. Return to the
Network Configuration page to edit settings, as necessary.

16. To access the primary User Interface and begin configuring the System, click the hyperlink that
displays the | P address of the System Controller. See Configuring the System on page 13 for
details.

17. Click [Finish] to close the Installation Wizard.

18. If IPSDCsareinstaled, configure each IPSDC to recognize the | P address of the System
Controller before configuring the IPSDC in the User Interface. See Configuring | P-Based Single
Door Controllers on page 113.
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19. Proceed to Configuring the System on page 13.

Using the Upgrade Wizard

Existing TruPortal 1.0 or goEntry 3.0 customers can use the Upgrade Wizar d to upgrade the System
Controller remotely from alocal client workstation from one version of the product to another version
(for example, from version 1.0 to version 1.5). This process involves downloading files from the
product website, and then using the Upgrade Wizard to back up data, update the firmware and core
code on the System Controller, and then restore data.

Before using the Upgrade Wizard, note the following details:

IMPORTANT: Do not power cycle the System Controller (i.e. turn it off and unplug the
power) during an upgrade.

IMPORTANT:  Upgrading is different than updating the firmware. A firmware update only
impacts the firmware, while an upgrade impacts both the firmware and the
core code on the System Controller. Do not use the System Administration >
Firmware Updates page to upgrade the System Controller; use the Upgrade
Wizard instead.

After an upgrade, the System Controller cannot be converted back to a previous version.

The Upgrade Wizard is not compatible with Microsoft Windows XP.

(Recommended) Run the Upgrade Wizard directly from the physical TruPortal DV D, as opposed
to amounted | SO image.

Although the Upgrade Wizard provides an option to back up data, an extra backup file can be
created as a precaution (see Create a Backup File on page 89). Configuration settings can also be
backed up (see Saving and Restoring Custom Settings on page 91). To save an historical record
of events, use the Import/Export Wizard to export eventsin CSV format.

If upgrading from goEntry to TruPortal, card format information will be preserved.
Make sure that all users are logged out of the System before using the Upgrade Wizard.
Make sure that any backup and restore processes are finished.

The upgrade will be faster and morereliable if the System Controller uses astatic |P address. (To
change this setting, see Configure Network Settings on page 17.) If adynamic IP addressis used,
the I P address may change during the upgrade and the process will stop. If this occurs, use the
Installation Wizard to obtain the new IP address and then restart the Upgrade Wizard.

A [Finish] button appears on many wizard pages, click it to stop the upgrade, if necessary.

To use the Upgrade Wizard:

1.

Log into the product web site and download the following filesto alocal client workstation:
« ThelSO image of the latest version of the Utilities disc.
= The NGPbin source file that will be used to update the firmware.

IMPORTANT: Do not change the name of the downloaded files.

Use athird-party application to mount (i.e., add) the downloaded | SO image to the local client
workstation.

In Windows Explorer, navigate to the \PanelUpgradeWizard folder in the SO image.
Double-click PanelUpgradeWizard.exe.

10
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Using the Upgrade Wizard

10.

11.
12.
13.

14.
15.

16.
17.

18.

The wizard will create afolder called \<local documents>\PanelUpgradeWizard that includes
two subfolders. \Backups and \L ogs.

When the Introduction page appears, select aL anguage and click [Next].

Log in as a user with Execute permissions for the Firmware Updates feature, and then click
[Next].

The Source File page displays detail s about the firmware on the System Controller.

Click [...] to browse to the folder where the NGP.bin file was downl oaded.

In the Open dialog box that appears, click the NGPbin file to select it, and then click [Open].
The Source File page displays details about the NGP.bin file.

Click [Next].

On the Backup page, type the path where data will be backed up, or browse to its location.

Although the Create Backup File check box can be cleared to skip backing up data, it
is recommended that users leave this check box selected to back up data before an
upgrade. This option isintended for factory use only.

IMPORTANT:  If no backup fileis created while using the Upgrade Wizard, photos will not
be preserved and will need to be restored from an earlier backup.

Click [Backup].

When a“Backup Success