=

interlogix

24 United Technologies

TruVision Navigator 5.0
Service Pack 3 User
Manual

P/N 1064107 « REV G « ISS 09DEC14



Copyright

Trademarks and
patents

Manufacturer

Contact Information
Version
Certification

Software license
agreement

© 2014 United Technologies Corporation

Interlogix is part of UTC Building & Industrial Systems, a unit of
United Technologies Corporation. All rights reserved.

The TruVision Navigator 5.0 Service Pack 3 name and logo are
trademarks of United Technologies.

Other trade names used in this document may be trademarks or
registered trademarks of the manufacturers or vendors of the
respective products.

Interlogix
3211 Progress Drive, Lincolnton, NC 28092 USA

Authorized EU manufacturing representative:
UTC Climate Controls & Security B.V.,
Kelvinstraat 7, 6003 DH Weert, Netherlands

For contact information, see www.interlogix.com or
www.utcfssecurityproducts.eu.

This document applies to TruVision Navigator 5.0 Service Pack 3.

c € 0 NOOOO

Important: This end-user license agreement (“Agreement”) is a legal
agreement between UTC and You. By downloading, installing,
copying or otherwise using this software, you agree to be bound by
the terms of this Agreement. If you do not agree to the terms of this
Agreement, you may not download, install, copy or use the software,
and you may return the software within thirty days (30) days and
request a refund of the license fee.

1. Definitions. The following definitions apply to this document:
“UTC", means UTC Fire & Security Inc., a Delaware corporation.

“You” means the natural person or the entity that is agreeing to be
bound by this Agreement, their employees and third party
contractors that provide services to you.

“Software” means the software products that are licensed to You
under this Agreement and any upgrades, modified versions, updates,
additions, and copies of the Software furnished to You during the
term of the license granted herein.

“Customer” means the person or organization, or parent or
subsidiary thereof, who uses the Software for its intended purposes,
and excludes distributors, authorized resellers, value added resellers
and original equipment manufacturers. Customer may be referred to
as You or Your, whether an individual or a business entity of any
kind.



“Machine” means the computer, workstation, terminal, or other
hardware product on which the Software is installed.

2. License. The Software is licensed, not sold. UTC shall retain all
rights to and in the Licensed Product, including, but not limited to, all
copyrights, patents, trademarks, and trade secrets incorporated in
the Licensed Products.

UTC hereby grants You a non-exclusive, non-transferable license,
without right to sublicense, to install and use the object code version
of the Software to the extent permitted by your payment of the
license fee (if applicable) and only in the country in which the
Software was acquired. Unless multiple copies are licensed, you
may not install more than one copy of the Software onto more than
one Machine.

UTC hereby grants You a non-exclusive, non-transferable license, to
make a single machine-readable copy of the Software solely for
backup or achival purposes.

You agree not to:

a. transfer or distribute the Software, in electronic format or
otherwise;

b. store the Software on a server for use by more than one terminal;
c. sell, rent, lease, or sublicense the Software;

d. copy or modify the Software for any purpose.

3. Term. This Agreement is effective until terminated. You may
terminate this Agreement by uninstalling all components of the
Software from all Machines and returning the Software to UTC. UTC
may terminate this Agreement if You breach any of these terms and
conditions. Upon termination of this Agreement for any reason, You
agree to immediately uninstall all components of the Software and
return the Software to UTC. All provisions of this Agreement relating
to (i) disclaimer of warranties; (ii) limitations on liability, remedies,
and damages; and (iii) UTC's proprietary rights, shall survive
termination of this Agreement.



4. Reverse Engineer. The Software is delivered in object code only.
You may not alter, merge, modify, adapt, translate, decompile,
disassemble, reverse-engineer, or otherwise reduce the Software to
a human-perceivable form.

5. Limited warranty. UTC warrants that for one (1) year from the
date of delivery of the Licensed Product (Software Warranty Period),
the functions contained in the Software will be fit for their intended
purpose as described in the accompanying documentation, and will
conform in all material respects to the specifications stated in such
documentation. UTC does not warrant that the operation of the
Software will be uninterrupted or error-free. Your exclusive remedy
under this limited warranty for nonconforming Software shall be
repair or replacement of the Software, at the sole discretion of UTC.
To obtain a repair or replacement of nonconforming Software,
contact your Interlogix reseller directly or contact us online at
www.interlogix.com/customer-support during the Software Warranty.
EXCEPT FOR THE PRECEDING EXPRESS LIMITED WARRANTY,
TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW,
UTC PROVIDES THE SOFTWARE WITHOUT ANY WARRANTIES
OF ANY KIN, EXPRESS, IMPLIED, OR STATUTORY. UTC
SPECIFICALLY DISCLAIMS ANY IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE,
AND NON-INFRINGEMENT.

6. Limitation of liability. UTC's sole obligation or liability under this
agreement is the repair or replacement of nonconforming software
and/or defective media according to the limited warranty above. TO
THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, IN
NO EVENT WILL UTC BE LIABLE FOR ANY LOST PROFITS OR
BUSINESS OPPORTUNITIES, LOSS OF USE, BUSINESS
INTERRUPTION, LOSS OF DATA, OR ANY OTHER INDIRECT,
SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES
UNDER ANY THEORY OF LIABILITY, WHETHER BASED IN
CONTRACT, TORT, NEGLIGENCE, PRODUCT LIABILITY, OR
OTHERWISE. BECAUSE SOME JURISDICTIONS DO NOT
ALLOW THE EXCLUSION OR LIMITATION OF LIABILITY FOR
CONSEQUENTIAL OR INCIDENTAL DAMAGES THE PRECEDING
LIMITAITON MAY NOT APPLY TO YOU. IN ANY EVENT, UTC'S
LIABILITY WILL NOT EXCEED THE LICENSE FEE, IF ANY, PAID
BY YOU FOR THE SOFTWARE LICENSED HEREUNDER. THE
FORGOING LIMITATION WILL APPLY TO THE MAXIMUM
EXTENT PERMITTED BY APPLICABLE LAW, REGARDLESS OF
WHETHER UTC HAS BEEN ADVISED OF THE POSSIBILITY OF



SUCH DAMAGES AND REGARDLESS OF WHETHER ANY
REMEDY FAILS OF ITS ESSENTIAL PURPOSE.

7. General. The material provided to You, including the Software,
shall not be exported or reexported in violation of any export
provisions of the USA or any other applicable jurisdiction. Any
attempt to sublicense, assign, or transfer any of the rights, duties, or
obligations hereunder shall be void. This Agreement shall be
governed by and interpreted under the laws of the State of California,
United States of America, without regard to conflicts of law
provisions. You hereby consent to the exclusive jurisdiction of the
state and federal courts covering Costa Mesa, California to resolve
any disputes arising under or in connection with this Agreement.

8. Restricted rights legend. The Licensed Product is provided with
RESTRICTED RIGHTS. In the event the United States Government
or an agency thereof is granted a license, the following additional
terms apply: Restricted Computer Software, as defined in the
Commercial Computer Software— Restricted Rights clause at
Federal Acquisition Regulations 52.227-19, and the restrictions as
provided in subparagraphs (c)(1) and (c)(2) thereof; and as
applicable, the Government’s rights to use, modify, reproduce,
release, perform, display, or disclose the Software also are restricted
as provided by paragraphs (b)(2) and (b)(3) of the Rights in
Noncommercial Technical Data and Computer Software— Small
Business Innovative Research (SBIR) Program clause at DFARS
252.227-7018.

9. Acknowledgment. You acknowledge that You have read and
understand this agreement and agree to be bound by its terms. You
further agree that this agreement is the complete and exclusive
statement of the agreement between You and UTC, and supersedes
any proposal or prior agreement, oral or written, and any other
communication relating to the subject matter of this agreement.

Intended use Use this product only for the purpose it was designed
for; refer to the data sheet and user documentation. For the latest
product information, contact your local supplier or visit us online at
www.interlogix.com/customer-support .
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Chapter 1
Overview

TruVision Navigator is video management software that enables security-related
personnel to easily and remotely gather video evidence, monitor live situations, and
configure and maintain a video surveillance system that consists of UTC digital video
recorders (devices), analog video cameras, network video recorders, and IP cameras.
TruVision Navigator provides a more intuitive way to find and provide relevant video
content. Figure 1 shows the TruVision Navigator main screen.

TruVision Navigator 5.0 Service Pack 3 User Manual



Chapter 1: Overview

Figure 1: TruVision Navigator Main Window
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Settings Dialog
Help Dialog
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Services Dialog
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Controller Panel and Toolbar

TruVision Navigator consists of 5 panels and several major dialogs as listed above.
Panels are resizable by dragging the vertical left or right splitter bars. Arrow icons next
to panel names signify the ability to hide/unhide the panel. This provides custom
application layout styles depending on the activities that you want to perform. TruVision
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Chapter 1: Overview

Navigator will remember your custom panel layout upon logout and restore you to that
same point when you log back in.

The Navigator panel is the central administration area in the software and allows you to
quickly search and access any device or camera in your system.

The Navigator features double-click or drag n’ drop capability to view cameras or
devices as a whole. By right-clicking on any object in the Navigator, you will be exposed
to a number of operations that can be performed on the object. These include health
diagnostics, device configuration, disk analysis, properties, search, firmware uploads,
and more.

This panel is permission-based, so if you do not have rights to perform certain actions,
you will not see the options.

The Viewer panel allows you to view both live and recorded video from any video source
in the system to verify and act on the content. It contains live or previous recorded
videos that can be launched from the Notifier, Navigator, or Collector.

Users have several tile layouts to choose from when arranging the video sources.
Standard tile layouts include 1x1, 2x2, 3x3, 4x4, and 5x5. We also support a Custom
Tile Layout with 1 large tile and 7 smaller surrounding tiles for additional flexibility.
Double-clicking in any single tile will bring that video to full screen. Double-clicking the
video again will restore the video to the previous tile layout. As well, Instant Replay is
available from the video tile itself by clicking on the Instant Replay icon.

If your system contains PTZ (pan/tilt/zoom) cameras, the Viewer panel has mouse
support for PTZ features from within the video tile. Left-click and move the mouse
left\right\up and down to adjust the pan and tilt of the camera. Right-click and move the
mouse up and down to allow the camera lens to zoom in and out.

The Controller panel allows you to manage video once it is loaded in the Viewer. The
Controller features a toolbar, a timeline, playback controls, and stream switching
capabilities. When a specific video tile is selected (blue outline around the video tile),
the Controller features will affect that video tile.

The Controller toolbar allows you to select all video tiles in the viewer, zoom in and out
on the timeline, center the timeline, open the PTZ control palette, perform a Go To
search, and put video in live or playback. The Snapshot button allows you to take a
shapshot of the current play time of a selected video tile and send it to the Collector for
export. The Video button allows you to send a desired video segment (of the time range
you specified with the green and red indicators) to the Collector for export.

The Controller timeline allows users to seek for video at specific points in time. Double-
clicking anywhere on the timeline will automatically playback the selected video at that
specific date and time. Use the current live/playback cursor (appears as a blue seek
triangle icon) to seek and play the video anywhere along the timeline. Use the green and

TruVision Navigator 5.0 Service Pack 3 User Manual 3



Chapter 1: Overview

red triangle icons to mark the beginning and end of a desired video segment. Use the
playback controls beneath the timeline to further manipulate playback video.

The Collector panel contains all relevant video segments, snapshots, and local
recordings ready for export. From here, you can select the desired content to export to
your hard drive on demand or via a schedule.

To re-open a video clip for further analysis, double-click the thumbnail and the video will
launch in the Viewer. You can then manipulate the timeline to refine the clip and send it
back to the Collector. To delete video clips from the Collector, click the delete icon next
to the thumbnail. Rename, print, or E-mail snapshots with a right-click of the mouse on
the thumbnail.

The Tasks panel affords the user one central place to monitor the tasks that have been
created and scheduled in the system. These tasks include video exports, firmware
upgrades, bulk configurations, database backups, and database restores. The Tasks
panel provides a real-time status of the tasks in the queue, and the reason if a task was
unsuccessful.

The Settings dialog allows the user to configure several options within the application.
These include settings for client, server, notifications, and health diagnostics.

Client settings apply to each client station. These settings include CPU threshold control,
POS activation, aspect ratio and bandwidth controls for video monitoring, and audio
activation. Enable the maximum CPU threshold here to prevent your CPU from reaching
100% during video rendering. As with all applications, you will experience lockups as
you reach 100% CPU.

Enable your alert sound when new device notifications are received in TruVision
Navigator's Notifier.

Enable the aspect ratio for live and playback video in the Viewer.

Server settings include the SMTP server settings, permission settings, custom help link
settings, and server/client URL information.

Notifications settings include the network settings necessary to receive events from each
device. Also, this menu includes the e-mail notification settings as well as a filter of
specific naotification types.

Health diagnostics settings include a filter of diagnostics to be received, as well as e-mail
settings to receive natifications of diagnostics information. Also, automatic diagnostic
polling can be scheduled from this menu.

The Help dialog offers an easy to use Help function for more detailed system

instructions. You can also obtain TruVision Navigator version information, copyright, and
end user license agreement information here. Organizations have the ability to add their
own custom Help or training link here to facilitate the adoption of the product. This menu
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Chapter 1: Overview

also includes the licensing screen for TruVision SVR recorder. Please see TruVision
SVR User Manual for more information on licensing.

The Notifier dialog allows you to collect and manage any notifications sent to you from
the devices. You can select an alert in the Notifier panel and view the video results in the
Viewer panel. You must configure your devices to send these notifications over the
network via TCP or SMTP to the IP address of the TruVision Navigator Server machine.
In addition, the firewall must be configured on the TruVision Navigator Server machine to
accept these network notifications.

These notifications may include Alarm, Video Loss, Motion, Fan Failed, Disk Failed,
User Locked at Device, Video Erased, Disk Full, Device Powered Up, and more
depending on the device model.

The Services dialog shows general information on all of the TruVision Navigator
services including Network Time Protocol, Diagnostic Polling, and Notification Service.
This includes the service name, location, status, and the ability to start, stop, or disable
the service. Standalone installations will only show the Network Time Protocol service in
this dialog since the other services are embedded in Settings menu.

TruVision Navigator 5.0 Service Pack 3 User Manual 5



Chapter 1: Overview

Client Software Requirements

TruVision Navigator supports all of the following Operating Systems and other software
components.

Table 1: Client Software Requirements

Component Version Notes
Operating Microsoft Windows XP Pro SP3 Prerequisite to loading
System TruVision Navigator

Microsoft Windows Vista SP1 32-bit / 64-bit Prerequisite to loading
TruVision Navigator

Microsoft Windows 7 32-bit / 64-bit Prerequisite to loading
TruVision Navigator

Microsoft Windows 8 32-bit/ 64-bit Prerequisite to loading
TruVision Navigator
(WinPCAP needs to be
installed separately and ran
in compatibility mode for
operation on Windows 8
systems)

Microsoft Windows Server® 2003 R2 32-bit Prerequisite to loading
TruVision Navigator

Microsoft Windows Server® 2008 R2 32-bit / Prerequisite to loading

64-bit TruVision Navigator
Other Microsoft .NET Framework 4.0 Packaged with the
installation

Client Hardware Guidelines

The PC industry is constantly improving on product performance / configurations while
reducing cost to the customer.

As a result, we have listed some Client PC specifications for TruVision Navigator as to
what is commercially available in August 2013.

These specifications are meant to serve as a GUIDELINE for the customer. TruVision
Navigator will perform to varying degrees on lesser or more robust machines.

Please review the Expected Performance metrics at the bottom of the table to determine
what will meet your needs. You can make your PC decision based upon that need.

6 TruVision Navigator 5.0 Service Pack 3 User Manual



Table 2: Client PC Hardware Specifications

Chapter 1: Overview

Component

Processor

Memory

Hard Drive

Graphics Card

Resolution

Network

Minimum

3rd Gen Intel
Core i3-3220
Processor (Dual
Core, 3.30GHz,
3MB, w/
HD2500
Graphics)

4GB, NON-
ECC, 1600MHZ
DDR3,2DIMM

500GB -
7200RPM,
SATA 3.0Gb/s,
16MB Cache

Intel Integrated
Graphic
w/Single
HDMI/VGA

1024 x 768

Integrated PCIE
10/100/1000

Recommended

3rd Gen Intel
Core i5-3470
Processor
(6MB, 3.2GHz)
w/HD2500
Graphics

6GB, NON-
ECC, 1600MHZ
DDRS3,2DIMM

500GBS5 -
7200RPM,
SATA 3.0Gb/s,
16MB Cache

Dual 1GB AMD
Radeon™HD
7470

1024 x 768

Integrated PCIE
10/100/1000

TruVision Navigator 5.0 Service Pack 3 User Manual

High

3rd Gen Intel
Core i7-3770
Processor
(8MB, 3.4GHz)
w/HD4000
Graphics

8GB, NON-
ECC, 1600MHZ
DDR3,2DIMM

500GBS5 -
7200RPM,
SATA 3.0Gb/s,
16MB Cache

Dual 1GB AMD
Radeon™HD
7470

1024 x 768

Integrated PCIE
10/100/1000

Notes

CPU power is directly
related to the
performance of the
application when running
and rendering video. The
better the CPU, the more
responsive your
application will be.

RAM is related to the
number of different
applications that can run
simultaneously as well as
the number of different
operations that TruVision
Navigator can perform at
once. The higher the
RAM, the better
performance you can
expect.

Optional - TruVision
Navigator requires
approximately 880 MB to
install. If you wish to
store exported video from
the devices on the
machine, you may want
to increase storage.

Video Card capability is
directly related to the
video rendering
performance within
TruVision Navigator. The
better the video card, the
better video rendering
performance you can
expect.

The network interface card
can be a performance bottle
neck depending upon the
throughput of the card. If the
card’s throughput is less
than the amount of data
streaming to the machine,
you will experience
performance issues.
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Server Software Requirements

TruVision Navigator supports all of the following Operating Systems and other software

components.

Table 3: Server software requirements

Component Version

Operating Microsoft Windows XP Pro SP3

System
Microsoft Windows Vista SP1 32-bit / 64-bit
Microsoft Windows 7 32-bit / 64-bit

Microsoft Windows 8 32-bit/ 64-bit

Microsoft Windows Server® 2003 R2 32-bit

Microsoft Windows Server® 2008 R2 32-bit / 64-
bit

Web Service Microsoft Internet Information Services (lIS) 6.0
or higher

Cassini

Database Microsoft's SQL 2008
Microsoft's SQL Express 2008 R2

Notes

Prerequisite to loading
TruVision Navigator

Prerequisite to loading
TruVision Navigator

Prerequisite to loading
TruVision Navigator

Prerequisite to loading
TruVision Navigator (WinPCAP
needs to be installed
separately and ran in
compatibility mode for
operation on Windows 8
systems)

(SQL drivers need to be
installed for Windows 8 before
Navigator installation)

Prerequisite to loading
TruVision Navigator

Prerequisite to loading
TruVision Navigator

Prerequisite to loading
TruVision Navigator

Packaged with the installation

Microsoft's SQL Express 2008
R2 is packaged with the
installation.

Microsoft SQL is not required
for Standalone installation
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Chapter 1: Overview

Other Microsoft .NET Framework 4.0 Packaged with the installation
Other WInPCAP 4.1.2 Packaged with the installation

Server Hardware Guidelines

This specification is meant to serve as a GUIDELINE for the customer. TruVision
Navigator will perform to varying degree on a lesser or more robust machine. Table 5
lists the recommended server hardware specification.

Table 4: Server Hardware Specifications

Component Recommended Notes

Processor 3rd Gen Intel Core i5-3470
Processor (6MB, 3.2GHz)
w/HD2500 Graphics

Memory 6GB, NON-ECC, 1600MHZ
DDR3,2DIMM

Hard Drive 500GBS5 - 7200RPM, SATA Optional - this storage requirement will
3.0Gb/s, 16MB Cache vary widely depending on many factors

including whether or not the database is
being hosted on the server, the size of the
actual database, and whether or not you
want to store video on the server.

Graphics Card Dual 1GB AMD Radeon™HD Optional - depending on whether or not
7470 you want to view video from a Client on
this machine.

Network 1024 x 768
Intergrated PCIE 10/100/1000

Supported Video Units

Table 6 shows the supported devices and related firmware versions.

Table 5: Supported Recording Devices

UTC Devices Supported Firmware
TruVision NVR20* 2.0h

TruVision NVR50* 1.0m

TruVision TVN10 1.1

TruVision TVR20* 1.0.36

TruVision Navigator 5.0 Service Pack 3 User Manual 9
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TruVision TVN21(P)
TruVision DVR12
TruVision DVR41*
TruVision DVR42
TruVision NVR40 (TVN40)*
TruVision DVR60 (TVR60)
TruVision DVR40 (TVR40)*
TruVision DVR31*
TruVision DVR30 (TVR30)*
TruVision DVR10 (TVR10)*
TruVision DVR11 (TVR11c)*
TruVision DVR11 (TVR11)*
TruVision SVR*

SymDec 16 plus 4*
SymDec 4*
SymDec 1*

SymSafe Pro Series*

SymSafe Basic Series*

DVSRxU*

DVMRE CT (Triplex) Series*
DVMRE CT Il Series*
DVMRE PRO Series*
DVMRE ezT Series*
DVMRE CS Series*
DVMRE CD Series*

StoreSafe Series*

StoreSafe Pro Il Series*

StoreSafe Advanced Series*

10

2.0

1.0

1.0

1.0

4.2.1 Changelist 53820
4.0

V3.0 build 100416

8000
0453-0329-0552-4723
2.0 Build 090722 and 2.2 Build 091210
1.0m

1.0k

7.0.825

1.46r, 1.47k, 1.51e, 1.52b, and 1.53
1.47e and 1.48a
1.47e and 1.48a

1.27b, 1.28i, 1.30b, 1.31.b, and 1.32
1.27b, 1.28i, 1.30b, 1.31.b, and 1.32

V2.3 build 091110 (V2.31S)

5.68a, 5.69, 5.71, and 5.72
6.28a, 6.29, 6.31, and 6.32
5.68a, 5.69, and 5.71
5.68a, 5.69, and 5.71

521

3.24

5.68a, 5.69, 5.71, and 5.72

6.28a, 6.29, 6.31, and 6.32
6.28a, 6.29, 6.31, and 6.32

TruVision Navigator 5.0 Service Pack 3 User Manual
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DSR* 2.23d and 2.24a

DVSE Series* 1.20g, 1.41w, and 3.04

* These models are in End of Life status and are not actively supported.

TruVision Navigator 5.0 Service Pack 3 User Manual 11



Chapter 2
Installation

Architecture

TruVision Navigator is made up of 3 components:
e Client

* Services

» Database

The TruVision Navigator architecture is flexible enough to allow all 3 of these
components to co-exist on the same PC (i.e. a single Windows 7 machine) in small-
scale environments.

As well, TruVision Navigator allows each of these 3 components to operate on separate
machines (i.e. a virtual server for Services, a dedicated database machine for Database,
and multiple PCs distributed on the network hosting Clients) for large- scale, distributed
environments.

Installation Options

There are 2 installation options for TruVision Navigator:

Standalone Model (or Direct Database Connection) - this installation option allows
the Client, the Database, and the Services to be located on the same machine. The one
limitation is that no other Clients on the network can connect to the database on this
machine. This installation option is ideal for small, standalone systems.

Multi-Client Model (or Traditional Client/Server) - This installation option allows the
Client, the Database, and the Services to be located on the same or separate machines.
This option requires a Web Service (either Microsoft’s Internet Information Services (1IS)
or Cassini) for communication between the multiple Clients and the shared Database.
This installation option is ideal for larger systems with many geographically dispersed
users, PCs, and recording devices.

TruVision Navigator 5.0 Service Pack 3 User Manual 12



Chapter 2: Installation

Whatever installation option you choose, the core features and functions of TruVision
Navigator remain the same.

You will need Administrator’s rights on the machine to install the application, but the
software will be available to all users who successfully log on to a Windows account on
that machine.

Languages

The following languages are supported in TruVision Navigator: Arabic, Chinese
(Simplified and Traditional), Czech, Danish, Dutch, English, Finnish, French, German,
Hungarian, Lithuanian, Italian, Polish, Portuguese, Russian, Slovak, Spanish, Swedish,
and Turkish.

After launching the TruVision Navigator Installation Setup.exe, the InstallShield Wizard
will auto-detect the language setting on the PC, and if it is supported, will translate to
that language. If the language detected is not supported, the InstallShield Wizard will
default to English.

Upon launching the Client, TruVision Navigator will always auto-detect the language
setting on the PC, and if it is supported, will translate to that language. If the language
detected is not supported, the Client will default to English.

Installation — Standalone Model

To install a new standalone instance of TruVision Navigator on your computer do the
following:

Place the TruVision Navigator setup.exe program on the desktop of the PC.

Launch the InstallShield Wizard from the auto-run page or double-click the TruVision
Navigator setup.exe to begin the installation.

The Welcome window displays.

TruVision Navigator 5.0 Service Pack 3 User Manual 13
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Figure 2: InstallationShield Wizard

Welcome to the Install Wizard for TruWision
Mavigator

The InstallShield Wizard will install Trutision Mavigator on
your computer. To continue, click Mext.

< Back Mext > I [ Cancel

Click Next.

The Choose Destination Folder window displays.

Figure 3: Choose Destination window

Choosze Destination Folder

Setup will install Truvision Mavigator in the following folder:

Toinztall to the folder below, click Mext.
Toinztall to a different folder, click Browse and select that folder.

Destination Folder

C: AUTLC Fire & Securit T iuizion M avigatar®,

InstallShield

l ¢ Back ][ Mest > ][ Cancel ]

Browse for a destination folder for the TruVision Navigator payload or accept the default
location and click Next.

The Database Connection Model window displays.

14 TruVision Navigator 5.0 Service Pack 3 User Manual



Chapter 2: Installation

Figure 4: The Database Connection Model window

TruVision MNavigator -

Database Connection Model

Select the Database Connection Model that best suits pour needs.

(@ Standalone Model

With thiz model, access to the Trubizion Mavigatar Server iz limited to a zingle
Truizion M avigator Client one the zame machine.

() Mulbi-Client Model [using 15 %eb Server)

With thiz model, multiple Clients will have access o the TruYizion Mavigator databaze
via the |15 *web Server.

M ulti-Client Maodel [uzing Cassini web Server)
With thiz model, multiple Clients will have access to the Truvizion N avigator databasze

via the Caszini "Web Server. Thiz iz an alternative for Server machines on \Windows
#P only. For all other operating systems you will need to install 115,

InztallShield

[ < Back ][ Mext > ]l Cancel ]

Select the Standalone Model (Direct Database Connection) option and click Next.

The Installation Confirmation window displays.

Figure 5: The Installation Confirmation window

TruVision MNavigator -

Installation Confirmation

Flease review your installation choices below. Use the Back button, as necessary, to make
changes. Click Mext to begin inztallation,

Jristall Type: Mew Install

|nztall Directory: C:%Program Files [x86UTC Fire & Securiby\ T ruizion M avigatorh,
Connection Type: Direct- SQLITE Databasze
S0Lite Settings:

[Databaze Mame: TruMavh O.db

4

IrztallShield

[ < Back l[ Mext » l[ Cancel ]

Review the installation confirmation page and click Next to proceed with the installation.

If you want to make changes, use the Back button to go back and adjust your
selections.
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Once the installation is finished, The Installation Complete screen displays.

Figure 6: The Installation Complete window

F =

TruVision Navigator - InstallShield Wizard

Install5 hield Wizard Complete

The InztallShield ‘wWizard has successfully inztalled Tizion
Mavigator. Before you can uze the program, you must restart
paur computer.

@ Mes. | want to restart my computer now.;

(0 Mo, | il restart my computer later.

Remove any dizsks from their drives, ahd then click Finizh to
complete setup.

< Back Cancel

A

Select the Yes, | want to restart my computer now option and click the Finish button.

A TruVision Navigator icon will be placed on your desktop and in your Start Menu to
access the application.

Installation is complete.

Installation — Multi-Client Model

To install a new traditional Client/Server instance of TruVision Navigator on your
computer do the following:

Place the TruVision Navigator setup.exe program on the desktop of the PC.

Launch the InstallShield Wizard from the auto-run page or double-click the TruVision
Navigator setup.exe to begin the installation.

The Welcome window displays.
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Figure 7: Installation Shield Wizard

Welcome to the Install Wizard for TruWision
Mavigator

The InstallShield Wizard will install Trutision Mavigator on
your computer. To continue, click Mext.

< Back Mext > I [ Cancel

Click Next.

The Choose Destination Folder window displays.

Figure 8: Choose Destination window

Choosze Destination Folder

Setup will install Truvision Mavigator in the following folder:

Toinztall to the folder below, click Mext.
Toinztall to a different folder, click Browse and select that folder.

Destination Folder
C: AUTLC Fire & Securit T iuizion M avigatar®,

InstallShield

l ¢ Back ][ Mest > ][ Cancel ]

Browse for a destination folder for the TruVision Navigator payload or accept the default
location and click Next.

The Database Connection Model window displays.
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Figure 9: The Database Connection Model window

TruVision Mavigator - InstallShield Wizai‘ . [ 2 ]
Database Connection Model ﬂ ;

Select the Databasze Connection Madel that best suits pour needs. I i

@ Standalone Model
YWith this rodel, access to the TruVizion Nawvigator Server is limited to a single
Trltizsion Mawvigator Client one the same machine.

1 Multi-Cliert b adel [uzing 15 Web Server]

With this model, multiple Clients will have access to the Truision Mavigator database
wia the 115 Web Server.

Fulti-Client Model [using Cazsini Web Server]

With this model, multiple Clients will have access to the TriYision Mavigator database
wia the Caszini Web Server. This iz an alternative for Server machines on Windows
P only. For all other operating systems pou will need to install 115.

[ < Back l[ Mext » ][ Cancel ]

Select the Multi-client Model (using IS or Cassini Web Server) option and click Next.

Note: Microsoft’s IIS is the preferred model for Multi-Client Model (i.e. Traditional
Client/Server) systems, assuming it is pre-loaded on your system. However, if you do
not have IIS pre-loaded, the installer will offer you the Cassini Web Server option as an
alternative. See Appendix B “Microsoft IIS Setup” on page 178 for setup instructions.

The Web Server Configuration window displays.

Figure 10: The Web Server Configuration Window

TruVision Navigator - InstallShield Wizard (]
Cassini Configuration ‘ .
Fleaze select your Cassini configuration, "‘M
@ Default

Configuration Details:

|| Host Mame:  |ADMIN-PC L
[e.g. MyComputer ame, or 192.168.0.23)

Part Nurber: 50

[ < Back ][ Mext » ] [ Cancel

k —

Select the Default Configuration option and click Next.

18 TruVision Navigator 5.0 Service Pack 3 User Manual



Chapter 2: Installation

Note: We do offer Advanced Web Server settings. To explore those settings, select the
Advanced option and proceed with the on- screen instructions.

The Database Server window displays.

Figure 11: The Database Server window

TruVision Navigator - InstallShield Wizai‘ e N [ =& |
Select Database Server ‘ 1

Select the database server to install ta I\h

Select the database server to install ta from the list below or click Browse to see a list of &l
database servers.

Databaze Server: |

[localhSQLSERVEREXPRESS -

Browse...

’ < Back " et > ]’ Cancel ]

Select the Database Server from the drop-down list and click Next.

Note: We do offer Advanced Database Installation settings. To explore those settings,
select the Advanced option and proceed with the on-screen instructions.

The Installation Confirmation window displays.

TruVision Navigator 5.0 Service Pack 3 User Manual
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Figure 12: Installation Confirmation Dialog

TruVision Navigator - InstallShield Eiz_ardl ‘L S|

Installation Confirmation

Fleaze review pour inztallation choices below. s the Back button, as neceszary, to make
changes. Click Mext to begin installation.

Irstall Type: Mew Install -
Inztall Directary: C:%Program Files [«86]M nterlogi=hT utision Mavigatars
Conkection Type: 115
SOL Server Settings:
Install new instance of SCL Server Express
Full Instance Mame: HPWORKSTATIONT4WSOLSERYVEREXPRESS
Databaze Mame: TruMavs O
Web Server Settings:
HostM ame: HPWORKSTATIONT
Port; 80
Wirtual Directory: GENavwWebService

4 [

Inztalls hield

[ < Back ][ Mest » J[ Cancel ]

Review the installation confirmation page and click Next to proceed with the installation.
If you want to make changes, use the Back button to go back and adjust your
selections.

The Installation Complete screen displays.

Figure 13: The Installation Complete window

-

TruVision Mavigator - InstallShield Wizard

InstallShield Wizard Complete

The Inztalls hield wizard has successfully installed Tizion
Mavwigator. Before you can use the program, you must restart
wour computer.

@ Mes, | want ta restart my computer now.;

(70 Mo, | will restart my computer later.

Fiemove any disks from their dives, and then click Finish to
complete zetup.

< Back Cancel
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Select the Yes, | want to restart my computer now option and click the Finish button.

A TruVision Navigator icon will be placed on your desktop and in your Start Menu to
access the application.

Installation is complete.

Upgrade

TruVision Navigator offers upgrade paths from TruVision Navigator v4.0, TruVision
Navigator v4.0 SP1, SP2, SP3, SP4, SP5 and SP6 releases.

Note: You cannot use this upgrade procedure for earlier TruVision Navigator v4.0
releases.

Upgrade for Client Server Installations
To upgrade from a previous version of TruVision Navigator, do the following:
Place the TruVision Navigator setup.exe program on the desktop of the PC.

Launch the InstallShield Wizard from the auto-run page or double-click the TruVision
Navigator setup.exe to begin the installation.

The Welcome window displays.

Figure 14: Installation Shield Wizard

Welcome to the Install Wizard for TruWision
Navigator

The InstallShield wizard will inztall Truision MNavigator on
your computer, To continue, click Mest.

< Back [ Mext > ][ Cancel

Click Next.
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The Choose Destination Folder for Upgrade window displays.

Figure 15: Setup Type window

Choose Destination Folder for |

Setup will install Truision Navigator in the follawing folder.

Toinstall to this folder, click Nest. Toinstall to a different folder, click Browse and select
another folder.

Diestination Folder

C:h . A nterlogi=h T iision M avigatar's

< Back ][ Mext » l[ Cancel ]

Installer will proceed with a prerequisite component install. WinPcap is one of the
required components for upgrades from previous versions to v5.0. (except 4.0 SP6).

Figure 16: The Setup Status window

Setup Status

The InztallShield ‘Wizard is installing Trubfizion M avigator

‘Winpacp being installed..

Proceed to the next steps and accept the license agreement of WinPcap and click next
to finish the WinPcap installation. Once the installation finishes, installer will continue to
install TruVision Navigator.
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Figure 17: The Previous Instance Install Directory window

Setup Status

The InstallShield \wizard iz instaling Trutizion M avigator

Cancel

Previous Server Components will be uninstalled automatically.

Figure 18: The New Instance Install Directory window

Setup Status

The InstallShield Wizard is installing Trutfision Mavigator

Previous Server Components are being uninstalled...

Cancel

After the previous version of Navigator is removed, installer will continue with the
installation of new TruVision Navigator version.
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Figure 19: The Installation Confirmation window

Setup Status

The InztallShield Wizard iz instaling TruVision Mavigator

C:A Alnterlogixt Truvizion N avigatorhw/dudio0 utputContraller. dil

ItztallS hield

Cancel

a

Once all components of TruVision Navigator are installed, the Installation Complete
screen displays.

Figure 20: The Installation Complete window

P ™

TruVision Mavigator - InstallShield Wizard

InstallShield Wizard Complete

The Inztalls hield wizard has successfully installed Tizion
Mavwigator. Before you can use the program, you must restart
wour computer.

@ Mes, | want ta restart my computer now.;

(70 Mo, | will restart my computer later.

Fiemove any disks from their dives, and then click Finish to
complete zetup.

< Back Cancel

e

Select the Yes, | want to restart my computer now option and click the Finish button.

Installation is complete.
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Upgrade for Standalone Installations

Figure 21: Database Selection window

Databaze zelection

Do wou want bo migrate the data uzed by Truvizsion Mavigator to use the
integrated databaze”

Truvfizion Havigator will store your data wzing the integrated database.

) Mo

Trizion Mavigator will uze Microsoft SOL Server. May require help from
your System Administrator or 1T Support,

After the database is selected, upgrade confirmation screen displays.

Figure 22: Upgrade Confirmation window

Upgrade confirmation

Fleaze review vour installation choices below. Usze the Back button, as necessan, to make
changes. Click Mest to beqin installation.

Inztall Type: Uparade
Previous Client will be Uninstalled.
Previous Server will be Uninstalled.

Ingtall Directory: C:\Program Files [286]\nterlogixT iulizion N avigator',
Connection Type: Direct- SULITE Databaze
SCLite Settings:

Databaze Mame: Trulavh 0.db

[ < Back l[ M et > l[ Cancel ]

Click next on the upgrade confirmation screen to proceed with installation. Once the
installation is finished, the Installation Complete screen displays.
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Figure 23: Upgrade Confirmation window

rulision MNavig

InstallShield Wizard Complete
]

The InstallShield Wizard has successfully installed Trifision
Mawvigator. Click Finizh to exit the wizard,

< Back Cancel
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Initial Login

After successful installation, launch TruVision Navigator using one of the following
methods:

* Double-clicking on the TruVision Navigator icon on your desktop.

» Access the Start menu, All Programs, and TruVision Navigator.

When TruVision Navigator launches, a login window displays. Log in as the default
Administrator using the following default credentials:

Username - admin

Password - admin

Figure 24: Login window

&

truVision

Navigator

%] interlogix

After initial login, a window displays prompting you to change the default admin
password which protects its security.
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Figure 25: Change Password Dialog

Change Password - X

zer Marme

Admin

Fazsword: Confirm Passwaord
[ 21112 [ 21112

Challenge Question

YWhat iz pour mother's maiden name? - |

Challenge Anzwer |

Jones

[ Ok, ] [ Cancel

To change the password, do the following:

Enter the new password in the Password field.

Re-enter the password in the Confirm Password field.

Select one of the following challenge questions from the drop-down list.
Enter the answer to your challenge question in the Challenge Answer field.
Press OK.

If you ever forget your password, simply click on the Forgot? button on the Login dialog.
This will allow you to answer your challenge question, and if successful, change your
password and re-enter the application without calling for any assistance. In case you
don’t remember the Challenge Answer to recover your password, click on Forgot? button
once again, and call UTC technical support team with the “tech support key”
automatically provided in the related field. Technical support team will recover your
password with this information.
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Figure 26: User Account Challenge Dialog

-

© User Account Challenge Dialog
PR —

|zer Mame

admin

Challenge Question

[What iz your mother's maiden name?

Challenge Answer

Jones

Uninstall

To uninstall TruVision Navigator do the following:
Launch the Add/Remove Programs application from Windows Control Panel.

Navigate to TruVision Navigator Server and click on the Remaove or Uninstall button.

Figure 27: Add or Remove Programs window

[ = -

,(-‘-\ ‘ |IZJ » Control Panel » Programs » Programs and Features - Search Programs and Features o

Control Panel Home i
Uninstall or change a program
View installed updates To uninstall 2 program, select it from the list and then click Uninstall, Change, or Repair.
@' Turn Windows features on or
ot Organize v  Uninstall == - @
MName = Publisher Installed On  Size Version =
[ Roxio Creator Starter Roxio 5/15/2012 163GB 121770
@Skype"‘ 510 Skype Technologies S.A. 9/5/2012 194ME 510116
|j SQL Server System CLR Types Microsoft Corporation 6/1/2012 813KB 101.25310
|3 SQL Server System CLR Types Microsoft Corporation 6/1/2012 830KB 101.2531.0
(o StickyMotes Dell 5/15/2012 1.51350
[@) Synaptics Pointing Device Driver Synaptics Incorporated 5/15/2012 464 MB 153220
,ﬁ SynclUP Nero AG 5/15/2012 288 MB  10.216100
7 TrustedD TrustedID 5/15/2012 5.0
[ TruVision Device Finder company 6/1/2012 1.00.0000
7.0 Trulision Navigator  UTC Fire & Security vz ssve S0
£ Windows Live Essentials 2011 Microsoft Corporation 5/15/2012 15435081109
[ Windows Live Mesh ActiveX Control for Remote C... Microsoft Corporation 5/15/2012 557MB 15457222
[[1 69 WinPcap 4.1.2 CACE Technologies 6/1/2012 4.1.0.2001
@!'Yahoo! Software Update 9/20/2012
@!'Yahoo! Toolbar ‘Yahoo! Inc. 9/20/2012 =
.Zinio Reader 4 Zinio LLC 5/15/2012 4.2.4164 s
< T | 3
UTC Fire & Security Product version: 5.0
o Size: 552 MB
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The InstallShield window appears and the application will prepare to remove your
selection.

Figure 28: InstallShield Wizard window

g — ™~

TruVision Mavigator - InstallShield Wizard

Preparing to Install...

Truvizion Mavigator Setup iz preparning the InstallShield Wizard,
which will quide you through the program zetup process.
Flease wait.

Preparing to Ingtall...

| ]

N
Cancel

Click the Yes button when this window appears.

Figure 29: Confirmation window

—————— A
TruVision Navigator - InstallShield Wizard e

Do you want to completely remove the selected application and all of its features?

e _— . . T e e

The uninstall will begin and the status window will appear.
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Figure 30: Setup Status window

TruVisicn Naviga

Setup Status

The InstallShield “Wizard is removing Truizion Navigator

Walidating install

| — |

InztallS hield

Cancel

When complete, click on the Finish button and restart your computer.

Figure 31: Uninstall Complete window

Uninstall Complete

InztallS hield “wizard has finished uninstalling Tuision
Mavigator.

@ Yes. | want to restart my computer now.
(0 No, | waill restart my computer later,

Remove any disks from their drives, and then click Finish to
complete zetup.

< Back Cancel

Repeat these same uninstall steps for the TruVision Navigator Client application in the
Add or Remove Programs window.

Note: This process will remove all TruVision Navigator files and logs from your system.
No Registry edits are necessary to remove TruVision Navigator from the machine.

TruVision Navigator 5.0 Service Pack 3 User Manual
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Network Time Protocol (NTP) Service

The TruVision Navigator Server has the ability to act as an NTP Service for devices on
the network (you also have the flexibility to use other 3rd party NTP Services should you
choose).

Enable the NTP Service in TruVision Navigator by going to Start — All Programs —
TruVision Navigator — Enable NTP Service. This will enable the NTP Service on the
TruVision Navigator Server. You will need to configure the device’'s NTP Server field
with the IP Address of the TruVision Navigator Server where this NTP Service is
running.

Figure 32: Enable NTP Service dialog

E® Enable NTP Service

The Windows Time service is stopping.
The Windows Time service was stopped successfully.

[SC] ChangeServiceGonfig SUCCESS

If your system is closed (meaning no Internet access), the devices configured to point to
the TruVision Navigator NTP Service will use that server machine’s CMOS clock. Please
ensure this clock is up to date. If your system is open (meaning it has Internet access),
you can still have the devices point to the TruVision Navigator NTP Service for time sync
AND have the TruVision Navigator NTP Service point externally to a time reference
server to maintain that system time. This alleviates the maintenance of manually
ensuring the time on the TruVision Navigator Server is up to date.
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Figure 33: NTP Diagram

Raferanca Time Server
Wit NTP Servics

%\;

"!-\_._\_\_\_\_\_H_‘-\_ [
Tru Mo [ b

Wilh NTP Servdoa [P Camesa

DVE

Windows 7 and Vista — Local Scheduling
Service

If this is a Windows 7 or Vista installation, you may experience issues with your Local
Scheduling Service. The Local Scheduling Service on the Client machine is responsible
for executing all tasks on behalf of the Client. These tasks include video exports,
firmware upgrades, bulk configurations, and database backup/restores.

To be sure that you do not have issues, you can perform the following steps below:
If you have Admin privileges on the machine:

Open up Windows Explorer and locate the directory where the TruVision Navigator
application is installed. By default, TruVision Navigator is placed in C:\Program
Files\Interlogix\TruVision Navigator. If you changed that default pathway, navigate to the
revised location now.

Open the "Clientinstaller” folder and find the TruVision Navigator Client.exe.
Right-click on the executable and select "Properties”.

Click on the Compatibility Tab and check the "Run the program as an administrator”
option.

Click OK.

Login to the application and begin using TruVision Navigator.
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Figure 34: TruVision Navigator Client Properties

-
ﬁ TruVisicn Navigator 3.0 Properties | X ]
Security I Dietails I Previous YWersions |
General | Shartcut | Compatibility

If pou have problems with this program and it worked correctly on
an earlier version of Windows, select the compatibility mode that
matches that earlier version. |

Help me choose the settings
Compatibility mode

[ Fur thiz pragram in compatibility mode for: I
Windows XP [Service Pack 3]

Settings
[ Fur in 256 colorz
[ Run in 640 % 480 screen resolution
[T Digable vizual themes

[ Disable desktop composition

[ Disable dizplay scaling on high P settings

Privilege Level

[ Rur thiz program as an admiristrator

[ '&'Ehange zettings for all uzers ]

[ ak. ” Cancel ] Apply l

If you do NOT have Admin privileges on the machine, contact your Administrator to
turn off the User Account Control (UAC) for the user who will be running the TruVision
Navigator Client.

To do so, have the Admin perform the following steps:

Click the Start button and under the "Start Search" section, enter MSCONFIG.
Click Enter.

On the System Configuration Window, select the Tools Tab.

Highlight the Disable UAC row and click the Launch button.

Restart the machine.

Upon restart, the user can login to the application and begin using TruVision Navigator.
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o

» e -

System Configuration

[General [Boct | services | startup | Tools |

Tool Mame

Abaout Windows

Description

Display Windows wersion information.
Change User Account ol settings.

Change UAC Sattings
Open the Action Center,

Troubleshoat problems with vour computer.

Yiew and configure system settings and components,

Yiew advanced information about hardware and software settings,
Wiew monitoring and troubleshooting messages.

Launch, add or remove programs and Windows components.

Visw hasic infarmatinn shnuk vonr comniker suskam settinns

Action Center

windaws Traublsshoating
Computer Management
System Infarmation
Event Viewer

Programs

Swstam Pronerting

«

Selected command:
Ciiwindows) Systemaz| UserAccauntContralsattings.axe
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Installing Navigator on Windows 8 platforms

TruVision Navigator can be installed on Windows 8 platforms with a couple of
prerequisites met before installation. Microsoft Windows 8 OS needs to support
Microsoft SQL database drivers fully before the TruVision Navigator installation starts.
Therefore, these prerequisites are needed to make your system ready for TruVision

Navigator installation.

Please follow below instructions before installing Navigator on Windows 8 platforms.

1. Client/Server typei

nstallations: There are two scenarios:

a. Windows 8 (without SQL installed)

i. Mustinstall

all the important updates from Microsoft.

ii. Install WinPcap 4.1.2 manually prior to, or, after installing Navigator.

iii. Enable 1IS (Internet Information Services ) from Control panel \ Programs and
features\ Turn Windows Features on or Off\ IS ( with all belonged its
components underneath).

iv. Navigator will install SQL 2008 express when detecting no SQL installed in

the machine.

b. Windows 8 (with SQL2008 Express R2 — SP1 or SP2 installed)

i. Mustinstall

all the important updates from Microsoft.

ii. Install WinPcap 4.1.2 manually prior to, or after installing Navigator.

iii. Enable 1IS (Internet Information Services) from Control panel \ Programs and
features\ Turn Windows Features on or Off\ IS (with all belonged its components

underneath).
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iv. Navigator will allow user to use existing SQL 2008 Express.

2. To make the WinPCAP compatible with Windows 8:

36

a
b.

o

Right click on WinPcap.exe file
Select Properties
Compatibility

Check Run this program in compatibility mode for: Select Windows 7 and
click Apply.

Right click on WinPcap.exe and select Run as Administrator.
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Adding a Single Device

Add a single device to the Navigator by doing the following:

Click the Add Device button in the Navigator. Drop down menu displays with the
following options:

- Add Manually
- Add Via Discovery Tool

Adding Devices Manually

Once Add Manually option is selected, below screen will display for required input.
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Figure 36: Add Device window (Manually)

Device Type: l TWR11 - I

Device Title:  Store 1
Device Addresz:  192.168.0.12

Dievice Port; | 5000 =

Streaming Type: | TCP -
Usermnarne;
Paszword:

[] Add Device Offline

[ Ok ] I Cancel I

Note: After you click OK, fields highlighted with a red exclamation point indicate rejected
values. Place your mouse pointer over the exclamation points for tips on why your
values were invalid. All fields must be valid to successfully add a device.

» Enter a Device Title. Values are alphanumeric.

» Select the appropriate Device Type from the drop-down menu.

» Based on your device type, you may need to select a Streaming Type. For some
devices, there is only one option for the Streaming Type so it is selected by default.
The Streaming Types are defined as follows:

38

TCP - TCP is a reliable stream delivery service that guarantees delivery of a data
stream sent from one host to another without duplication or losing data.

Reverse TCP - the application connects to the device and the device streams
video back to the application over the existing connection. This option negates
firewall issues on a WAN and is primarily the best option.

Reverse TCP I-Frame - this connection type is similar to the Reverse TCP
except the device only sends I-Frames. This option is useful in limited bandwidth
environments.

UDP - the application connects to the device and asks the device to stream video
back to the application on a UDP address and port. For this option, the firewall
needs to be configured to allow the device to stream to the application on that
specific port.
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* Wavelet/Wavejet - This type is based upon Wavelet/Wavejet compression
methodologies. This streaming type cannot be changed and is the default
streaming type for the DVMRe and StoreSafe DVR lines.

» Enter the device's IP Address, or, the DynDNS or EzDDNS URL.

Note: You can add a device using a Domain Name System (DNS) name as well as a
static IP Address. Simply place the DNS name in the IP Address field on the form

.» Enter the device's listen Port. This field is pre-populated with a default value based
upon the type of device you selected. If you changed this port on the device, add that
specific port in this field.

Note: The port number must be added to the device address when using DynDns
with a HTTP port other than port 80 (i.e. mydvr.dyndns.org:2222 if the HTTP port
being used is 2222). When using No-IP instead of DYNDNS, you also need to add
the HTTP port number.

» Enter the Username and Password. This field is only required if the device being
added has been configured to require a username and password.

» Check the Add Device Offline checkbox if you wish to add the device to the
Navigator but you know the device is currently offline.

* Click OK.

Note: You may see an error message stating that your device was added but it has
unsupported firmware. However, you should still be able to view video. See the
supported devices and firmware versions section of this document.

Adding Devices via Discovery Tool

Once Add Via Discovery Tool option is selected, device discovery window will display.
Device discovery window provides a list of available devices in the network. To add
devices to the Navigator, select one or multiple devices from the list and click Add. Your
device should appear under the Device node in the Navigator panel.

Note: Discovery Tool will attempt to add devices by using their default credentials. If the
credentials of a device are previously changed from default values, device is still going
to be added to the device tree, but will be shown as offline. In this case, updated
credentials need to be applied manually by user from the device properties or
configuration menu with a right click on the device.

Once the recorder shows online, expand the device icon to view your cameras. If you
chose to add the device offline via the Add Device Offline checkbox, your device will
appear in the Navigator with a red X on it. You can bring the device online by right-
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clicking on the device and selecting Connect. Upon successful connection, the Navigator
will populate the respective cameras under the device.

Figure 37: Connect to off-line device

If you have channels on a DVR that will not be used, you can mark them as "unused" so
they do not appear in the Navigator under the DVR. To do this, go to the Camera Title
section under the DVR Configuration menus, mark the "Camera Not in Use" check box,
and click Save. This will hide the cameras in the Navigator. To show them again, simply
un-check the same box in the configuration and click Save.

Device Management Tool

Device Management tool provides various information and functions to ensure the ease
of system setup and maintenance. To access to the device management interface;

* Right Click [Devices] and select [Device Management]
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Figure 38: Device Management Window
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The discovery tool window includes following areas and device management functions

» Device List

* Assigning IP Address to a device
* Pinging device(s)

* Rebooting device(s)

* Opening Web Page of a device

Checking default credentials of device(s)

Device List

Provides a list of devices in the network. For convenience, devices can be grouped
together by their type (recorder, camera, or both), or brand. List can also be sorted by

one of the columns by keeping the selected groupings.

‘Connected To’ column provides the information on the recorder each camera is
recording to. Empty field indicates that the camera is discovered in the network, but is

not assigned to a recorder yet.

Device list also provides the following device information: Model Name, IP Address and
Port, Subnet Mask, Firmware Version, MAC ID and Serial Number.
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In addition, the Status column provides the results of the Ping, Assign IP Address, Get
Firmware Version and Reboot commands.

Assign IP Address

Allows the users to assign IP address to a camera.

1. Select a camera from the device discovery list

2. Click [Change IP Address] button located at the top menu of discovery tool.

3. Enter the [New IP Address] to the related field, and click [Ok]

Ping
Allows the users to ping device(s) to check the link activity. Status of the ping command
is given in the “Status” field.

Reboot

Allows the user to remotely reboot device(s) with one click. Status of the reboot
command is given in the “Status” field.

Opening Webpage of a Device
Allows the user to open the web browser menu of a device.
Checking default credentials of a device

Allows the user to check if device credentials are changed from the default values.

Adding Cameras via Discovery Tool

TruVision Navigator is equipped with an embedded device discovery tool that discovers
the devices in the network, and lets the user to add one or more of those devices to the
Navigator.
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Figure 39: Discovery Tool Window

ACTi
GEMZIO
Arecont Vision
AV20365
AV2805
AVSI05
AVSI05
AVE1ES
Bars
UMD
FWGMFD
2600
FIT-TY
M
M3014
M3014
M5014
M0
P3S4
@130
Q7404 Charrel 1
Q7404 Charrel 2
Q7404 Charrel 3
Q7404 Chanrel 4
Interlagix
TVCMIEE NS
TVCMEZZ0 1N
TVCMEZZSE- M8
TVCH2SE 20N
TVE-MIZIOV-2H
TVD-M1 2458 20N
TVD-M1 2458 20N
TVD-MER2SV-EN
TVD-MI2H5E 2MF
TVD-MEZSE SN
TVD-MERSY S

MAC Addrmes

C0-50c2 S0 da

00-1a-07-05-5a-c 4
00-1a-07-04-41-88
00-1a-07-05-54-20
00-1a-07-0042-33
00-1a-07-06-81-43

0040 St 3
004085962
00-40-fe-cb- H-08
00408 in- el
00-40-8e 20455
00-40-Beb365365
00-40-8e- 651360
00-40-fec 5 1n
00-40-8ebiHbedd
040830549
C40-dculdaeb
C0-40-Gcbb-Sida
C40-Ecbb-ad
Q0-40-8cbb-S9dd

Eoelabbe Y
00-8088:204d87
EoeTabl 36N

00-4088a% 8828
00-40.8850-82T3
00-2028 050537
004028250535
00204858600
Sl aBelEBlE
Sl abelbieT
00-20.28.54.4518
00404528 3 ed
00-£0:3048 1b-£0
000489 4305
00-£02800- 2606
00202802604
s ]

QO-O4555- 1045

1P Ackckmas g Pert

10.0,0.1:5000

17 19711580
172.16.90.75:80

THIE 101680

172161018580
172169016480
172169015080
172169005180
172160015280
172161015380
172160019480

17216 81708000
17216 200 20-8000
1721610 42:8000
1721610 428000
1721610 328000
TT216.00.41:8000
TT216.00.44:8000
1T216.8.113:8000
1721670 45:8000
TT2E04T:8000
1721670 4%80
172.16.10.43 5000
1T2.16.200.180-2000
172161, 70:3000
17216 8253000
172163, 70:3000
TT216.00.45:8000

172169012080

Sebrint Mgk,

5000

2525500
2525500
2525500
2525500
2525500

#535500
#536500
Ui

#536500
#536500
Ui

#536500
#535500
#535500
HEXE00
XSO0
XSO0
HEHRE00
XSO0
XSO0

H5:500
H5:500
H5:500
H5:500
H5:500
H5 2500
H5 2500
H5 2500
H5 2500
H5 2500
252500

H5 2800
H5 2500
H5 2500
H5 2500
H5 2500

H52500

emcr:

ANDMINAZOT.

£5183
£5218
£5218
E5143
£5183

447
4471
Ubnrean
447
5301
Ubnrean
L]
5363
530
540002
EA
Lo
20
Lo
Lo

Ve 0 buld 121
VA Dichusd 1107
Ve 0 buld 121
VAT rpukd 1208
VAT rpukd 1208
VLT reukd 1208
VLT reukd 1208
VLT reukd 1208
W04 busd 121
W04 busd 121
V3 Dabukd 1105

VA Dbk 120420

VI Dbk 120420
vand

Serinl Nurrer

0408090650
04080503624
Nt mthoramd, Chack your crmdewitiols
O08CCS6ASD
OO08CE06459
Nt mthoramd, Chack your crmdewitiols
OMOSCRINE
OM08CCEEF1A
O0M08CRERCO3
D40BLDIBTET
D0408CAFAES
D040BCEBTI0A
00408CEETI06
DH0BLEBFIOC
DH0BLEBTIO0

TVC-MIESE 20 PON 20 1 2PC0RRA T 1280287

VOMIZTON-2-NOTH0T 1081 PBEAAA0445541S
TVD M T248E 20101201 206260 RR0NISITSS
TVD M T248E 20101201 206260 RRL0NISITSS
VDM 224 N0 201 1T 2T RRA0L TR
TVD M2 2M-POT 20121 20700 RAL ) F9804T
TVD MSZZE-IM-H0T 201212070 RAL 14000098
TVD MSZ2-401 200 1071 10CARA040486 3
TVDHHZISE- 24 NOTL20T 20 TOMAARRA095G3008
£ 1600071201 208 1EAAWRDDDSSST04WE
160007201 206 1 SAAWRE0898101SWCVY

50007 2012051 AAWRADESTAZINC VY
TVE-80001 2072061 JAAWRA0ES TIOWEVY
UVP-M 11200 1M1 2012121 FOCWRA T4 TT0W

Chapter 3: Operation

Device discovery tool provides an easy way to discover the devices and make them
ready for recording in the system. Device discovery tool is available via various paths in
TruVision Navigator, and is used for discovering recorders, cameras, and encoders in
the network.
Following are the paths and functions device discovery tool can be located and used for:

* Right Click on a recorder in device tree,

* Click [Add IP Cameras], and select [Add via Discovery Tool]

* Alist of discovered cameras in the network will be given. Select desired cameras
and click [Add].
» Selected cameras should be automatically added under the selected device in
Navigator.

Note: Discovery Tool will attempt to add cameras by using their default
credentials. If the credentials of a camera are previously changed from default
values, camera is still going to be added to the device tree, but will be shown as
offline. In this case, updated credentials need to be applied manually by user
from the camera configuration menu with a right click on the device/camera.
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Adding a TruVision 360 Camera

TruVision Navigator 5.0 SP3 supports the Interlogix 360 degree panoramic cameras.
These cameras can be added to TruVision NVRs as a regular IP camera, manually, or,
via discovery tool.

Each Panoramic camera provides five streams to the user.
- 1x Raw 360 degree image
- 1x Two 180 degree bands in one video stream

- 3x 120 degree streams with digital PTZ capability

When a panoramic camera is added to a device, the camera will show up in the device
tree, and have its own node with up to five channels listed under it. By default, the
panoramic camera will be added with only 360 degree mode enabled. To add the rest of
the views:

- Right click on the camera and select properties.

- In the properties menu, select the views desired, and click Ok.

Import an address book

Prior to importing an existing WaveReader or SymNav address book, you must first
export the address book from either of those applications.

For WaveReader, use export Option 1 to export to a comma-delimited file.

For SymNav, use the Comma Delimited File option.

Both these options will export to a text (.txt) file.

Save that file to a location where you will perform your import to TruVision Navigator.
Once that is complete, login to TruVision Navigator and perform the following steps:

Right-click on the Devices node in the Navigator and select Import Address Book.
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Figure 40: Import Address Book from Devices node
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Select WaveReader or SymNav from the Files of Type drop-down menu.

Browse and locate the .txt export file that you have saved and click Open.

Figure 41: Address Book import
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Your successfully imported devices are instantly placed by default in a newly created
import folder with a time/ date stamp. These devices have been imported as off-line
devices (signified by the red X on the device). To connect to an off-line device right-click

on the device and select Connect.
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Figure 42: Address Book import - Offline devices
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Organize the Navigator

The Navigator allows you to organize your devices in a logical manner. As systems get
a larger, this will enable you to find your devices and cameras more easily.

To organize your Navigator, do the following:
In the Navigator, click the Add Folder button. This creates a new folder.
Enter a name for the new folder and press Enter.

To add a sub-folder within the previously created folder, right-click on the parent folder
and select Add Folder from the context menu.

Figure 43: Navigator folders

Click and drag devices into folders or folders within folders until your organization is
complete. Remember that cameras will always stay attached to their respective devices.

Another easy way to find any object (user, group, folder, device, or camera) in the
Navigator is to use the Search at the top of the panel. Simply type any alphanumeric
string into the Search field and press Enter. Focus will go instantly to the object that
matches the string. Press Enter again to move to the next object that matches the
string, and so on, until you have been to each object. Enter a different alphanumeric
string to perform another search.
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Find and export video

There are three ways to load video from the Navigator into the Viewer:
Drag n’ drop a specific camera to the Viewer

Drag n’ drop a specific device to the Viewer which will load all of the cameras applicable
to the device

Double-click on a specific camera

Figure 44: Viewer and Controller
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By default, video will be loaded in the Viewer in Live mode. Video status (Live or
Playback), camera type, and device hame can be found in the video tile status bar (thick
bar at the bottom of the video tile) along with the Instant Replay and Close Video Tile
buttons.

To go from Live to Playback video, you must first select camera(s) in the Viewer by
clicking on that video tile - a blue frame should surround the selected video tile. If you
want to select multiple video tiles, use the Select All check box in the Controller.
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Once video tiles are selected, perform one of the following operations to retrieve
Playback video (assuming there is video on the device for the specified time):

e Go To Search - click on the Go To button in the Controller, enter a date and time,
and click OK. Playback will start at the desired date and time.

* Playback Button — click on the Playback button in the Controller to go back a user-
defined period of time (the same time you set for Instant Replay - i.e. 5 minutes).

* Instant Replay Button - click on the Instant Replay button in the video tile status bar
to go back a user-defined period of time (i.e. 5 minutes).

» Controller timeline - double-click on the Controller timeline for a point-in-time in the
past. Playback will start at the desired date and time.

» Playback Controls - use the playback controls (as devices permit) for Frame
Advance, Fast Forward, Frame Reverse, Rewind, Pause, and Play to pinpoint the
exact incident you want.

Once the video is in Playback, a blue seek triangle displays in the Controller timeline
indicating where the selected video is playing in time. Drag and drop the blue seek
triangle backwards or forwards along the timeline to locate video.

Place your cursor over the blue seek triangle and green / red markers will display
underneath. The green marker represents the beginning time and the red marker
represents the ending time of the video segment you want to export. Slide both markers
as appropriate to mark the video segment.

To move the video segment to the Collector for export, click the Video button in the
Controller. To move a snapshot to the Collector for export, click the Snapshot button in
the Controller.

Thumbnails for snapshots and video segments will be added to the Collector and
readied for export. Snapshots display a start time as it is a single point in time. Video
segments display a time range that corresponds to the time range you marked on the
timeline. Double-click a snapshot or video segment thumbnail to replay it in the Viewer
and refine your time/date ranges.
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Figure 45: Collector panel

Export all collected video and snapshots to a specific location using the Collector.
To export video or snapshots, do the following:

Access the Collector and select each thumbnail that you wish to export (you can use the
select all/unselect all button in the Collector header bar for quick selections).You can
also right- click on snapshots to print, email, or rename them.

Check the Include Standalone Player checkbox. This ensures that the TruVision
Navigator standalone player is included in your destination folder.

Click Browse and specify a destination location for your export.

Note: Make sure you have an appropriate amount of disk space at the destination
location for the export. Use the Total Size estimation in the Collector as a guideline.

To start the export process immediately, click the Export Now button. Your export task is
automatically added to the Tasks panel. You can mouse over the status column in Tasks
to get detailed progress of the export.

To schedule the export process, click the Schedule button and specify a date/time when
you want the export process to start. An export task is automatically added to Tasks.
Refer to it for status.

Note: Your Local Scheduling Service must be running to execute these export tasks.
Refer to the Services dialog for status and actions on all services.
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When export tasks are complete, you can find exported video and snapshots at the
location you specified. These files can now be reviewed, burned to media, or stored for
later use.

In addition, you can use the Local Record button to record live video to your machine. To
create a local record video clip, do the following:

Display and select a camera in the Viewer.

In the Controller, click on the red Local Record button (to the right of the playback
controls) to begin recording. A thumbnail will display with a start time along with a red
dot in the Collector.

Click on the red Local Record button again to stop the recording to the machine. An end
time for the thumbnail will automatically display in the Collector.

Follow export operations as necessary to retrieve the local recording from the machine.
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TruVision Navigator Player

The TruVision Navigator Player is a standalone player that can be used to replay any
video clip that has been exported using TruVision Navigator (proprietary file formats
include .wvf, .mpc, .asf, .mp4, and .drv). This player should be copied to media along
with the video clips for authorities. It has a zero footprint — meaning it will launch from
the media itself and does not require installation to a machine.

After exporting video clip(s) from the Collector to the user-defined location, you can
launch the TruVision Navigator player by double-clicking the TruVision Navigator Player
icon in the file folder where the video clips are located. The player.bin file must be in
the same directory as the TruVision Navigator Player.exe or the TruVision
Navigator Player will not work.

Figure 46: Video Export window
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Once launched, the TruVision Navigator Player will automatically sweep the directory
and load the associated video clips in the Play List from that directory. By clicking the
checkbox next to the clip in the Play List, the video will load in a tile (9-up maximum).
Highlight the video tile and click the Play button to play the video.
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Figure 47: TruVision Navigator Player window

The features of the TruVision Navigator Player are:

Browse — allows the user to browse for a specific video clip in another directory and
load it into the Play List.

Snapshot — allows the user to take a snapshot of the highlighted video tile.
Print - allows the user to print a snapshot of the highlighted video tile.

Maximize Screen — takes the TruVision Navigator Player full screen and hides the
Play List and Tool Bar at the top of the application.

Playback Controls — allows for FFWD, RWD, Play, Pause, Frame Reverse, and
Frame Advance.

Timeline — allows the user to jump ahead or back in time for a single selected video
tile.

Audio — allows the user to hear audio (if present) for only the selected video tile. If all
video tiles are selected, no audio will play.

Select All Videos — allows the user to select all video tiles. Once all video tiles are
selected (white outline around the video tiles), the Playback Controls will affect all
video tiles and not just a single one. However, each clip will begin at its own start
time and end at its own end time. This holds true for the snapshot and print capability
as well. The timeline will not appear when multiple video clips are selected.

Sync Playback Start — allows the user to start all video clips at the same time.
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Note: As the video clips are played, there may be time gaps due to the different
video settings on each clip source (i.e. different fps). This function will ensure that
the initiation of the playback for all tiles happen at the same time to keep the time
gaps between the clips at a minimum.

+ Time/Date Stamp — on playback, each video will have a time/date stamp on it for
evidentiary purposes.

Double-click on any video tile to go full screen or use the maximize button in the Tool
Bar.

Double-click to go back again to the normal state.

When in Full Screen, right-click to hide/show the Playback Controls to expose only the
video tiles and nothing else.

Views

The TruVision Navigator Viewer panel allows you to manage cameras and camera views
in different ways, as outlined below:

Figure 48: Viewer Panel
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IPCamera 02
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Multi-site - The multi-site feature allows you to view video from multiple cameras from
different devices simultaneously in the Viewer. TruVision Navigator can render Wavelet,
Wavejet, MIJPEG, MPEG4, and H.264 compression streams simultaneously, which
allows you to mix and match the cameras from your many devices seamlessly.
Standard video tile layouts include 1x1, 2x2, 3x3, 4x4, and 5x5. You can also use the 8-
up custom tile layout that features 1 large video tile surrounded by 7 smaller ones.
When in a multi-up view (i.e. 4x4), you can double-click in a video tile to bring the video
to full screen. Double-click in the video tile again to return to multi-up viewing.

Maximize Viewer - If you would like to close all panels instantly except for the Viewer,
use this option. Click it again to return to the previous layout.

Close All Video - Select this option to close all video.

Instant Replay - Click on the Instant Replay button on the video tile to go from Live to
Playback by a user-defined and pre-configured period of time (i.e. 5 minutes) for quick
viewing of an incident.

Custom View - Custom views allow you to define and save multi-site view templates for
future use. You can create as many custom views as you want. Custom views are
available by selecting the Custom View option in the Viewer header bar dropdown menu.
To define a custom view, do the following:

Load all the cameras you want to include in the custom view in the Viewer.

Organize your cameras by dragging and dropping the video tile’s status bar to other
video tiles.

Click Custom View from the Viewer panel header bar dropdown menu.
Select Save Custom View.

Enter a title in the Title field.

Click OK.

Close all videos.

From the Viewer panel header bar dropdown menu, highlight the Custom View title in
the menu and select.
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PTZ control

TruVision Navigator has the ability to control PTZ camera and motorized zoom cameras
with auto focus feature. Supported features include pan, tilt, and zoom moves, as well
as set and go to presets, and record and go to tours. The tours functionality is only
available for certain device types. See the device-specific chapters for the support for
this feature.

First, the camera must be marked as a PTZ camera in its configuration as the camera
does not identify itself as such to the device. To mark a camera as a PTZ, simply right-
click on the camera and select, Configure Camera. From the camera configuration
dialog, check the PTZ Enabled checkbox, select a PTZ protocol, assign an address, and
click Ok. Ensure the camera also has the appropriate address and protocol settings.
Upon completion, you'll notice that the camera’s icon in the Navigator changes from a
fixed camera icon to a PTZ camera icon.

Once you have marked a camera as PTZ, you can now control it using the PTZ Controls
or with mouse commands in the video tile.

To control a PTZ camera using the PTZ Controls:
Load the PTZ Camera into the Viewer and select it.

Click the PTZ icon on the Controller toolbar and the PTZ dialog will open. Adjust the
dialog to optimize video viewing.

Figure 49: PTZ controls
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Use the controls to move the PTZ Cameras as well as zoom, focus, auto focus and iris.
Set the speed to the appropriate level for your network and operations. You can also go
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to, name, and set presets and return cameras to tour (on certain devices). See the
device-specific chapters for applicable functionality.

Note: PTZ control responsiveness will vary depending upon the frame rate,
resolution, and quality of the video stream. D1/ 30FPS/Quality 9 will afford you the
most responsive PTZ control over the network. Weigh PTZ control responsiveness
with your storage requirements to find the best fit. You can also balance the PTZ
speed setting with the stream configuration to find the best fit.

To control a PTZ camera using mouse commands within the video tile:
Load the PTZ Camera into the Viewer and select it.
Place your cursor in the center of the Viewing tile.

Left-click and hold the mouse, then drag to the right-left-up-or down. Notice the further
from center the cursor gets, the faster the camera will move.

Right-click and hold the mouse, then drag up or down to zoom in and out with the
camera.

Note: Interlogix cameras with motorized lens can also be controlled as a PTZ
camera via the PTZ palette for iris and focus adjustments.

Users also have the ability to link a PTZ camera’s presets into a sequence based upon a
specific order and dwell time. These sequences can be managed and tested by right-
clicking on the PTZ camera in the Navigator and selecting Preset Sequences, Manage
Sequences.

Figure 50: PTZ preset window
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These sequences can be activated by right-clicking on the PTZ camera in the Navigator
and selecting Preset Sequences, and then the name of the sequence that was created.
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Digital Zoom

TruVision Navigator allows you to perform digital zoom in/out functions to the live and
recorded view. To zoom in, scroll up with the mouse wheel, and to zoom out scroll down.
When in digital zoom mode, you can click and hold the mouse left button to Navigate in
the zoomed image.

Tampering Monitor

TruVision Navigator is equipped with a tampering monitor that compares the current
image with a reference image taken during the installation. Tampering monitor keeps a
record of each camera by taking a reference snapshot and restoring it in the database.

To open the tampering monitor, right click on a recorder and select Tampering Monitor,
and Tampering Monitor window will display.

Figure 51: Tampering Monitor
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On the left hand side, reference images will be listed with the date and time they were
taken. For the first time applications of this feature, the reference images will be empty;
therefore, user should click Update All to save the reference images. By comparing
reference images with live images located on the right hand side, user can easily
measure any tampering activity on each cameras.

Configure a device

TruVision Navigator allows you to configure devices in bulk or one at a time.

To configure a single device, right-click on the device in the Navigator and select
Configure Device. A configuration dialog will open. Navigate through the settings, make
changes as appropriate, and either click Ok or Cancel. Ok will save the settings to the
device and Cancel will abort the configurations you made.

Figure 52: Device Configuration Window
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Some devices cannot be configured remotely via TruVision Navigator. See the device-
specific chapters for more detail on this functionality.

Audio can be heard from devices in TruVision Navigator for both Live and Playback
streams assuming several setup steps are completed. At a high-level, the device needs
to be configured for audio and a microphone needs to be added to the device to capture
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that audio. At the TruVision Navigator Client PC, speakers need to be attached and the
volume control needs to be turned up. Specific video tiles need to be selected to hear
the audio. If multiple video tiles are selected, no audio will play. See the device-specific
chapters for more detail on this functionality.

Motion detection notifications are available in TruVision Navigator assuming several
setup steps are completed. At a high-level, the device needs to be configured to trigger
notifications on motion and each camera's field of view needs to be configured for the
active zones. TruVision Navigator must also be configured to accept those motion
notifications on a specific port. See the device-specific chapters and Notification Section
for more detail on this functionality.

The bulk device configuration feature offers you an easy way to remotely update and
maintain the configurations of devices in the system. This powerful capability allows you
to push a single configuration parameter across all like-devices or as many configuration
parameters as necessary across all like-devices. As with a single device configuration,
this action can be performed immediately or on a schedule.

To configure like-devices in bulk, right-click on the Devices node in the Navigator and
select Bulk Configuration. The Bulk Configuration dialog will appear.

Figure 53: Bulk Configuration
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There are 3 sections in the Bulk Configuration dialog: Source, Settings, and Destination.
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Source - this is where you select the device type of the devices you want to
configure. As you select different device types, the destination list will toggle
in real-time to show the applicable like-devices in the system.

Settings - initially, a configuration template will appear for that device type
selected in the source. This generic template will show all of the necessary
configurations for that device type but won't have any values populated in the
fields. This allows users to simply pick and choose the exact configuration
fields they want to update and push only those to the destination devices.

start with a blank configuration template, select a device type from the
dropdown list on the left of the screen.

use a specific device as a reference configuration, select that device from the
Source tree. You can use the Clear button at any time to remove all
configuration values and go back to a blank configuration template.

Destination - if there is a source device that mirrors the exact configuration
you want to copy, you can select that device in the source and it will load in
settings. You can push this entire configuration to destination devices or
change some configurations and then push it all to destination devices.

Upon initiation (now or on a schedule), a task will be created in the Tasks panel for each
device that will have configurations made. Monitor progress of the configurations there.
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Configure a camera

The steps required to modify a camera’s configuration is similar to that of configuring a
device. To change a specific camera’s configuration do the following:

Right-click on a camera in the Navigator and select Configure Camera. A configuration
dialog will open.

Navigate through the settings, make changes as appropriate, and either click Ok or
Cancel.

Ok will save the settings to the device and Cancel will abort the configurations you
made.

Note: The trusted source for camera titles is the device itself. When adding a device for
the first time, TruVision Navigator will not pull the device’s configuration information at
the time of connection. Therefore, the cameras under the device in the Navigator panel
may display generic camera titles (Camera 1, Camera 2, Camera 3, etc.). Camera titles
are updated in TruVision Navigator after you pull the device configuration for the first
time. Afterwards, any changes to camera titles through TruVision Navigator will update
both the Navigator and the device.

Note: For protocol configuration of analog PTZ cameras attached to an embedded NVR
via an encoder, please use encoder web administration rather than the embedded
recorder configuration menu.
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Figure 54: Camera configuration
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Device properties

Device properties consist of connection, detail, and capability information. To obtain
device properties, simply right-click on the device and select Properties.

Figure 55: Device Properties Window
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The Connection tab shows all of the information previously entered when adding the
device. Make changes as appropriate and click OK to save changes.

The Details tab provides an area for you to enter any data you would like around a
device to help facilitate management of the system. If the device was imported and data
existed in the original WaveReader or SymNav address book, this data will appear in
these fields. If the device was added manually, the fields will remain blank until you add
data and click OK.

The Capabilities tab shows you exactly what features the device supports.
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Device disk analysis

TruVision Navigator features the ability to run a disk analysis on a device in order to get
a broader sense of the different types of video data recorded to disk. This video data can
include alarms, events, video loss, motion, and more.

To run a disk analysis for a device, right-click on the device in the Navigator and select
Run Disk Analysis. The disk analysis dialog will appear.

Figure 56: Disk Analysis dialog

© Disk Analysis TVR10

Zoom &, G H B iam Motion [l Recorded Unknowan

Il
SI2B£2010 3:31:30 PM SIE12010 6:04:16 A B/12010 4:19:03 P

| |

|
0w
ii e —————————C |

From this dialog, you can zoom in and out on the timeline to view different levels of time
granularity for the video. The legend outlines the types of video by color (i.e. alarm is
red).

For periods marked as “Unknown”, the device may/may not have recorded video
available. It was just not tagged with a specific type per its device configuration
parameters.

Double-click on colored areas in disk analysis, and the video will begin to play in the
Viewer. By multi-selecting the checkboxes to the left of each camera name, you can
achieve synchronous playback across those selected cameras.

Once video is playing in the Viewer, you can manage and export it as normal. See the
device-specific chapters for more detail on what types of video tagging is available per
device.
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Firmware upload

TruVision Navigator offers the ability to upload firmware to devices remotely. You can
do this per device or in bulk-fashion across many like-devices.

To upload firmware to device(s), either right-click on the device in the Navigator and
select Upload Firmware or right-click on the Devices node in the Navigator and select
Bulk Firmware Upload. The Firmware Upload dialog will appear.

Select your source device type, browse for the applicable firmware, and select the
destination device(s) for the firmware upload.

Remember, TruVision Navigator does not do a file format check on the firmware file, so
ensure it is the proper file for that device type. In addition, the firmware file must reside
on the local machine. It cannot be accessed across network paths.

Click on the Upload Now button or schedule the firmware upload for a future date/time
via the Schedule button.

Upon initiation of the upload, a task will be created for each individual device firmware
upload in the Tasks panel. The status on each of those uploads can be tracked from
there. The Status column will include values of Pending, In Progress, and Success or
Failed. Place your mouse pointer over the status of each task to obtain more detailed
information about progress. You can also watch the status of the firmware upgrade via
the device’s On-Screen-Display. Firmware uploads may take several minutes to
complete.

For any scheduled task that will take place in the future, you must ensure that the
machine where the task was created is powered up and the Local Scheduling Service is
running on that machine. The TruVision Navigator application itself can be closed but the
machine and Local Scheduling Service must be running for the task to be initiated and
completed.
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Figure 57: Firmware Upload Window
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Camera search

TruVision Navigator allows you to search cameras for alarms, alarms plus events,
motion, and point-of-sale text-related video.

For those searches, the device must first be configured to tag the camera’s video based
upon those parameters (which must be available in the device). For instance, to be able
to search a camera for motion in TruVision Navigator, the motion grid must be setup for
that camera in the device and tagged for motion. This device setup can be done
remotely via the configuration capability within TruVision Navigator or from the device
itself.

To search for video tagged with text, enter the text string you want to search for and click
Search. Toggle the Overlay Text on Video checkbox to overlay the text on the video or
place it beside the video. This checkbox is dynamic so if you toggle it during playback,
the text will switch from overlay to side-by-side and vice-versa (it will take a few seconds
to switch).

Remember that for text searches, the device must be working in conjunction with a
ProBridge. The ProBridge acts as a bridge between the recording device and the Point-
of-Sale (POS) device (i.e. a cash register or ATM). It essentially feeds the POS text
data into the recording device where it is tagged to the applicable video.

Different devices support varying levels of camera search. See the device-specific
chapters for more detail on what types of video data is available per device.
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To perform a camera search, right-click on the camera in the Navigator and select
Search. The search dialog will appear. From the search dialog, you can specify the
video type and time/date range, and upon clicking Search, the results will appear in the
table. Click the hyperlinked start times to review the video in the Viewer.

Figure 58: Search dialog
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For both the standalone and multi-client installation models, you have the ability to
configure the TruVision Navigator Client and Server for specific features. To configure
the TruVision Navigator Client and Server, right-click on TruVision Navigator Server in
the Navigator and select Settings. The Settings dialog will appear.
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Figure 59: Settings Window
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Client tab of Settings Window provides following client settings:

70

Preserve Video Aspect Ratio: Helps keeping the video aspect ratio if selected.

Use of Video Card Hardware Acceleration: Enables use of hardware video
acceleration if the system is equipped with such an hardware.

Enable Audio From Devices: Enables the use of audio from remote devices.

Show Me if My Navigator Needs To Be Synced: Notifies user to sync the
Navigator Client if there are changes applied to the server.

Auto Switch to Alternate Stream: Helps reducing the CPU and network usage
when user is in a specific layout mode. When the tile is maximized for full screen
view, it will show primary stream and will convert back to alternate stream when the
view is converted back to the selected layout. The selected number of tiles and
above will use alternate stream automatically.
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Server Settings

Server tab of Settings Window provides following server settings:
e SMTP Setup

* Permissions Model

* Authentication Complexity

* Instant Replay

» Custom Help Link

* Server URL

* Client Download URL

SMTP Setup

Simple Mail Transfer Protocol (SMTP) is a de facto standard for email transmissions
across the Internet. TruVision Navigator Server can be configured to use an SMTP
server to send automated email messages (with Client Download URL, Username,
Password) to users when they are created in TruVision Navigator and when their login
credentials (Username, Password) need to be reset in the system by an Administrator. If
SMTP is not setup, this information will need to be delivered via an alternative method
(i.e. phone or personal email).

Enter the SMTP Server IP Address, the port, any username/password credentials that
may be mandated by the SMTP server you are using, and SSL, if necessary. Test this
setup by clicking Test and entering the email address of where you want the test
message sent. Check the application status bar for feedback on the test. As well, check
your email to ensure there is a test message from the TruVision Navigator Server
confirming proper setup of the SMTP server.

You should see an email like the one below. After several minutes, if you still have not
received the message, check your Junk Mail folder to see if the email was classified and
stored there.
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Figure 60: Test Email Window
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To: |mjd1iavacci@yahaa.cam |

Subject: |Llser Account Created |

THIS IS AN AUTO-GENERATED EMAIL. DO NOT REPLY TO THIS EMAIL.

Your user account has been created in TruVision Navigator. Below are temporary
credentials to log into TruVision Navigator:

Download URL: http: f/ADMIN-PC/ClientNewlnstall aspx
Temporary Username: michiavacci@yahoo.com
Temporary Passwaord: jNNmz1e3lL

Upon your initial login with these temporary credentials, TruVision Navigator will
enable you to choose your own username and password.

If the above link does not work, please contact your system administrator regarding
potential firewall issues.

Thank you for using TruVision Mavigator.

http: [fADMIN-PC /ClientMewInstall. aspx i

Permission Model

TruVision Navigator has two permission models — Simple or Advanced. The default for a
new installation is the Simple model.

Simple model - Administrators only have the ability to create, edit, and delete users and
their corresponding permissions.

Advanced model - Administrators have the ability to create, edit, and delete both users
AND groups. Groups allow you to scale user permissions in your system across many
users. For instance, many users can be placed into a single group, and that single group
can be assigned permissions against the folders/ devices in the system. Without groups,
the Administrator would have to permission each user against those same devices.

To change your permission model from Simple to Advanced, select it from the
Permission Model drop-down and click OK. Groups should now appear as a node in the
Navigator panel. The table below outlines the actual permissions that can be granted to
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users or groups within TruVision Navigator, the user interface impact of that permission,
and the dependencies of specific permissions.

Table 6: Permission Matrix

Permission

User Interface Impact

Dependent Permissions

Configure Server

Enable/disable right-click options on
TruVision Navigator Server node (i.e.
Properties and Database Backup and
Restore)

Manage User
Permissions

Show/Hide Users and/or Groups nodes in
Navigator

Manage Device Folders

Show/Hide Add Folder button and context
menus in Navigator

Show/Hide Folder (folder may also be
visible due to other permissions or
parent/child permissions)

Show/Hide Address Book Import context
menu for Devices node.

Manage Devices

Show/Hide Add Device button and context
menus (rename and delete) in Navigator

Show/Hide Folder (folder may also be
visible due to other permissions or
parent/child permissions)

Show/Hide Device (device may also be
visible due to other permissions or
parent/child permissions)

Show/Hide Camera (camera may also be
visible due to other permissions)

Show/Hide Bulk Tasks (Firmware Upload
and Configuration) context menus for
Devices node.

Enable/Disable Device Properties
(Connection, Details, Capabilities) dialog
on device

Show/Hide Camera Search and
Configuration context menus

Show/Hide Firmware Upload context menu
for device

Show/Hide Tasks Panel (panel may also
be visible due to other permissions)

View Device Diagnostics

Show/Hide Run Health Diagnostics in
Device node and specific device context
menus in Navigator.
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Show/Hide Folder (folder may also be
visible due to other permissions or child
permissions)

Show/Hide Device (device may also be
visible due to other permissions or child
permissions)

View Notifications

Show/Hide Folder (folder may also be
visible due to other permissions or child
permissions)

Show/Hide Device (device may also be
visible due to other permissions or child
permissions)

Enable/Disable Notifier icon in application
status bar.

Show/Hide Device Notification in Notifier
dialog

Show/Hide Camera Notification in Notifier
dialog for permissioned device

IAcknowledge
Notifications

Show/Hide Acknowledge All button in
Notifier dialog

Watch Live Video

Show/Hide Folder (folder may also be
visible due to other permissions or child
permissions).

Show/Hide Device (device may also be
visible due to other permissions or child
permissions).

Show/Hide Camera (camera may also be
visible due to other permissions).

Allow/Disallow Open Video from Camera
(all methods: double-click and drag-n-drop
in Navigator).

Show/Hide PTZ and in-tile mouse controls.

\Watch Playback Video

Show/Hide Folder (folder may also be
visible due to other permissions or child
permissions).

If you have Watch Playback
\Video, you will automatically
receive Watch Live Video.

Show/Hide Device (device may also be
visible due to other permissions or child
permissions).

Show/Hide Camera (camera may also be
visible due to other permissions).
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Enable/Disable Controller Playback
controls including Go To, Playback, Live,
double-click on timeline)

Enable/Disable notifications in Notifier

dialog.
\Watch Video HBW Enable/Disable Stream and Bandwidth Requires at least one of the
menus in the Controller. \Watch Video permissions
(Live or Playback).
Export Video Enable/Disable Local record button in Requires both of the Watch
Controller. \Video permissions (Live and

Playback).

Enable/Disable Snapshot and Video
buttons in the Controller.

Show/Hide Collector Panel.

Show/Hide Tasks Panel (panel may also
be visible due to other permissions).

View Disk Analysis Show/Hide Disk Analysis context menu for
device.

Show/Hide camera row in Disk Analysis  |[Requires both of the Watch
dialog. \Video permissions (Live and
Playback).

Authentication Complexity

TruVision Navigator has three Authentication Complexity standards - Low, Medium, and
High. The default for a new installation is Low. To change the Authentication
Complexity, select a choice from the drop-down and click OK.

All new users to the application will be required to meet the new Authentication
Complexity standard. However, existing users of the application will not be prompted to
change their credentials to meet the new standard once it is changed. Therefore, the
Administrator must reset each of the existing user accounts for the standard to take
effect. This reset will only affect the password for that user — not the username. Itis
recommended to set the Authentication Complexity early before any users are created in
the system to avoid having to do resets.

The table below outlines the components of each of these standards.
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Table 7: Authentication complexity

at least:

1 Upper- case
letter

1 lower-case
letter

1 numeric

1 special
character (~, !,
@, #, $, %, ",
&, +, =)

Authentication [Maximum Username Password Password Password
complexity login failure  |complexity complexity reuse expiration
attempts

Low n/a At least 6 At least 6 n/a n/a
characters characters

Medium 3 At least 6 At least 8 n/a n/a
characters alphanumeric

characters

High 3 At least 12 At least 8 Cannot use the |User must

characters characters with [last password [change

password every
60 days

Instant Replay

TruVision Navigator supports Instant Replay from the video tile itself via the Instant
Replay icon. This affords an operator the ability, with one mouse click, to rewind
selected video by a user-defined, pre-configured amount of time (99 minutes and 59
seconds maximum).To set your Instant Replay time, enter the minutes and seconds and
click OK. This setting can be found at the Server Settings screen in the Settings menu

located in the bottom toolbar

Load video into the Viewer and mouse over the Instant Replay icon (white back-arrow to
the left of the close video icon) on the far right of the video tile status bar. Notice your
pre-configured amount of time in the Tool Tip. Click on the icon to go back that amount
of time with the selected video. See the specific device chapters for limitations on

instant replay per device.

Custom Help

TruVision Navigator has Custom Help access that allows individual organizations to
provide their own additional content to facilitate adoption of the software. This content is
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completely user-defined. TruVision Navigator simply provides a pathway for users to
access it.

To add a Custom Help link, enter the Custom Help title of the content that you want to
expose to users. Next, enter the Custom Help link, which is the actual path to the
content (users will not see what you enter in this field). Click OK.

Open the Help dialog (Question Mark icon) from the application status bar and notice the
Custom Help title there. Click on the link to access the content.

Server URL

For Multi-client installations (client/server), the Server URL is the network location of the
TruVision Navigator Server. This is the URL that TruVision Navigator Clients use to
communicate with the TruVision Navigator Server.

For Standalone installations (Direct Database Connection), this field will be disabled, as
no other networked TruVision Navigator clients can connect to this instance of the
TruVision Navigator Server.

Client Download URL

For Multi-client installations (client/server), the Client Download URL is the network
location of the TruVision Navigator Client software package. Administrators can deliver
this URL to new users in order to download the Client software remotely from the
TruVision Navigator Server. If SMTP (see below) is in use, this is done automatically for
the Administrator during user setup.

For Standalone installations (Direct Database Connection), this field will be disabled, as
no other networked TruVision Navigator clients can connect to this instance of the
TruVision Navigator Server.

Default Language

TruVision Navigator will automatically read your PC's language setting and display that
language in the application if it is supported. If the language is not supported, TruVision
Navigator will default to English. Changing the language setting on your PC will take
effect the next time you log into TruVision Navigator.

After changing the default language, the device names and folders will remain in the
language that they were first named. They are not translated dynamically. You can
rename the devices and folders after the default language change has taken place.

Due to the different lengths of words in different languages, the buttons in the application
may show abbreviations for a word. Simply position the mouse over the abbreviation on
the button to see the full translation of the word.
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User Management & Client Software Delivery
Overview

With Multi-client (client/server) installations of TruVision Navigator, PCs on the same
network with the TruVision Navigator Server have the ability to download the TruVision
Navigator Client. This alleviates the need for an Administrator to physically ship media or
visit the PC’s site to install the client software.

Remember:

Remote distribution of client software is NOT available for the Standalone (Direct
Database Connection) installation option.

The person installing the client software must have administrative rights on the machine
to perform the client installation.

The mechanism for delivering the client software is slightly different if you use the SMTP
capability within TruVision Navigator . If you use the SMTP capability, the entire process
of adding a user and distributing the client software is automated. If you do not use the
SMTP capability, there are several manual steps required to deliver the client software
as described below.
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Fully Automated Client Software Delivery

TruVision Navigator can be configured to use an SMTP server to send automated email
messages (with Client Download URL, username, and password) to new users or when
an existing user’s login credentials (username and password) need to be reset in the
system by an Administrator.

To distribute the client software remotely to a new user, you must first configure
TruVision Navigator with an SMTP Server, add the new user, and permission the new
user.

To add a user, right-click on the Users node in the Navigator and select Add User. The
Add User dialog will appear. Enter the user’s First Name, Last Name, and Email
Address (these fields are required while the Username, Password, and Confirm
Password fields are disabled due to SMTP configuration) and click OK. The new user
will be added under the Users node in the Navigator.

Add User

At this time, TruVision Navigator generates the new user with a temporary username
and password in the system and delivers an automated email to the SMTP server for the
user, as shown below.
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Figure 61: User Account Created Email

= User Account Created [Z]@

File Edit \Wiew Format Insert  Tools  Help

Save | 4k Previous U] Attach &&HTML & Prink 7 Speling =
Arial - 11,25 - B I U ‘@ =E== =
Frarm: |"GE Mav Server” <genavi@ge,com: |

To |igu:ur.nu:uvachuk@ge.com |

Subject: |Llser Account Created |

THIS 15 AN AUTO-GENERATED EMAIL. DO NOT REFLY TO THIS EMAIL,

our user account has been created in GE Nav. Below are termporary credentials
to log into GE MNaw:

Client Download UREL: http:fmachinename/ClientMewlnstall . aspx
Temparary Username: igar novachuki@oe.com
Temporary Password: PRrE7THWS

LUpon yaur initial login with these temporary credentials, GE MNav will enable you to
choose your awn username and password.

If the above link does not wiork, please contact your systerm administratar regarding
potential firewall issues.

Thank you for using GE Mavw.

The user can now click the download URL or cut/paste the string into a web browser.
From the Client Installation page, follow the instructions to install the client software.
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Client Installation

Figure 62: Client Installation Window

Instructions to Install TruVision Navigator

To install the TruVision Mavigator Client, please do the following

1. Download the TruVision MNavigator Client application fram the following link: TruVision Navigator
2. Click on the Save button to save the installation executable to your desktop.

3. Click on the Run button and follow the installation instructions

If the above link does not wark, please contact your System Administrator regarding potential firewall issues

When installation is complete and you have rebooted your machine, click on the
TruVision Navigator icon on your desktop.

Login to the application using the credentials from the email. You will be prompted to
change those credentials upon initial successful login. You will also be prompted to
provide a challenge question and response that, in the future, will allow you to reset your
own password without Administrator assistance.

Once inside the application, you should see all of the devices in the Navigator — per the
permissions granted by the Administrator.

Remember, when a new user is added to the system, that user does not have any
permissions assigned, and therefore, will not be able to login to the application. You
must assign user permissions before the user can login.

To assign permissions to a user, right-click on the user in the Navigator and select
Properties. The User Properties dialog will appear. Click on the Permissions Tab.
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Figure 63: User Properties Window
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Highlight the TruVision Navigator Server node in the device tree and allow/deny the
permissions for this user in the Permission section. If your Permission Model is set to
Simple (only users), you will only see the Allow column. If your Permission Model is set
to Advanced (both users and groups), you will see both the Allow and Deny columns.

As you do this, the permissions you are granting will cascade down to all of the devices
that you have listed under the TruVision Navigator Server. A blue breadcrumb will
appear on all of the folders, devices, and cameras that the user has permissions.

When assigning permissions, you have the ability to specify whether the permission is
applied at the parent or child node. Granting permissions at a parent node will cascade
those permissions down to the child nodes. For example, granting permissions at the
TruVision Navigator Server level will cascade down over all folders, devices, and
cameras beneath it. These are indicated with a blue breadcrumb. Conversely, granting
permissions at the child node will not change permissions up at the parent node. In this
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case, the child node will show a blue breadcrumb and the parent will show a grey
breadcrumb. The table below describes this feature in detail.

Table 8: Permission breadcrumbs

Permission Description
Breadcrumb
Blue A blue breadcrumb indicates that there are express permissions granted

on that node. These permissions are inherited by the children nodes
underneath the parent node.

Grey A grey breadcrumb indicates that there are express permissions assigned
to a child of the parent node, but not at the parent node itself.

This serves as a quick visual cue for the Administrator to find express
permissions granted to a user on devices buried in the Permission Tree.

If you continue to expand all of the grey breadcrumb nodes, you will
eventually arrive at the camera or device with one or more express
permissions, denoted by the blue breadcrumb.

Remember, permissions within TruVision Navigator can be as simple or as complex as
you like. Very simply, an Administrator can grant permission to users across all devices
in the system by applying those permissions at the TruVision Navigator Server node
(parent) and let them cascade across all child nodes in the system.

On the other hand, an Administrator can grant permission from the child nodes up for
granularity and control within the system. Groups will also come into play to ease the
task of permissions in the system.

Partially Automated Client Software Delivery

Remember that the process for delivering the client software is slightly different whether
you choose to use SMTP or not. If you do NOT have access to SMTP, you can still

deliver the client software remotely. However, there are a few additional steps you must
engage in around delivering the Client Download URL and login credentials to the user.

First, validate that there is no SMTP configuration in TruVision Navigator by right-clicking
on the TruVision Navigator Server node and select Properties. Ensure that the SMTP
Server IP Address is empty.

Second, when adding a user, the Administrator will have to generate a username and
password for the user, himself.
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Figure 64: Add User Window

User will be prompted to set new User Mame and Password after login.

Usemame

bamin

Passwaord Corfirm Password

———— ———

First Mame

Bruce

Email Address
bamin @systemfle.com|

Third, the Administrator has to deliver the user’s login credentials and Client Download
URL to the user via phone or through private email. An example of this information is
listed below. You can cut and paste the Client Download URL from the TruVision
Navigator Server Properties dialog - general Tab. Remember to assign the user’s
permissions or he/she will not be able to login.

Finally, if you do not want to use the remote software distribution feature, you can
physically load the client software on PCs by doing the following:

Download the Clientinstall.exe from the Client Installation web page and place it on a
thumb drive or other media.

Physically deliver the .exe file to the specific PC.

Run the Clientinstall.exe and follow the installation prompts (the Clientinstall.exe file is
preconfigured to point to the server that it was obtained from).

Login with the credentials for that user.

Inactivate a user

For whatever reason, an Administrator may want to inactivate a user from the system.
TruVision Navigator does not delete users from the database. The user is simply placed
in an Inactive status and all rights to the system are revoked.
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To make a user inactive, right-click on the user under the Users node in the Navigator
and select Inactivate User. Click Yes when prompted with “Are you sure you want to
inactivate this user?”

Inactive users will be removed from the Users node in the Navigator unless you right-
click on the Users node and select Include Inactive Users. The Inactive User icon is
shaded grey while the Active User icon is shaded blue.

To view all users in the database (active or inactive) in a list, right-click on the Users
node and select Show User List. The Users dialog will appear. All of the columns in this
dialog are sortable so you can find users quickly. Double-click on any user row to view
that user’s properties dialog.

Figure 65: Users Window

Usemame Email Address Active Comments

bruceamin Bruce Amin bamin @systemflLe.com
mjchiavacci@ya... Michael Chiavacci mjchiavacci@yahoo.com

This list is read-only. Double-click a user to edit properties.

Restore an inactive user

When an Administrator needs to restore an inactive user in the system, right-click on the
inactive user under the Users node in the Navigator and select Activate User. You can
also right-click on the inactive user under the Users node in the Navigator and select
Properties and use the Reset Account button on the Details Tab. Finally, you can
launch the user list and double-click on the user for the Properties dialog to appear, and
again use the Reset Account button.
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Figure 66: User Properties Window

semame

bruceamin

First Name

Bruce

Email Address
bamin@systemfloc.com

Phone

Last Name
Amin

Comments

;. Deactivated

Reset Account

If SMTP is in use, the user will get an email automatically sent to him with his temporary
password for login. The user will be prompted to change this password upon initial login.
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Figure 67: User Account Reset Window

-
=] User Account Reset = P - = | = QS

File Edit WYew Insert Tools Help

-

| A Previous W] Attach @@ HML | & Print 5 Speling 2
From: |'Tru'|.n'isiu::-n Mavigator Server™ <TruVisionMavigator @fs,utc, com > |
To: |bamin@systemﬂux.cum |

Subject: |User Account Reset |

THIS IS AN AUTO-GENERATED EMAIL. DO NOT REPLY TO THIS EMAIL.

“our user account has been reset in TruVision Mavigator. Below is your username and new
temporary password:

Username: bruceamin
Temporary Password: G10pFbN1X2

The next time you login, you will be prompted to change the password.

Thank you for using TruVision Mavigator.

'ﬂ

L%

If SMTP is not in use, the Administrator will have to provide the user a new temporary
password at the Change Password dialog. These temporary credentials will need to be
delivered to the user via phone or the Administrator's personally generated email.

Figure 68: Change Password Window

-,

© Change Password

Paszwiard

Confirm Paszwiord

1]8 ] [ Cancel
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Reset a user after lockout

If a user forgets his or her username or password and challenge question, that user can
be locked out of the system. If a user has been locked out for login failures, they can
unlock themselves by answering their challenge question via the Login form’s Challenge
Dialog window

Figure 69: User Account Challenge Dialog Window

-

User Account Challenge | €3 |

| zermame

adrmin

Challerige Question

YWhat iz pour mother's maiden hame? -

Challenge Answer

oK) [ Caree

If a user cannot remember his/her challenge question, a call to the Administrator is
necessary to reset the account. Follow the instructions in Initial Login section.

Group management

The Advanced Permission Model (on the TruVision Navigator Server Properties dialog)
allows you to utilize groups within TruVision Navigator. Groups allow you to scale user
permissions in your system across many users. For instance, many users can be placed
into a single group, and that single group can be assigned permissions against the
folders/ devices in the system. Without groups, the Administrator would have to
permission each user against those same devices.

Before you create a group, right-click on the TruVision Navigator Server node in the
Navigator and select Properties. The Properties dialog will appear. Ensure the
Permission Model is set to Advanced.

Now, right-click on the Groups node in the Navigator and select Add Group. Provide a
name for the group on the Add Group dialog and click OK.
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Right-click on the name of the group under the Groups node in the Navigator and select
Properties. The Group Properties dialog will appear.

Figure 70: Group Properties Window

Details | Pemmissions

Group Name Connection Priority
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|lsers Group Members
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Add =
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<< Remove All
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On the Details Tab, you can change the group name, add users to the group, and set
the group’s Connection Priority. On the Permission Tab, you can permission the group
as appropriate.

Connection priority

When it comes to connection levels, there are only a limited number of Live and
Playback connections available depending on the device. TruVision Navigator
automatically connects and disconnects to devices and manages those connection
levels for you depending on the tasks that you wish to accomplish.

To do this, TruVision Navigator has a Connection Manager that manages connection
levels to devices as well as the Connection Priority of the user requesting such
connections. The Connection Priority range that you can set is from 1 to 1,000, with 1
being the top priority and 1,000 being the lowest priority.
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When two users are in conflict for the same connection to the device, the user who
requests it first will get that connection. Once the device has reached its connection
limits, the Connection Manager will begin to broker the connection pool based upon the
Connection Priority. Now when the next user requests a connection from the device, the
Connection Manager will allow the higher priority user the chance to either request or
force the lower priority user off of the connection. This is done via the Connection
Manager window which automatically displays when conflicts occur.

Figure 71: Connection Manager Window
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On the Permissions Tab, you can assign permissions to the group across the devices in
your system. Remember, these group permissions will affect all of the specific users
that are members of the group.
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Services

Figure 72: Service Status Window

[ Service Status l-EhJ
Service Mame Location Status Switch Startup Type
MNetwork Time Protocol On this machine COn Stop Auto
Diagnostic Poling On this machine COn Stop Manual
Motification Processor On this machine COn Stop Manual

There are 3 TruVision Navigator services that can be enabled to perform tasks for users.
Standalone installations will only show the Network Time Protocol service in this dialog
since the other services are embedded in Server Settings menu. After services are
configured, they allow activities to take place without the user being present. As long as
the service is running on the machine, the tasks will be executed. TruVision Navigator
does not need to be open.

Users can manage their services from this dialog which is launched from the gear icon in
the application status bar. If an exclamation point appears over this icon, it means that
at least one of the services is not running.

Network Time Protocol — this server-side service can be used to distribute time to
devices on the network. You must configure the device’s NTP to point to the IP Address
of where this NTP service is running (i.e. its location).

Diagnostic Polling - this server-side service can be used to periodically pull health
diagnostics from devices in the system for reporting / issue resolution. The polling
frequency (i.e. nightly at 3am) can be configured from the Health Diagnostics Tab on the
TruVision Navigator Server Properties dialog.

Notification Service - this server-side services can be used to capture notifications that
are pushed from devices. Pushed notifications (via TCP or SMTP) typically include
alarm, video loss, motion, etc... Devices need to be configured to push the notifications
to the location (IP Address and Port) of these 2 services. The matching notification ports
must be configured in TruVision Navigator from the Notifications Tab on the TruVision
Navigator Server Properties dialog.

TruVision Navigator 5.0 Service Pack 3 User Manual 91



Chapter 4: TruVision Navigator Settings

Figure 73: Event Viewer Window
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Should there be problems with services starting, stopping, or port conflicts, please check
the Windows Event Viewer (right-click on My Computer and select Manage). TruVision
Navigator will log informational and error reports there with respect to issues with the
services. View the reason codes by clicking on the reports.
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Notifications and Notifier

Devices have the ability to push notifications out to an IP Address and port for proactive
issue resolution. These notifications typically include alarm, video loss, motion, etc...
See the device-specific chapters for what notifications are supported per device.

In order to receive notifications from devices in TruVision Navigator, there are
configurations that need to be made at both the device and TruVision Navigator service-
level.

Device configuration - each device must be set up to push its available notifications to
the IP Address and port of where the Notification Services are located. See the device-
specific chapters for detailed instructions per device.

TruVision Navigator Service configuration - the Notification Service settings must be
configured to listen on that same port for those notifications.

Note: Routers and firewalls may have to be configured accordingly to allow for this
traffic. Ensure that either the TCP Listener Port or the Email Listener Port (SMTP) on
the Notifications Tab of the TruVision Navigator Server Properties dialog matches
the port setup on the device itself.
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Figure 74: Server Properties Window
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TruVision Navigator offers you the ability to prune the notification data out of your
database to keep the size down. Set the retention period for this data as such.

If any of these values are changed, please restart the Notification Writer and Notification
Processor services via the Services dialog for the changes to take affect.

The central repository for notifications is the Notifier dialog. You can launch this dialog
from the notification icon in the application status bar.
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From the Notifier, you can view video for live notifications as they are received by

double-clicking on the camera name link in the dialog. This will launch the video in the
Viewer. New, unacknowledged notifications are signified with a red alert icon over the
Notifier icon in the application status bar. You can also tie these live notifications to an

audible sound. See the Settings section for more information on this feature.

Once a live naotification is acknowledged, it is considered a stored or historic notification
that can be searched. You can use the filters and time/date ranges to further define your
notification search. While in search mode (View Stored), a red alert icon will appear
over the Notifier icon in the application status bar if new live notifications are received.
To view the new notifications, select View Live in the Notifier and then sort and filter on
the columns as needed to find the latest notification. Double-click to access the video.
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Health Diagnostics

TruVision Navigator offers the ability to run a health diagnostic snapshot on a single
device or aggregate health diagnostic reporting across all of the devices in the system.

To run a manual health diagnostic snapshot on a single device, right-click on the device

in the Navigator and select Run Health

Diagnostics.

The Diagnostics dialog will appear and show the full set of health diagnostic data for that
particular device. See the device-specific chapters for more details on the different
health diagnostics that are available per device.

Figure 76: Diagnostics Window

© Diagnostics

M arme
Diaghoztic Time/Date
Dex;icé Responded
. Pletwark
| IP Address
MAC Address
. Syztem
. Model Mame
. Serial Mumber
. Firmweare Version
. Devicé .Time;"Date
- System Health
. Total Device Health
- Device Temperature [Cels...
. Device Temperah‘;re .[F.ah...
HDD Stabss |
. HDD Temperature [Celsius)] .
. HOD Temperature [Fahre.. .
'HDD Capaciy (GE)

Fan Status

Walue

B/8/2010 4:00:57 P

Tiue

19216603

00-17-55-F3-3317

Semlec1f
YW406-103-EN0027

1.51E

B/8/2010 4:00:43 P

Mormal

9

1022

Mormal Mormal M ormal Marmal

36
96.3

292

M ormal Mormal Mormal Mormal Mormal

3

Hage |

Cloze

To run automated health diagnostic polling on an interval across all of the devices in the
system, the Diagnostic Polling service must first be configured. To configure the
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Diagnostic Polling service, right-click on the TruVision Navigator Server node and select
Properties. The Settings dialog will appear with the Server tab selected.

Figure 77: Server Properties Window
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From the Health Diagnostics Tab, enter the Diagnostic Polling Start Time and Interval.
Enter the retention period for the length of time to keep the health diagnostic polling data
in the database and click OK. Finally, restart the Diagnostic Polling service from the
Services dialog for the automated polling to begin. Remember, if any of these values
are changed, please restart the Diagnostic Polling service via the Services dialog for the
changes to take affect. (restarting the service in services dialog is only required on
client/server type installations.)

Once manual snapshots or automated health diagnostic data has been captured, that
data is stored in the TruVision Navigator database. That data is now searchable by
users to aid in maintaining up-time of the system.

Remember if you are searching in the Navigator for health diagnostic information and no
results can be found, you most likely have not setup your automated polling or run a
manual diagnostic against a single device.
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To review health diagnostic data for all devices, right-click on the Devices node in the
Navigator and select Run Health Diagnostics. The Diagnostics dialog will appear. Use
the filters and date parameter to pinpoint your search. You can export the contents of
the dialog to .csv via the Export to CSV button for case management, work orders, or
issue resolution documentation.

Figure 78: Diagnostics Window

© Diagnostics
Fiters [ Alaims '[] Mo Hard Disk
[ Disk Mormal [] Disk Temperature Greater Than 50° C
|[] Disk Abnormal [] Fan Failed
[] Disk Failed [] Widea Loss
On 6/ B/2010 (v
Device Titl Cument Cliert Connections Cameras in Yideo Loss Cameras in Alaim Fecarding Status First Recorded Video Latest Recorded Yideo
2 SymDec 1 .40 1 Truie
—
SymDeclBPlu. 1 5783101112134, True 6/21/2010 7:00:01 PM 64842010 2:32:50 P
SymSafe 16 54 1 1356.131516.17.18 False 12/31/200311:06:18 P 4/23/20010 10:11:31 AM
Symbafe 4 51 1 258 1 Trug BA10/2010 4:33:33 PM  6/8/2010 3:38:13 PM
TVR10 a True
& | >
Export to C5Y

Device Report

TruVision Navigator lets the health diagnostics information to be exported by generating
a device report. To generate the device report;

* Right click on a recorder

» Select Device Report

After selecting device report option, a new window will display.

Note: It may take up to a minute to complete the device report, based on the number of
cameras recording to the device, and the network connection.

As a part of the report, tampering monitor images are also provided at the end. For more
information on tampering monitor, please see "Tampering Monitor" section.

Device report can be saved as .pdf or printed from the options given in the window
toolbar.
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Database backup and restore

TruVision Navigator offers users the ability to backup the TruVision Navigator database.
This backup should be moved off-machine by an Administrator for safekeeping. Should
something happen to the machine where the TruVision Navigator database resides, the
Administrator can install that same version of TruVision Navigator and restore the
database with the backup file. This will bring the system back into operation quickly
without manual re-entry of device, user, group, permission, or other system configuration
data.

To backup the TruVision Navigator database, right-click on the TruVision Navigator
Server node and select Database Backup. The Backup Database dialog will appear.
Provide a database backup name (no file extension is necessary) and take note of the
path where the database backup file will reside. The Administrator should copy or move
this file to a safe location. Upon initiation of the backup, refer to the Tasks panel for
status. After successful completion, your database backup file will reside at the
designated location.

Figure 79: Backup Database Dialog Window

Backup Database £3

Y'our database backup file will be gaved to 'C:h\Program Files [x86]hicrosaft SEIL
ServerttSSAL10 B0 SALSERVEREXPRESS WS SHLNE ackup' on machine
HPWORESTATIONT. Copy this file to a zafe location for future restores.

Dratabaze Backup Filename:

If the file already exiztz, it will be avensritten

Cancel

To restore the TruVision Navigator database, right-click on the TruVision Navigator
Server node and select Database Restore. The Restore Database dialog will appear.
Ensure that a copy of the backup database file has been placed in the directory listed on
the form. Enter the exact name of the file in the text field provided. If you are restoring
the database to a SQL instance that requires SQL authentication credentials, enter
them. Otherwise, use the default setting. Upon initiation of the restore, refer to the
Tasks panel for status. Once you see the Restore Task in the Task panel, logout of the
application. Log back in and your database should be restored.
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Figure 80: Restore Database Window

Restore Database &3

Before restoring your database, please inform all users to
log out of Tru¥ision Mavigator. The application will shut
down automatically upon completion of the process.
Please restart your Services upon next login.

Enzure that wour backup file iz located at 'C:AProgram Filez
[=86]\Microzoft SEL

ServerMS50L10 50.SOLSERVERE=PRESSMMSSOLB ackup' an
machine HFWORKSTATIONT.

Pleaze enter the full backup filename below;

SEL Authentication
| Uze default SOL authentication

Izer Marme:

Paszward:

Cancel

Help

TruVision Navigator offers an easy to use Help function for more detailed system
instructions. You can also obtain TruVision Navigator version, copyright, and End-user
License Agreement information here. Organizations have the ability to add their own
custom Help or training link here to facilitate the adoption of the product.

Click on the question mark icon in the application status bar to launch the Help dialog.
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Figure 81: Help Dialog Window

%]tr'uVision

Navigator

% interlogix

Licensing

TruVision Navigator has a licensing interface embedded to the Help screen. The
Licensing link will display the Licensed Features window for managing the TruVision
SVR recorder base and camera licenses. The Update license button will provide the
license management screen where user can change the required licenses, and add
more licenses via a new license key purchased from Interlogix.

Interlogix cameras, third party cameras and SVR physical servers can be swapped by a
comparable product as long as the number of licensed devices in TruVision Navigator
Server is not exceeded. Applied licenses create a pool of device groups (SVR recorders,
Interlogix cameras, third party cameras) that are supported by that TruVision Navigator
Server. Licenses can only be entered and applied on TruVision Navigator Server
machine. TruVision Navigator Clients pull the available licensed device information from
the TruVision Navigator Server.

See the TruVision SVR user manual for more information on licensing process.
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Appendix A
Device Detalls

Summary

This Appendix contains important device information.

Content

DVMRe / StoreSafe (DVR) 103

SymDec / SymSafe (DVR) 107

DVSRxU (DVR) 112

TruVision TVR10 (DVR) 116

TruVision TVR30 (DVR) 120

TruVision TVR40 (DVR) 130

TruVision TVR60 (Hybrid DVR) 142
TruVision TVN40 (NVR) 150

Platform Out of Box Experience (OOBE) 171
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Appendix A: Device Details

Feature

Support

Notes

Default Ports

Default Username /
Password

Compression
Connection Types

Streaming Limits

Stream Overlay

High / Low Bandwidth

Dual Streaming
Stream Nomenclature

Playback Controls

Snapshot
Local Record

Instant Replay

Video = 1024 (editable)

Command and Control = 1024
(editable)

Configuration = 1024 (editable)
Notifications = 1027 (editable)

Firmware Upload = 1024 (editable)

N/A

Wavelet / Wavejet
Wavelet

16 Live and 1 Playback streams
simultaneously

Camera Name

Date and Time
Alarm Detection

Yes

No
N/A

Switch to Live

Switch to Playback

Play

Pause

Frame Advance

Fast Forward (2x,32x,48%,64x)
Frame Reverse

Rewind (2x,16x,32x,48X,64x)
Adjustable Playback Speed

Yes
Yes

Yes

TruVision Navigator 5.0 Service Pack 3 User Manual

See Connection Priority and Connection
Manager.

High bandwidth is color video and Low
Bandwidth is black and white video.

When fast forwarding video and it catches up to
present time (or Live video), the video in the
viewing tile will begin to play at the beginning of
the recorded video.
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Feature Support Notes
Disk Analysis Alarm

Motion

Video Loss

Recorded

Unknown (video data may or may
not be tagged with a type, and
therefore is marked as unknown)

Video Export Yes
TruVision Navigator Yes wvf proprietary file format.
Player
PTZ Control Yes
Focus, Iris Control Yes
Presets Yes
Tours No Go To and Record is not supported.
Camera Search Alarm However, Text Search is not available on the
Event DVMRe CS, DVMRe CD, DSR, or DVSE
Motion models.
Text
Motion Yes get the configuration for these devices via
TruVision Navigator and set the active zones on
a per camera basis via the Motion Detection
Tabs associated with each camera.
Audio Yes An audio module is required in these units.

There is 1 audio input per device. That input
can be mapped to any camera on the device
simply by where the microphone is located.
Enabling audio on the device is a global setting.
Access the setting by going to the device
configuration, and enabling the "G711" audio
option on the Audio Setup Tab. If enabled, as
soon as any camera from the device is added in
the TruVision Navigator Viewer, the audio will

play.

104 TruVision Navigator 5.0 Service Pack 3 User Manual



Appendix A: Device Details

Feature Support Notes
Notifications Alarm DVMRe Pro, DVMRe CT or DVMRe CTII - to
Video Loss setup these devices to send TCP notifications,
Disk Full get the configuration of the device. Under the
Alarm menu, go to Notification and make sure
Disk Failed

Health Diagnostics

Authentication Lock Up
Device Powered Up
Fan Failed

Abnormal Temperature

IP Address

MAC Address

Model Name

Serial Number
Firmware Version
Device Time/Date

HDD Capacity (Gb)
Cameras in Video Loss
Cameras in Alarm
Current Client Connections
Record Status

Record Time Left

Video Stored (Hours)
Power on Duration
Device Export Time Left

TruVision Navigator 5.0 Service Pack 3 User Manual

the notification method on the page is set to
TCP. Enable each of the notifications using the
radio buttons. Set the Primary host to the IP
address of where the TruVision Navigator
Server services are located (NotificationWriter
and NotificationProcessor). Set the port as the
same port as you set on Notifications Tab of the
TruVision Navigator Server Properties dialog.
Click Save for the device configuration changes
to be sent to the device. Restart the TruVision
Navigator Notification Writer and Notification
Processor Services via the Services dialog in
TruVision Navigator.

DVMRe ezT, StoreSafe, StoreSafe Pro, and
StoreSafe Pro Il - to setup these devices to
send SMTP noatifications, get the Configuration
of the device. Under the Alarm menu, go to
Notification and select the kind of notification
you want to receive by enabling the check box
“Send Email” for that selected value. Set the
one local email address of your SMTP server to
send the emails (Like FROM:) to Email
Address#1 and Email Address2. Set your
SMTP Server IP Address and Port number.
Click Save to push the configuration to the
device.

No Notifications Available in the device - DSR,
DVSE, DVMRe CS, and DVMRe CD.
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Feature Support Notes

Firmware Upload No Remote firmware uploads must be done from
the device’s web browser and not via TruVision
Navigator. This includes all DVMRe models, all
StoreSafe models, the DSR, and the DVSE.

Bulk Firmware Upload No

Device Configuration Yes For certain models - DVMRe CS, DVMRe CD,
DVSE, and DSR, configuration must be done
via the device’s web browser and not via
TruVision Navigator.

Bulk Configuration No

Remote Reboot No
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SymDec / SymSafe (DVR)

Feature

Support Notes

Default Ports

Default Username /
Password

Compression

Connection Types

Streaming Limits

Stream Overlay

High / Low Bandwidth

Dual Streaming

Stream Nomenclature

Video = 5858 for TCP or 8100 to 8115 for
UDP (editable)

Command and Control = 1024 (editable)
Configuration = 1024 (editable)
Notifications = 1027 (editable)

Firmware Upload = 1024 (editable)

N/A

MPEG4

Reverse TCP

Reverse TCP I-frame

UDP

32 Live and 16 Playback streams This is however further restricted by the

simultaneously bandwidth maximum of 32 * 3MB/sec.
Example: When all cameras are full D1
30FPS/ High quality (3MBSs), you can
only have 32 streams (i.e. 16 Live, 16
Playback). When you change the frame

rate/resolution/quality to low (1MB/s), 32
Live+16 Playback can be achieved.

See Connection Manager and
Connection Priority.

Camera Name

Date and Time

Bit rate

Alarm Detection

Yes Low bandwidth is only I-frames.
High bandwidth is | and P-frames.

No
N/A
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Feature

Support

Notes

Playback Controls

Snapshot
Local Record
Instant Replay
Disk Analysis

Video Export

TruVision Navigator
Player

PTZ Control
Focus, Iris Control
Presets

Tours

Camera Search

Motion

108

Switch to Live
Switch to Playback
Play

Pause

Frame Advance

Fast Forward
(2x,4x,8%,16x%,32%,100%,300x)

Frame Reverse
Rewind (2x,4x,8x,16x,32x,,64x,100x)

Yes
Yes
Yes

Alarm
Motion
Video Loss
Recorded

Unknown (video data may or may not be
tagged with a type, and therefore is
marked as unknown)

Yes

Yes

Yes
Yes
Yes

Go To
Record

Alarm
Event
Motion
Text

Yes

When fast forwarding video and it
catches up to present time (or Live
video), the video in the viewing tile
pauses and will resume fast forward as
video becomes available.

Only available in High Bandwidth mode.

.mpc proprietary file format.

16 tours are supported.

Text Search is not available on the
SymbDec 1.

get the configuration for these devices
via TruVision Navigator and set the
active zones on a per camera basis via
the Motion Detection Tabs associated
with each camera.
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Feature Support Notes

Audio Yes There are 2 (SymSafe) or 4 (SymDec)
audio inputs per device that are mapped
to Cameras 1 to 2 or 1 to 4 respectively.
Microphones would need to be in the
locations with those cameras. Enabling
audio on the device is a per channel
setting. Access the setting by going to
the camera configuration, and enabling
the audio option on the Recording Tab.
If enabled, you can hear audio by adding
that camera in the Viewer and selecting
it. Audio will only play for the selected
camera.

TruVision Navigator 5.0 Service Pack 3 User Manual 109



Appendix A: Device Settings

Feature Support Notes
Notifications Alarm To setup a SymSafe or SymDec16 to
Video Loss send TCP notifications, get the
. configuration of the device. Under the
Disk Full
Network menu, go to Network
Disk Failed

Authentication Lock Up
Device Powered Up
Fan Failed

Abnormal Temperature

110

Notification and make sure each
notification on the page is setto TCP.
Under Notification Setup, make sure the
Alarm Server 1 is set to the IP address
of where the TruVision Navigator Server
services are located (Notification Writer
and Notification Processor). Set the
Alarm port as the same port (TCP
Listener Port) you set on the
Notifications Tab of the TruVision
Navigator Server Properties dialog.
Click Save for the device configuration
changes to be sent to the device.
Restart the TruVision Navigator
Notification Writer and Notification
Processor Services via the Services
dialog in TruVision Navigator.

To setup a SymDec 1 or 4 to send
SMTP noatifications, get the configuration
of the device. Under the Alarm menu,
go to Email. Enable each of the
notifications using the radio buttons. Set
the SMTP Server to the IP address of
where the TruVision Navigator Server
services are located (Notification Writer
and Notification Processor). Set the
SMTP port as the same port (Emalil
Listener Port) you set on the
Notifications Tab of the TruVision
Navigator Server Properties dialog.
Click Save for the device configuration
changes to be sent to the device.
Restart the TruVision Navigator
Notification Writer and Notification
Processor Services via the Services
dialog in TruVision Navigator.
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Feature Support

Health Diagnostics IP Address
MAC Address
Model Name

Serial Number
Firmware Version
Device Date/Time

Total Device Health
Device Temperature (C)
Device Temperature (F)
HDD Status

HDD Temperature (C)
HDD Temperature (F)
HDD Capacity (Gh)

Fan Status

Cameras in Video Loss
Cameras in Alarm

Current Client Connections

Record Status

First Recorded Video
Latest Recorded Video
Record Time Left (hours)
Video Stored (days)
Video Stored (hours)
Power on Duration
Device Export Time Left

Firmware Upload Yes
Bulk Firmware Upload Yes
Device Configuration Yes
Bulk Configuration Yes

Remote Reboot Yes

TruVision Navigator 5.0 Service Pack 3 User Manual
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DVSRxU (DVR)

Feature Support Notes
Default Ports Video = 8000 (editable)

Command and Control = 8000

(editable)

Configuration = 8000 (editable)
Notifications = 5001 (editable)
Firmware Upload = 8000 (editable)

Default Username /  Administrator / 3477 We recommend changing this default password
Password at time of installation.
Compression H.264
Connection Types TCP
UDP
Streaming Limits 24 Live or Playback streams If connection lease is transferred among users
simultaneously with a maximum of when connection limit is reached, the user
6 streams per channel. whose connection is taken will be disconnected
from the device and all videos closed - see
Connection Manager.
Stream Overlay Camera Name

Date and Time
High / Low Bandwidth No

Dual Streaming Yes
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Feature

Support

Notes

Stream
Nomenclature

Playback Controls

Snapshot

Local Record

The Main stream is referred to as:
On-Screen-Display = Schedule
Web Browser = Main stream
TruVision Navigator = Main stream

The Sub stream is referred to as:
On-Screen-Display = N/A

Web Browser = Sub stream
TruVision Navigator = Sub stream

The Event stream is referred to as:
On-Screen-Display = Event

Web Browser = Event

TruVision Navigator = Event

The Time Lapse stream is referred
to as:

On-Screen-Display = Time Lapse
Web Browser = Time Lapse
TruVision Navigator = Time Lapse

Switch to Live
Switch to Playback
Play

Pause

Frame Advance
Fast Forward (2x,4x)

Yes

Yes
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The Sub stream, Event, and Time Lapse
streams are derivative configurations of the Main
stream.

Typically, the Main stream is recorded on a
schedule, the Event stream is recorded on
Event, the Time Lapse stream is recorded
continuously, and the Sub stream can be viewed
Live

Frame Reverse, Rewind, and Playback Speeds
are not supported.

Video jumps back 4 seconds after resume
playback from Fast Forward and Frame
Advance.

When fast forwarding video and it catches up to
present time (or Live video), the video in the
viewing tile will remain paused until the user
clicks the Live button in the Controller. No other
playback controls will work until the Live button is
selected.

Pause during local record is not supported.

113



Appendix A: Device Settings

Feature Support Notes

Instant Replay Yes There is a 2 to 5 minute video buffer in the
device. While video is in the buffer, it cannot be
viewed. Once the buffer fills, the video is written
to the hard drive and is available for playback.
This affects Instant Replay and the Playback
button in TruVision Navigator. Those 2 features
get their time increment from the user-defined
Instant Replay configuration on the TruVision
Navigator Server Properties Tab. As a result,
set this time increment to greater than 5 minutes
to be safe. If you try to search for video that is
still in the buffer, you will be taken to Live video.

Disk Analysis Alarm Video Loss is not supported in disk analysis.
Motion Disk analysis takes approximately 45 to 90
Recorded seconds depending on the amount of recorded
data on the device.
Unknown
Video Export Yes There will be approximately 4 seconds of
additional video exported prior to the specified
start time.
TruVision Navigator  Yes .mp4 proprietary file format.
Player
PTZ Control Yes
Focus, Iris Control Yes PTZ protocol ge RS-485 does not support Focus
and Iris commands in this release.
Presets Yes
Tours Go To Only 1 tour is supported (which is hard coded to
Record Tour 1 on the PTZ camera).
Camera Search Alarm Text Search is not supported on the device.
Event
Motion
Motion Yes get the configuration for this device via TruVision
Navigator and set the active zones on a per
camera basis via the Motion Configuration option
associated with each camera.
Audio Yes There are 16 audio inputs per device (1 per

channel). Enabling audio on the device is a per
channel setting. Access the settings by going to
the device configuration, and enabling the audio
option on the Recording Tab for each camera. If
enabled, as soon as any camera from the device
is added in the TruVision Navigator Viewer and
selected, the audio will play.
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Feature Support Notes
Notifications Alarm To setup the device to send TCP notifications for
Video Loss cameras, right-click on the device in the
Motion Navigator and select Configure Device. On the
_ Camera Tab’s Event Section, select the events
Disk Full you would like to receive and set the schedules
Disk Failure as appropriate. On the Camera Tab'’s Rules

Health Diagnostics IP Address
MAC Address
Model Name
Serial Number
Firmware Version
Device Date/Time
Total Device Health
HDD Status
HDD Capacity
Cameras in Video Loss
Cameras in Alarm
Current Client Connections
Record Status

Firmware Upload Yes
Bulk Firmware Yes
Upload

Device Configuration Yes
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Section, for each event type, ensure that “notify
me” is selected. Repeat for each event type. On
the Notifications Tab, the Notify IP Address
should be the IP address of where the TruVision
Navigator Server services are located
(Notification Writer and Notification Processor).
The Notify Port is defaulted to 5001 and is
editable. Ensure this port matches the one listed
on the TruVision Navigator Server Properties
dialog, Notifications Tab.

To setup the device to send TCP notifications for
the device itself (i.e. Disk Full and Disk Failure),
right-click on the device in the Navigator and
select Configure Device. On the Notification
Tab, for each notification type, ensure that “notify
me” is selected. Repeat for each notification type
and click Save. Ensure the notification port on
the device matches that of TruVision Navigator
Server as described above.

Restart both the Notification Writer and
Notification Processor for TruVision Navigator to
process the notifications.
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Feature Support Notes
Bulk Configuration Yes
Remote Reboot Yes

TruVision TVR10 (DVR)

Feature

Support Notes

Default Ports

Default
Username /
Password

Compression

Connection
Types

Streaming Limits

Stream Overlay

High / Low
Bandwidth

Dual Streaming

116

Video = 8000 (editable)

Command and Control = 8000
(editable)

Configuration = 8000 (editable)
Notifications = 5001 (editable)
Firmware Upload = 8000 (editable)

admin / 1234 We recommend changing this default password at
time of installation.

H.264

TCP

UDP

24 Live or Playback streams If connection lease is transferred among users

simultaneously with a maximum of 6 when connection limit is reached, the user whose

streams per channel. connection is taken will be disconnected from the
device and all videos closed - see Connection
Manager.

Camera Name
Date and Time

No

Yes
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Feature

Support

Notes

Stream
Nomenclature

Playback
Controls

Snapshot
Local Record

Instant Replay

Disk Analysis

Video Export

TruVision
Navigator Player

PTZ Control

The Mainstream is referred to as:

On-Screen-Display = Time Lapse
Web Browser = Mainstream
TruVision Navigator = Mainstream

The Sub stream is referred to as:

On-Screen-Display = N/A
Web Browser = Sub stream
TruVision Navigator = Sub stream

Switch to Live
Switch to Playback
Play

Pause

Frame Advance
Fast Forward (2x,4x)

Yes
Yes

Yes

Alarm
Motion
Recorded
Unknown

Yes

Yes

Yes
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Event Stream is not supported on the device.

Frame Reverse, Rewind, and Playback Speeds are
not supported.

Video jumps back 4 seconds after resume playback
from Fast Forward and Frame Advance.

When fast forwarding video and it catches up to
present time (or Live video), the video in the
viewing tile will remain paused until the user clicks
the Live button in the Controller. No other playback
controls will work until the Live button is selected.

Pause during local record is not supported.

There is a 2 to 5 minute video buffer in the device.
While video is in the buffer, it cannot be viewed.
Once the buffer fills, the video is written to the hard
drive and is available for playback. This affects
Instant Replay and the Playback button in
TruVision Navigator. Those 2 features get their
time increment from the user-defined Instant
Replay configuration on the TruVision Navigator
Server Properties Tab. As a result, set this time
increment to greater than 5 minutes to be safe. If
you try to search for video that is still in the buffer,
you will be taken to Live video.

Video Loss is not supported in disk analysis.

Disk analysis takes approximately 15-45 seconds
depending on the amount of recorded data on the
device.

There will be approximately 4 seconds of additional
video exported prior to the specified start time.

.mp4 proprietary file format.
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Feature Support Notes
Focus, Iris Yes
Control
Presets Yes
Tours Go To Only 1 tour is supported (which is hard coded to
Record Tour 1 on the PTZ camera).

Camera Search ~ Alarm Text Search is not supported on the device.
Event
Motion

Motion Yes get the configuration for this device via TruVision
Navigator and set the active zones on a per camera
basis via the Motion Configuration option
associated with each camera.

Audio Yes There is 1 audio input per device. That input can be
mapped to any camera on the device simply by
enabling audio on that camera. Access the setting
by going to the device configuration, and enabling
the audio option on the Recording Tab for each
camera. If enabled, as soon as any camera from
the device is added in the TruVision Navigator
Viewer and selected, the audio will play.
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Feature

Support

Notes

Notifications

Health
Diagnostics

Firmware Upload

Bulk Firmware
Upload

Alarm
Video Loss
Motion

Disk Full
Disk Failure

IP Address

MAC Address

Model Name

Serial Number
Firmware Version
Device Date/Time
Total Device Health
HDD Status

HDD Capacity
Cameras in Video Loss
Cameras in Alarm
Current Client Connections
Record Status

Yes

Yes
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To setup the device to send TCP notifications for
cameras, right-click on the device in the Navigator
and select Configure Device. On the Camera Tab'’s
Event Section, select the events you would like to
receive and set the schedules as appropriate. On
the Camera Tab’s Rules Section, for each event
type, ensure that “notify me” is selected. Repeat for
each event type. On the Notifications Tab, the
Notify IP Address should be the IP address of
where the TruVision Navigator Server services are
located (Notification Writer and Notification
Processor). The Notify Port is defaulted to 5001
and is editable. Ensure this port matches the one
listed on the TruVision Navigator Server Properties
dialog, Natifications Tab.

To setup the device to send TCP notifications for
the device itself (i.e. Disk Full and Disk Failure),
right-click on the device in the Navigator and select
Configure Device. On the Notification Tab, for each
notification type, ensure that “notify me” is selected.
Repeat for each natification type and click Save.
Ensure the notification port on the device matches
that of TruVision Navigator Server as described
above.

Restart both the Notification Writer and Notification
Processor for TruVision Navigator to process the
notifications.

Email notification is not supported at the device-
level.
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Feature Support Notes
Device Yes

Configuration

Bulk Yes

Configuration

Remote Reboot  Yes

Deivce log Yes

support

TruVision TVR11/ TVR12 (DVR)

Feature

Support Notes

Default Ports

Default
Username /
Password

Compression

Connection
Types

Streaming Limits

Stream Overlay

High / Low
Bandwidth

Dual Streaming
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Video = 8000 (editable)

Command and Control = 8000
(editable)

Configuration = 8000 (editable)
Notifications = 5001 (editable)
Firmware Upload = 8000 (editable)

admin / 1234 We recommend changing this default password at
time of installation.

H.264

TCP

UDP

64 Live or Playback streams If connection lease is transferred among users

simultaneously including those when connection limit is reached, the user whose

viewed via web alarm. connection is taken will be disconnected from the
device and all videos closed - see Connection
Manager.

Camera Name
Date and Time

No

Yes
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Feature

Support

Notes

Stream
Nomenclature

Playback
Controls

Snapshot
Local Record

Instant Replay

Disk Analysis

Video Export

TruVision
Navigator Player

PTZ Control

The Mainstream is referred to as:

On-Screen-Display = Time Lapse
Web Browser = Mainstream
TruVision Navigator = Mainstream

The Sub stream is referred to as:

On-Screen-Display = N/A
Web Browser = Sub stream
TruVision Navigator = Sub stream

Switch to Live

Switch to Playback

Play

Pause

Frame Advance

Fast Forward (2x,4x, 8x 16x)
Slow motion (1.0x, 0.5x, 0.25X,
0.125x, 0.0625x)

Yes

Yes

Yes

Alarm
Motion
Recorded
Unknown

Yes

Yes

Yes
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Event Stream is not supported on the device.

Frame Reverse, Rewind, and Playback Speeds are
not supported.

Video jumps back 4 seconds after resume playback
from Fast Forward and Frame Advance.

When fast forwarding video and it catches up to
present time (or Live video), the video in the
viewing tile will remain paused until the user clicks
the Live button in the Controller. No other playback
controls will work until the Live button is selected.

Pause during local record is not supported.

There is a 2 to 5 minute video buffer in the device.
While video is in the buffer, it cannot be viewed.
Once the buffer fills, the video is written to the hard
drive and is available for playback. This affects
Instant Replay and the Playback button in
TruVision Navigator. Those 2 features get their
time increment from the user-defined Instant
Replay configuration on the TruVision Navigator
Server Properties Tab. As a result, set this time
increment to greater than 5 minutes to be safe. If
you try to search for video that is still in the buffer,
you will be taken to Live video.

Video Loss is not supported in disk analysis.

Disk analysis takes approximately 15-45 seconds
depending on the amount of recorded data on the
device.

There will be approximately 4 seconds of additional
video exported prior to the specified start time.

.mp4 proprietary file format.
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Feature Support Notes

Focus, Iris Yes

Control

Presets Yes

Tours Go To Only 1 tour is supported (which is hard coded to

Record Tour 1 on the PTZ camera).

Camera Search Alarm

Event
Motion
Text

POS Text Yes

Motion Yes Get the configuration for this device via TruVision
Navigator and set the active zones on a per camera
basis via the Motion Configuration option
associated with each camera.

Audio Yes There are 4 audio input per device. That input can
be mapped to any camera on the device simply by
enabling audio on that camera. Access the setting
by going to the device configuration, and enabling
the audio option on the Recording Tab for each
camera. If enabled, as soon as any camera from
the device is added in the TruVision Navigator
Viewer and selected, the audio will play.

Bi-directional Yes

Audio
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Feature

Support

Notes

Notifications

Health
Diagnostics

Firmware Upload

Bulk Firmware
Upload

Device
Configuration

Alarm
Video Loss
Motion

Disk Full
Disk Failure

IP Address

MAC Address

Model Name

Serial Number
Firmware Version
Device Date/Time
Total Device Health
HDD Status

HDD Capacity
Cameras in Video Loss
Cameras in Alarm
Current Client Connections
Record Status

Yes

Yes

Yes
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To setup the device to send TCP notifications for
cameras, right-click on the device in the Navigator
and select Configure Device. On the Camera Tab'’s
Event Section, select the events you would like to
receive and set the schedules as appropriate. On
the Camera Tab’s Rules Section, for each event
type, ensure that “notify me” is selected. Repeat for
each event type. On the Notifications Tab, the
Notify IP Address should be the IP address of
where the TruVision Navigator Server services are
located (Notification Writer and Notification
Processor). The Notify Port is defaulted to 5001
and is editable. Ensure this port matches the one
listed on the TruVision Navigator Server Properties
dialog, Natifications Tab.

To setup the device to send TCP notifications for
the device itself (i.e. Disk Full and Disk Failure),
right-click on the device in the Navigator and select
Configure Device. On the Notification Tab, for each
notification type, ensure that “notify me” is selected.
Repeat for each natification type and click Save.
Ensure the notification port on the device matches
that of TruVision Navigator Server as described
above.

Restart the Notification Processor service for
TruVision Navigator to process the notifications.

Email notification is not supported at the device-
level.
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Feature Support Notes
Bulk Yes

Configuration

Device Log Yes

Support

Remote Reboot Yes

TruVision TVR20 (DVR)

Feature

Default Ports

Default Username /
Password

Default IP Address
Compression

Connection Types

Streaming Limits

Stream Overlay
High / Low Bandwidth

Dual Streaming

Stream Nomenclature

Playback Controls

Digital Zoom
Snapshot

Local Record

124

TVR20

Video = 80 (editable)

Command and Control = 80 (editable)
Configuration = 80 (editable)
Notifications = 1600 (editable)
Firmware Upload = 80 (editable)

admin

1234

We recommend changing this default password at time of installation.
192.168.1.82

H.264

TCP
UbDP

16 live and 4 playback streams simultaneously

Camera Name
Date and Time

No

Primary and alternate streams are available on both live and
playback. Dual straming can be set on each camera rather than
globally for the entire device.

N/A

Play

Pause

Frame Advance

Fast Forward (1x,2x,4x,8Xx)
Frame Reverse

Rewind (1x,2x,4x,8x)

No
Yes

Yes
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Feature
Instant Replay
Disk Analysis

Video Export

TruVision Navigator
Player

PTZ Control
Focus, Iris, Zoom
Presets

Tours

Camera Search

Smart Search

Point-of-Sale Text

Motion

Audio

Bi-directional Audio

TVR20
Yes

Alarm
Motion
Video Loss
Untagged

Yes

Yes

.avr proprietary file format.
Yes

Yes

Yes

No

Alarm
Motion
Text

Yes

Yes

Overlay on video only (via the Settings Dialog - In Band setting)
Yes
Get the configuration for this device via TruVision Navigator and set

the active zones on a per camera basis via the Motion Configuration
option associated with each camera on the Cameras Tab.

Yes
4 channel and 8 channel devices have 2 audio input ports.
16 channel has 4 audio input ports.

Audio channels corresponds to cameras. (i.e. port 1 to camera 1, port
2 to camera 2.)

Yes
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Feature

Notifications

Health Diagnostics

Firmware Upload
Bulk Firmware Upload
Device Configuration
Bulk Configuration
Remote Reboot

UTCFS - IP Camera
Support

3rd Party - IP Camera
Support

3rd Party - IP Camera
Support

TVR20

Alarm

Motion

Video Loss

Disk failed

Disk full

Fan failed

Abnormal temperature
Device powered up
Recording stopped
Recording started
Authentication lockup
Network disconnected

IP address

Subnet mask

Gateway

MAC Address

Model name

Serial number

Firmware version
Date/time

Cameras in video loss
Current client connections
Disk capacity

Logical disk count
Physical disk count

Disk temperature celcius
Disk temperature farenheit
Recording status

First recorded video

Last recorded video
Video format

Yes
Yes
Yes
Yes
Yes
N/A

N/A

N/A
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TruVision TVR30 (DVR)

Appendix A: Device Details

Feature Support

Notes

Default Ports Video = 80 (editable)

Command and Control = 80
(editable)

Configuration = 80 (editable)
Notifications = 5000 (editable)

Firmware Upload = 80 (editable)

Default Username admin/ 1234
/ Password

Compression H.264

Connection Types TCP
TCP I-frame

Streaming Limits 16 live or 16 playback streams per
connection on 16 channel (maximum

of 8 connections). 8 live or 8

playback streams per connection on

8 channel units (maximum of 8
connections).

Camera Name
Date and Time

High / Low Yes
Bandwidth

Stream Overlay

Dual Streaming Yes

Stream N/A

Nomenclature

Playback Controls Switch to Live
Switch to Playback
Play
Pause
Frame Advance

Fast Forward (2x,4x,8x,16x,32x,64X)

Frame Reverse
Rewind (2x,4x,8x,16x,32x,,64X)

Snapshot Yes
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Video and control port changes must be done from
the front panel of the device.

We recommend changing this default password at
time of installation.

If Connection lease is transferred among users
when connection limit is reached, the user whose
connection is taken will be disconnected from
device and all videos closed.

High/Low bandwidth stream switching is global
and affects all cameras of a device.

Primary/Alternate stream switching is global and
affects all cameras of a device.

Alternate stream switching during Playback is not
supported.

When fast forwarding video and it catches up to
present time (or Live video), the video in the
viewing tile will remain paused until the user clicks
the Live button in the Controller. No other
playback controls will work until the Live button is
selected.

Live and Playback video will drop frames and slow
down if there is substantial network traffic.

When executing a seek operation for playback,
video will temporarily switch to live, and then
switch to the new seek time.
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Feature Support Notes

Local Record Yes The device only supports local record for one
camera at a time. If user has a local recording
going and tries to initiate another camera from the
same device, the original local recording will be
stopped and a then the new local recording will
begin.

Instant Replay Yes

Disk Analysis Alarm Disk analysis takes approximately 30-60 seconds

Motion depending on the amount of recorded data on the
Video Loss device.
Unknown

Video Export Yes The file size approximation in the Collector for
video export is not accurate for this device.

TruVision Yes .video proprietary file format.

Navigator Player

PTZ Control Yes

Focus, Iris Control Yes

Presets Yes

Tours No Go To and Record is not supported.

Camera Search Alarm Text search is not supported.

Event
Motion

Motion Yes get the configuration for this device via TruVision
Navigator and set the active zones on a per
camera basis via the Motion Configuration option
associated with each camera on the Cameras
Tab.

Audio Yes There is 1 audio input per channel. Enabling audio
on the device is a per channel setting. Access the
settings by going to the device configuration, and
enabling the audio option on the Cameras Tab for
each camera. If enabled, as soon as any camera
from the device is added in the TruVision
Navigator Viewer and selected, the audio will play.
Audio is not supported when switching to the
Alternate stream.
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Feature Support Notes
Notifications Alarm To setup the device to send TCP notifications for
Motion cameras, right-click on the device in the Navigator
Video Loss and select Configure Device. On the Camera
Disk Full Tab’s Event Section, select the events you would
isk Fu

Hard Disk Error

Health Host Name
Diagnostics IP Address
MAC Address
Equipment Name
Model Name

Hardware Revision
Firmware Version

Device Time/Date

Current Client Connections
Record Status

First Recorded Video
Latest Recorded Video
Video Stored (Days)
Video Stored (Hours)
Physical Disk Model Name
Physical Disk Count

HDD Status

HDD Capacity (Gh)

HDD Temperature (C)
HDD Temperature (F)
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like to receive per camera. On the Alarms Tab,
Remote Alert section, the Notify IP Address should
be the IP address of where the TruVision
Navigator Server services are located (Natification
Writer and Notification Processor). The Notify Port
is defaulted to 5000 and is editable. Ensure this
port matches the one listed on the TruVision
Navigator Server Properties dialog, Notifications
Tab.

Restart both the Notification Writer and Notification
Processor for TruVision Navigator to process the
notifications.
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Feature

Support

Notes

Firmware Upload

Bulk Firmware
Upload

Device
Configuration

Yes

Yes

Yes

Bulk Configuration Yes

Remote Reboot

Yes

To upload firmware to this device via TruVision
Navigator, download the firmware file with file
extension .tgz. Extract the .tar file to your desktop
from the .tgz. Right-click on the device in the
Navigator and select Upload Firmware. Browse
for the .tar file when prompted. Execute the
upload. Remember the Local Scheduling Service
needs to be running

After TruVision Navigator reports firmware upload
success in the Task Panel, the device will require
1-2 minute wait before the user can reconnect to

the device.

Does not currently support remote configuration of
resolution for recording.

DDNS when enabled usually causes the box to
slow down when getting / setting configuration.

Closing video tiles while the device is rebooting
will cause TruVision Navigator to freeze and
require the user to log back into the application.

TruVision TVR31 (DVR)

Feature

Support

Notes

Default Ports

Default Username
/ Password

Compression

Connection Types

130

Video = 80 (editable)

Command and Control = 80
(editable)

Configuration = 80 (editable)
Notifications = 5000 (editable)
Firmware Upload = 80 (editable)

admin / 1234

H.264

TCP
TCP I-frame

Video and control port changes must be done from
the front panel of the device.

We recommend changing this default password at
time of installation.
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Feature Support

Notes

Streaming Limits 16 channel: 16 live or 16 playback

streams per connection on 16
channel (maximum of 8
connections).

8 channel: 8 live or 8 playback

streams per connection on 8 channel
units (maximum of 8 connections).

Camera Name
Date and Time

High / Low Yes
Bandwidth

Stream Overlay

Dual Streaming Yes

Stream N/A

Nomenclature

Playback Controls Switch to Live
Switch to Playback
Play
Pause
Frame Advance

Fast Forward (2x, 4x, 8x, 16x, 32x)

Frame Reverse
Rewind (2x, 4x, 8x, 16x, 32x)

Snapshot Yes

Local Record Yes

Instant Replay Yes

Disk Analysis Alarm
Motion
Video Loss
Unknown

Video Export Yes
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If Connection lease is transferred among users
when connection limit is reached, the user whose
connection is taken will be disconnected from
device and all videos closed.

High/Low bandwidth stream switching is global
and affects all cameras of a device.

Primary/Alternate stream switching is global and
affects all cameras of a device.

Alternate stream switching during Playback is not
supported.

When fast forwarding video and it catches up to
present time (or Live video), the video in the
viewing tile will remain paused until the user clicks
the Live button in the Controller. No other
playback controls will work until the Live button is
selected.

Live and Playback video will drop frames and slow
down if there is substantial network traffic.

When executing a seek operation for playback,
video will temporarily switch to live, and then
switch to the new seek time.

The device only supports local record for one
camera at a time. If user has a local recording
going and tries to initiate another camera from the
same device, the original local recording will be
stopped and a then the new local recording will
begin.

Disk analysis takes approximately 30-60 seconds
depending on the amount of recorded data on the
device.

The file size approximation in the Collector for
video export is not accurate for this device.
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Feature Support Notes

TruVision Yes .video proprietary file format.

Navigator Player

PTZ Control Yes

Focus, Iris Control Yes

Presets Yes

Tours No Go To and Record is not supported.

Camera Search Alarm

Event
Motion
Text

Point of Sale Yes Overlay on video or placed next to the video (via
the Settings Dialog - In Band or Out of Band
setting)

Motion Yes Get the configuration for this device via TruVision
Navigator and set the active zones on a per
camera basis via the Motion Configuration option
associated with each camera on the Cameras
Tab.

Audio Yes There is 1 audio input per channel. Enabling audio
on the device is a per channel setting. Access the
settings by going to the device configuration, and
enabling the audio option on the Cameras Tab for
each camera. If enabled, as soon as any camera
from the device is added in the TruVision
Navigator Viewer and selected, the audio will play.
Audio is not supported when switching to the
Alternate stream.

Bi-directional Yes

Audio

Notifications Alarm To setup the device to send TCP notifications for

Motion cameras, right-click on the device in the Navigator

Video Loss and select Configure Device. On the Camera

) Tab’s Event Section, select the events you would

Disk Full like to receive per camera. On the Alarms Tab,

Hard Disk Error Remote Alert section, the Notify IP Address should
be the IP address of where the TruVision
Navigator Server services are located (Natification
Writer and Notification Processor). The Notify Port
is defaulted to 5000 and is editable. Ensure this
port matches the one listed on the TruVision
Navigator Server Properties dialog, Notifications
Tab.
Restart both the Notification Writer and Notification
Processor for TruVision Navigator to process the
notifications.
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Feature Support Notes
Health Host Name
Diagnostics IP Address

MAC Address

Equipment Name

Model Name

Hardware Revision
Firmware Version

Device Time/Date

Current Client Connections
Record Status

First Recorded Video
Latest Recorded Video
Video Stored (Days)

Video Stored (Hours)
Physical Disk Model Name
Physical Disk Count

HDD Status

HDD Capacity (Gb)

HDD Temperature (C)
HDD Temperature (F)

Firmware Upload Yes To upload firmware to this device via TruVision
Navigator, download the firmware file with file
extension .tgz. Extract the .tar file to your desktop
from the .tgz. Right-click on the device in the
Navigator and select Upload Firmware. Browse
for the .tar file when prompted. Execute the

upload. Remember the Local Scheduling Service
needs to be running

After TruVision Navigator reports firmware upload
success in the Task Panel, the device will require
1-2 minute wait before the user can reconnect to

the device.
Bulk Firmware Yes
Upload
Device Yes Does not currently support remote configuration of
Configuration resolution for recording.

DDNS when enabled usually causes the box to
slow down when getting / setting configuration.

Bulk Configuration Yes

Remote Reboot Yes Closing video tiles while the device is rebooting
will cause TruVision Navigator to freeze and
require the user to log back into the application.
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TruVision TVR40 (DVR)

Feature

Support

Notes

Default Ports

Default
Username /
Password

Compression

Connection
Types

Streaming
Limits

Stream Overlay

High / Low
Bandwidth

Dual Streaming

134

Video = 8000 (editable)

Command and Control = 8000
(editable)

Configuration = 8000 (editable)
Notifications = 5001 (editable)
Firmware Upload = 8000 (editable)

Administrator / 3477

H.264

TCP
UDP

24 Live or Playback streams
simultaneously with a maximum of 6
streams per channel.

Camera Name
Date and Time

No

Yes

We recommend changing this default password at
time of installation.

If connection lease is transferred among users when
connection limit is reached, the user whose
connection is taken will be disconnected from the
device and all videos closed - see Connection
Manager.
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Feature Support

Notes

The Main stream is referred to as:
On-Screen-Display = Schedule
Web Browser = Main stream
TruVision Navigator = Main stream

Stream
Nomenclature

The Sub stream is referred to as:
On-Screen-Display = N/A

Web Browser = Sub stream
TruVision Navigator = Sub stream

The Event stream is referred to as:
On-Screen-Display = Event

Web Browser = Event

TruVision Navigator = Event

The Time Lapse stream is referred to

as:
On-Screen-Display = Time Lapse
Web Browser = Time Lapse

TruVision Navigator = Time Lapse

Switch to Live
Switch to Playback
Play

Pause

Frame Advance
Fast Forward (2x,4x)

Playback
Controls

Snapshot Yes
Local Record Yes

Instant Replay  Yes
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The Sub stream, Event, and Time Lapse streams are
derivative configurations of the Main stream.

Typically, the Main stream is recorded on a
schedule, the Event stream is recorded on Event, the
Time Lapse stream is recorded continuously, and the
Sub stream can be viewed Live

Frame Reverse, Rewind, and Playback Speeds are
not supported.

Video jumps back 4 seconds after resume playback
from Fast Forward and Frame Advance.

When fast forwarding video and it catches up to
present time (or Live video), the video in the viewing
tile will remain paused until the user clicks the Live
button in the Controller. No other playback controls
will work until the Live button is selected.

Pause during local record is not supported.

There is a 2 to 5 minute video buffer in the device.
While video is in the buffer, it cannot be viewed.
Once the buffer fills, the video is written to the hard
drive and is available for playback. This affects
Instant Replay and the Playback button in TruVision
Navigator. Those 2 features get their time increment
from the user-defined Instant Replay configuration
on the TruVision Navigator Server Properties Tab.
As a result, set this time increment to greater than 5
minutes to be safe. If you try to search for video that
is still in the buffer, you will be taken to Live video.

135



Appendix A: Device Settings

Feature Support Notes
Disk Analysis Alarm Video Loss is not supported in disk analysis.
Motion Disk analysis takes approximately 45 to 90 seconds
Recorded depending on the amount of recorded data on the
device.
Unknown
Video Export Yes There will be approximately 4 seconds of additional
video exported prior to the specified start time.
TruVision Yes .mp4 proprietary file format.
Navigator
Player
PTZ Control Yes
Focus, Iris Yes PTZ protocol ge RS-485 does not support Focus and
Control Iris commands in this release.
Presets Yes
Tours Go To Only 1 tour is supported (which is hard coded to Tour
Record 1 on the PTZ camera).
Camera Search Alarm Text Search is not supported on the device.
Event
Motion
Motion Yes get the configuration for this device via TruVision

Navigator and set the active zones on a per camera
basis via the Motion Configuration option associated
with each camera.

Audio Yes There are 16 audio inputs per device (1 per
channel). Enabling audio on the device is a per
channel setting. Access the settings by going to the
device configuration, and enabling the audio option
on the Recording Tab for each camera. If enabled,
as soon as any camera from the device is added in
the TruVision Navigator Viewer and selected, the
audio will play.
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Feature Support Notes
Notifications Alarm To setup the device to send TCP notifications for
Video Loss cameras, right-click on the device in the Navigator
Motion and select Configure Device. On the Camera Tab'’s
) Event Section, select the events you would like to
Disk Full receive and set the schedules as appropriate. On
Disk Failure the Camera Tab’s Rules Section, for each event
type, ensure that “notify me” is selected. Repeat for
each event type. On the Notifications Tab, the Notify
IP Address should be the IP address of where the
TruVision Navigator Server services are located
(Notification Writer and Notification Processor). The
Notify Port is defaulted to 5001 and is editable.
Ensure this port matches the one listed on the
TruVision Navigator Server Properties dialog,
Notifications Tab.
To setup the device to send TCP notifications for the
device itself (i.e. Disk Full and Disk Failure), right-
click on the device in the Navigator and select
Configure Device. On the Notification Tab, for each
notification type, ensure that “notify me” is selected.
Repeat for each natification type and click Save.
Ensure the notification port on the device matches
that of TruVision Navigator Server as described
above.
Restart both the Notification Writer and Notification
Processor for TruVision Navigator to process the
notifications.
Health IP Address
Diagnostics MAC Address
Model Name
Serial Number
Firmware Version
Device Date/Time
Total Device Health
HDD Status
HDD Capacity
Cameras in Video Loss
Cameras in Alarm
Current Client Connections
Record Status
Firmware Yes
Upload
Bulk Firmware Yes
Upload
Device Yes
Configuration
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Feature Support Notes
Bulk Yes
Configuration

Remote Reboot Yes

TruVision TVR41 / TVR42 (DVR)

Feature

Support

Notes

Default Ports

Default
Username /
Password

Compression

Connection
Types

Streaming Limits

Stream Overlay

High / Low
Bandwidth

Dual Streaming
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Video = 8000 (editable)
Command and Control = 8000

(editable)

Configuration = 8000 (editable)
Notifications = 5001 (editable)
Firmware Upload = 8000 (editable)

admin/ 1234

H.264

TCP
UDP

64 Live or Playback streams

We recommend changing this default password at
time of installation.

If connection lease is transferred among users

simultaneously including those used when connection limit is reached, the user whose

by the web alarm.

Camera Name
Date and Time

No

Yes

connection is taken will be disconnected from the
device and all videos closed - see Connection
Manager.
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Feature

Support

Notes

Stream
Nomenclature

Playback
Controls

Digital Zoom
Snapshot
Local Record
Instant Replay
Disk Analysis

Video Export

TruVision
Navigator Player

PTZ Control

Focus, Iris
Control

Presets

Tours

The Mainstream is referred to as:

On-Screen-Display = Time Lapse
Web Browser = Mainstream
TruVision Navigator = Mainstream

The Sub stream is referred to as:

On-Screen-Display = N/A
Web Browser = Sub stream
TruVision Navigator = Sub stream

Play

Pause

Frame Advance

Fast Forward (1x, 2X, 4x, 8x,16x)

Slow motion (1.0x, 0.5x, 0.25X,
0.125x, 0.0625x)

Rewind (1x, 2x, 4x) -8
simultaneously

Yes
Yes
Yes
Yes

Alarm
Motion
Recorded
Unknown

Yes

Yes

Yes

Yes

Yes

Go To
Record
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Event Stream is not supported on the device.

Video jumps back 4 seconds after resume playback
from Fast Forward and Frame Advance.

When fast forwarding video and it catches up to
present time (or Live video), the video in the
viewing tile will remain paused until the user clicks
the Live button in the Controller. No other playback
controls will work until the Live button is selected.

Video Loss is not supported in disk analysis.

Disk analysis takes approximately 15-45 seconds
depending on the amount of recorded data on the
device.

There will be approximately 4 seconds of additional
video exported prior to the specified start time.

.mp4 proprietary file format.

Only 1 tour is supported (which is hard coded to
Tour 1 on the PTZ camera).
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Feature Support

Notes

Camera Search ~ Alarm
Event
Motion
Text

Smart Search Yes

Point-of-Sale Text Yes

Motion Yes
Audio Yes
Bi-directional Yes
Audio

140

Browser only

Get the configuration for this device via TruVision
Navigator and set the active zones on a per camera
basis via the Motion Configuration option
associated with each camera.

There are 4 audio input per device. That input can
be mapped to any camera on the device simply by
enabling audio on that camera. Access the setting
by going to the device configuration, and enabling
the audio option on the Recording Tab for each
camera. If enabled, as soon as any camera from
the device is added in the TruVision Navigator
Viewer and selected, the audio will play.
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Feature

Support

Notes

Notifications

Health
Diagnostics

Firmware Upload

Bulk Firmware
Upload

Device
Configuration

Alarm
Video Loss
Motion

Disk Full
Disk Failure

IP Address

MAC Address

Model Name

Serial Number
Firmware Version
Device Date/Time
Total Device Health
HDD Status

HDD Capacity
Cameras in Video Loss
Cameras in Alarm
Current Client Connections
Record Status

Yes

Yes

Yes
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To setup the device to send TCP notifications for
cameras, right-click on the device in the Navigator
and select Configure Device. On the Camera Tab'’s
Event Section, select the events you would like to
receive and set the schedules as appropriate. On
the Camera Tab’s Rules Section, for each event
type, ensure that “notify me” is selected. Repeat for
each event type. On the Notifications Tab, the
Notify IP Address should be the IP address of
where the TruVision Navigator Server services are
located (Notification Writer and Notification
Processor). The Notify Port is defaulted to 5001
and is editable. Ensure this port matches the one
listed on the TruVision Navigator Server Properties
dialog, Natifications Tab.

To setup the device to send TCP notifications for
the device itself (i.e. Disk Full and Disk Failure),
right-click on the device in the Navigator and select
Configure Device. On the Notification Tab, for each
notification type, ensure that “notify me” is selected.
Repeat for each natification type and click Save.
Ensure the notification port on the device matches
that of TruVision Navigator Server as described
above.

Restart the Notification Processor service for
TruVision Navigator to process the notifications.

Email notification is not supported at the device-
level.
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Appendix A: Device Settings

Feature Support Notes
Bulk Yes

Configuration

Device Log Yes

Support

Remote Reboot  Yes

TruVision Generic TVR/ TVN

Feature

Support

Notes

Default Ports

Default
Username /
Password

Compression

Connection
Types

Streaming Limits
Stream Overlay

High / Low
Bandwidth

Dual Streaming

Stream
Nomenclature
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Video = 8000 (editable)

Command and Control = 8000
(editable)

Configuration = 8000 (editable)
Notifications = 5001 (editable)
Firmware Upload = 8000 (editable)

admin/ 1234

H.264

TCP
UDP

16 Live and 4 Playback streams
No
No

Yes

The Mainstream is referred to as:

On-Screen-Display = Time Lapse
Web Browser = Mainstream
TruVision Navigator = Mainstream

The Sub stream is referred to as:
On-Screen-Display = N/A

Web Browser = Sub stream
TruVision Navigator = Sub stream

We recommend changing this default password at
time of installation.

Event Stream is not supported on the device.
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Appendix A: Device Details

Feature Support Notes

Playback Play Video jumps back 4 seconds after resume playback

Controls Pause from Fast Forward and Frame Advance.
Erame Advance When fast forwarding video and it catches up to
Fast Forward (1x, 2x, 4x, 8x) p_res_ent t!me (_or lee_V|deo), the wgleo in the _

. viewing tile will remain paused until the user clicks

Slow motion (1.0x, 0.5x, 0.25x, the Live button in the Controller. No other playback
0.125x, 0.0625x) controls will work until the Live button is selected.
Frame Reverse and Rewind Speeds
are directly dependant on the actual
device capabilities.

Digital Zoom Yes

Snapshot Yes

Local Record Yes

Instant Replay Yes

Disk Analysis Alarm Video Loss is not supported in disk analysis.
Motion Disk analysis takes approximately 15-45 seconds
Recorded depending on the amount of recorded data on the

device.

Unknown

Video Export Yes There will be approximately 4 seconds of additional

video exported prior to the specified start time.

TruVision Yes .mp4 proprietary file format.

Navigator Player

PTZ Control Yes

Focus, Iris Yes

Control

Presets Yes

Tours Go To Only 1 tour is supported (which is hard coded to
Record Tour 1 on the PTZ camera).

Camera Search ~ Alarm
Event
Motion
Text

Smart Search No

Point-of-Sale Text Yes

Motion No

TruVision Navigator 5.0 Service Pack 3 User Manual
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Feature Support Notes

Audio Yes There are 4 audio input per device. That input can
be mapped to any camera on the device simply by
enabling audio on that camera. Access the setting
by going to the device configuration, and enabling
the audio option on the Recording Tab for each
camera. If enabled, as soon as any camera from
the device is added in the TruVision Navigator
Viewer and selected, the audio will play.

Bi-directional No

Audio

Notifications No

Health IP Address

Diagnostics MAC Address

Model Name

Firmware Upload

Bulk Firmware
Upload

Device
Configuration

Bulk
Configuration

Device Log
Support

Remote Reboot

Serial Number

Firmware Version

Device Date/Time

Total Device Health

HDD Status

HDD Capacity

Cameras in Video Loss
Cameras in Alarm

Current Client Connections
Record Status

Yes

No

No

No

No

Yes

144
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TruVision TVR60 (Hybrid DVR)

Feature

Support Notes

Default Ports

Default Username
/ Password

Compression

Connection Types

Streaming Limits

Stream Overlay

High / Low
Bandwidth

Dual Streaming

Video = 8000 (editable)

Command and Control = 8000
(editable)

Configuration = 8000 (editable)
Notifications = 5001 (editable)
Firmware Upload = 8000 (editable)

admin / 1234 We recommend changing this default password at
time of installation.

H.264

TCP

UDP

48 Live or Playback streams If connection lease is transferred among users

simultaneously with a maximum of 6 when connection limit is reached, the user whose

streams per channel. connection is taken will be disconnected from the
device and all videos closed - see Connection
Manager.

Camera Name
Date and Time

No

Yes
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Feature

Support

Notes

Stream
Nomenclature

Playback Controls

Snapshot

Local Record
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The Main stream is referred to as:
On-Screen-Display = Time Lapse
Web Browser = Time Lapse
TruVision Navigator = Main stream

The Sub stream is referred to as:
On-Screen-Display = Alarm

Web Browser = Alarm

TruVision Navigator = Sub stream

The Event stream is referred to as:
On-Screen-Display = N/A

Web Browser = Event

TruVision Navigator = Event

The Schedule stream is referred to
as:

On-Screen-Display = Schedule
Web Browser = Schedule
TruVision Navigator = Schedule

Switch to Live

Switch to Playback

Play

Pause

Frame Advance

Fast Forward (2x,4x,8x,16x)

Yes

Yes

Frame Reverse, Rewind, and Playback Speeds
are not supported.

Video jumps back 4 seconds after resume
playback from Fast Forward and Frame Advance.

When fast forwarding video and it catches up to
present time (or Live video), the video in the
viewing tile will remain paused until the user clicks
the Live button in the Controller. No other
playback controls will work until the Live button is
selected.

Pause during local record is not supported.
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Feature Support Notes
Instant Replay Yes There is a 2 to 5 minute video buffer in the device.
While video is in the buffer, it cannot be viewed.
Once the buffer fills, the video is written to the
hard drive and is available for playback. This
affects Instant Replay and the Playback button in
TruVision Navigator. Those 2 features get their
time increment from the user-defined Instant
Replay configuration on the TruVision Navigator
Server Properties Tab. As a result, set this time
increment to greater than 5 minutes to be safe. If
you try to search for video that is still in the buffer,
you will be taken to Live video.
Disk Analysis Alarm Video Loss is not supported in disk analysis.
Motion Disk analysis takes approximately 45 to 90
Recorded seconds depending on the amount of recorded
data on the device.
Unknown
Video Export Yes There will be approximately 4 seconds of
additional video exported prior to the specified
start time.
TruVision Yes .mp4 proprietary file format.
Navigator Player
PTZ Control Yes
Focus, Iris Control  Yes PTZ protocol ge RS-485 does not support Focus
and Iris commands in this release.
Presets Yes
Tours Go To Only 1 tour is supported (which is hard coded to
Record Tour 1 on the PTZ camera).
Camera Search Alarm Text Search is not supported on the device.
Event
Motion
Motion Yes Get the configuration for this device via TruVision
Navigator and set the active zones on a per
camera basis via the Motion Configuration option
associated with each camera.
Audio Yes There are 16 audio inputs per device (1 per

TruVision Navigator 5.0 Service Pack 3 User Manual

channel). Enabling audio on the device is a per
channel setting. Access the settings by going to
the device configuration, and enabling the audio
option on the Recording Tab for each camera. If
enabled, as soon as any camera from the device
is added in the TruVision Navigator Viewer and
selected, the audio will play.
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Feature

Support

Notes

Notifications

Health Diagnostics

Firmware Upload

Bulk Firmware
Upload

Device
Configuration
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Alarm
Video Loss
Motion

Disk Full
Disk Failure

IP Address

MAC Address

Model Name

Serial Number
Firmware Version
Device Date/Time
Total Device Health
HDD Status

HDD Capacity
Cameras in Video Loss
Cameras in Alarm
Current Client Connections
Record Status

Yes

Yes

Yes

To setup the device to send TCP notifications for
cameras, right-click on the device in the Navigator
and select Configure Device. On the Camera
Tab’s Event Section, select the events you would
like to receive and set the schedules as
appropriate. On the Camera Tab’s Rules Section,
for each event type, ensure that “notify me” is
selected. Repeat for each event type. On the
Notifications Tab, the Notify IP Address should be
the IP address of where the TruVision Navigator
Server services are located (Notification Writer
and Notification Processor). The Notify Port is
defaulted to 5001 and is editable. Ensure this port
matches the one listed on the TruVision Navigator
Server Properties dialog, Notifications Tab.

To setup the device to send TCP notifications for
the device itself (i.e. Disk Full and Disk Failure),
right-click on the device in the Navigator and
select Configure Device. On the Notification Tab,
for each notification type, ensure that “notify me” is
selected. Repeat for each notification type and
click Save. Ensure the notification port on the
device matches that of TruVision Navigator Server
as described above.

Restart both the Notification Writer and Notification
Processor for TruVision Navigator to process the
notifications.
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Feature Support Notes

Bulk Configuration Yes

Remote Reboot Yes

IP Cameras UTC CamPlus2 IP Models - Adding the UltraView IP or Encoder to the device
Firmware: via TruVision Navigator can take 10-20 seconds.

UTCC-IP2VD-DN - V1.00E3
UTCC-IP2VD-DNP - V1.00E3
UTCC-IP2D - V1.00E2
UTCC-IP2D-P - V1.00E2)
UTCC-IP2B - V1.00E2)
UTCC-IP2B-P - V1.00E2)

UTC UltraView IP - Firmware:
UVC-IP-EVRDN-HR - 4.2.1, 53820
UVD-IP-EVRDNR - 4.2.1, 53820

UVC-IP-EVRDN-HR-P - 4.2.1,
53820

UVD-IP-EVRDNR-P - 4.2.1, 53820
UVC-IP-XP3DN-HR - 4.2.1, 53820
UVD-IP-XP3DNR - 4.2.1, 53820

UVC-IP-XP3DN-HR-P - 4.2.1,
53820

UVD-IP-XP3DNR-P - 4.2.1, 53820

UTC UltraView Encoder - Firmware:

UVE-101/DC105 (NTSC) - 4.2.1,
53820

UVE-101/DC105 (PAL) - 4.2.1,
53820

UTC TruVision H.264
Models TBD

Panasonic I-Pro Network Cameras -
Firmware:

NW484S - 1.50E2
NF284 - 1.50E2
NP-244 - 1.80E4

The UltraView IP or Encoder can take 10-20
seconds to stream video once its configuration has
been changed.

Motion JPEG is not supported on the CamPlus2.

If IP cameras are added through the device’'s OSD
or Web Browser, they MUST be added in
sequential order in the 16 available slots on the
device (i.e. 1, 2, 3, and 4).

The device supports up to 8 IP cameras.

For the TruVision H.264 IP Camera, turn off
Display Name and Display OSD via the camera’s
Web Browser or you will see duplicate time/date
stamps overlaid on the video — 1 from the camera
and 1 from TruVision Navigator.

TruVision Navigator 5.0 Service Pack 3 User Manual
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Appendix A: Device Settings

TruVision TVN10/20/21/50 (NVR)

Feature

Support

Notes

Default Ports

Default Username
/ Password

Compression

Connection Types

Streaming Limits

Stream Overlay

High / Low
Bandwidth

Dual Streaming

150

Video = 8000 (editable)

Command and Control = 8000
(editable)

Configuration = 8000 (editable)
Notifications = 5001 (editable)

Firmware Upload = 8000 (editable)

admin / 1234

H.264

TCP
UDP

TVNZ20: 48 Live or Playback
streams simultaneously with a

We recommend changing this default password at
time of installation.

If connection lease is transferred among users
when connection limit is reached, the user whose

maximum of 6 streams per channel. connection is taken will be disconnected from the

TVN21/50: 128 Live or Playback
streams simultaneously with a

device and all videos closed - see Connection
Manager.

maximum of 6 streams per channel.

Camera Name
Date and Time

No

Yes
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Feature

Support Notes

Stream
Nomenclature

The Main stream is referred to as:
On-Screen-Display = Time Lapse
Web Browser = Time Lapse
TruVision Navigator = Main stream

The Sub stream is referred to as:
On-Screen-Display = Alarm

Web Browser = Alarm

TruVision Navigator = Sub stream

The Event stream is referred to as:

On-Screen-Display = N/A
Web Browser = Event
TruVision Navigator = Event

The Schedule stream is referred to

as:

On-Screen-Display = Schedule

Web Browser = Schedule

TruVision Navigator = Schedule

Playback Controls  Switch to Live
Switch to Playback
Play
Pause
Frame Advance
Fast Forward (2x,4x,8x,16x)

Slow motion (1.0x, 0.5x, 0.25x,
0.125x, 0.0625x)

Digital Zoom Yes
Snapshot Yes
Local Record Yes

TruVision Navigator 5.0 Service Pack 3 User Manual

Frame Reverse and Rewind Speeds are not
supported.

Video jumps back 4 seconds after resume
playback from Fast Forward and Frame Advance.
When fast forwarding video and it catches up to
present time (or Live video), the video in the
viewing tile will remain paused until the user clicks
the Live button in the Controller. No other
playback controls will work until the Live button is
selected.

Live & Playback

Pause during local record is not supported.
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Feature Support Notes
Instant Replay Yes There is a 2 to 5 minute video buffer in the device.
While video is in the buffer, it cannot be viewed.
Once the buffer fills, the video is written to the hard
drive and is available for playback. This affects
Instant Replay and the Playback button in
TruVision Navigator. Those 2 features get their
time increment from the user-defined Instant
Replay configuration on the TruVision Navigator
Server Properties Tab. As a result, set this time
increment to greater than 5 minutes to be safe. If
you try to search for video that is still in the buffer,
you will be taken to Live video.
Disk Analysis Alarm Video Loss is not supported in disk analysis.
Motion Disk analysis takes approximately 45 to 90
Recorded seconds depending on the amount of recorded
data on the device.
Unknown
Video Export Yes There will be approximately 4 seconds of
additional video exported prior to the specified
start time.
TruVision Yes .mp4 proprietary file format.
Navigator Player
PTZ Control Yes
Focus, Iris Control  Yes PTZ protocol ge RS-485 does not support Focus
and Iris commands in this release.
Presets Yes
Tours GoTo Only 1 tour is supported (which is hard coded to
Record Tour 1 on the PTZ camera).

Camera Search Alarm Text Search is not supported on the device.
Event
Motion

Motion Yes Get the configuration for this device via TruVision
Navigator and set the active zones on a per
camera basis via the Motion Configuration option
associated with each camera.

Audio Yes There are 16 audio inputs per device (1 per
channel). Enabling audio on the device is a per
channel setting. Access the settings by going to
the device configuration, and enabling the audio
option on the Recording Tab for each camera. If
enabled, as soon as any camera from the device is
added in the TruVision Navigator Viewer and
selected, the audio will play.

Bi-directional No

Audio
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Feature

Support

Notes

Notifications

Health Diagnostics

Firmware Upload

Bulk Firmware
Upload

Device
Configuration

Alarm
Video Loss
Motion

Disk Full
Disk Failure

IP Address

MAC Address

Model Name

Serial Number
Firmware Version
Device Date/Time
Total Device Health
HDD Status

HDD Capacity
Cameras in Video Loss
Cameras in Alarm
Current Client Connections
Record Status

Yes

Yes

Yes
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To setup the device to send TCP notifications for
cameras, right-click on the device in the Navigator
and select Configure Device. On the Camera
Tab’s Event Section, select the events you would
like to receive and set the schedules as
appropriate. On the Camera Tab’s Rules Section,
for each event type, ensure that “notify me” is
selected. Repeat for each event type. On the
Notifications Tab, the Notify IP Address should be
the IP address of where the TruVision Navigator
Server services are located (Notification Writer and
Notification Processor). The Notify Port is
defaulted to 5001 and is editable. Ensure this port
matches the one listed on the TruVision Navigator
Server Properties dialog, Notifications Tab.

To setup the device to send TCP notifications for
the device itself (i.e. Disk Full and Disk Failure),
right-click on the device in the Navigator and select
Configure Device. On the Notification Tab, for
each notification type, ensure that “notify me” is
selected. Repeat for each notification type and
click Save. Ensure the naotification port on the
device matches that of TruVision Navigator Server
as described above.

Restart both the Notification Writer and Notification
Processor for TruVision Navigator to process the
notifications.

For TVN21 and TVN50, Synchronize IP Camera
option should be enabled to have camera
parameters applied completely.
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Feature Support Notes

Bulk Configuration Yes

Remote Reboot Yes

IP Cameras UTC CamPlus2 IP Models - See “device feature matrix” at www.interlogix.com
Firmware: for updated information.
UTCC-IP2VD-DN - V1.00E3
UTCC-IP2VD-DNP - V1.00E3 Adding the UltraView IP or Encoder to the device
UTCC-IP2D - V1.00E2 via TruVision Navigator can take 10-20 seconds.
UTCC-IP2D-P - V1.00E2) The UltraView IP or Encoder can take 10-20
UTCC-IP2B - V1.00E2) seconds to stream video once its configuration has

been changed.
UTCC-IP2B-P - V1.00E2) Motion JPEG is not supported on the CamPlus2.
) ) If IP cameras are added through the device’'s OSD
UTC UltraView IP - Firmware: or Web Browser, they MUST be added in
UVC-IP-EVRDN-HR - 4.2.1, 53820 sequential order in the 16 available slots on the
UVD-IP-EVRDNR - 4.2.1,53820  device (i.e. 1,2, 3, and 4).
UVC-IP-EVRDN-HR-P - 4.2.1, The device supports up to 8 IP cameras.
53820 For the TruVision H.264 IP Camera, turn off
UVD-IP-EVRDNR-P - 4.2.1, 53820 Display Name and Display OSD via the camera’s
UVC-IP-XP3DN-HR - 4.2.1, 53820 Web Browser oryou W|II_see duplicate time/date
stamps overlaid on the video — 1 from the camera

UVD-IP-XP3DNR - 4.2.1, 53820 and 1 from TruVision Navigator.
UVC-IP-XP3DN-HR-P - 4.2.1,
53820
UVD-IP-XP3DNR-P - 4.2.1, 53820
UTC UltraView Encoder - Firmware:
UVE-101/DC105 (NTSC) - 4.2.1,
53820
UVE-101/DC105 (PAL) - 4.2.1,
53820
UTC TruVision H.264
TVC-M1120-1-N
TVD-M1120V-3-N
TVC-M2110-1-N
TVD-M2110V-3-N
TVD-M2110-2-N
Panasonic I-Pro Network Cameras
- Firmware:
NW484S - 1.50E2
NF284 - 1.50E2
NP-244 - 1.80E4

Device Log Yes

Support
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TruVision TVN40 (NVR)

Appendix A: Device Details

Feature

Support

Notes

Default Ports

Default Username /
Password

Compression
Connection Types

Streaming Limits

Stream Overlay

High / Low
Bandwidth

Dual Streaming

Stream
Nomenclature

Playback Controls

Snapshot
Local Record

Instant Replay

Video = 3000 (editable)

Command and Control = 3000 (editable)
Configuration = 3000 (editable)
Notifications = 4444 (un-editable)
Firmware Upload = 3000 (editable)

PTZ = 3000

admin / admin

IP Camera dependent
UDP

24 Live and 9 Playback streams

simultaneously

Camera Name
Date / Time

Yes

Yes
N/A

Switch to Live

Switch to Playback

Play

Pause

Frame Advance

Fast Forward (2x to 21x)
Frame Reverse

Rewind (2x to 21x)

Yes
Yes

Yes
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These are the recommended ports between
TruVision Navigator and the TVN40.

It is not recommended to restrict ports
between the TVN40 and the actual IP
cameras themselves.

We recommend changing this default
password at time of installation.

Could be MPEG4, MJPEG, H.264

Low bandwidth configuration may be
available on both primary and alternate
streams.

Low bandwidth options include off, live or
live+record.

Stream switching is supported during
playback if each stream has been configured
to record.

When fast forwarding video and it catches up
to present time (or Live video), the video in
the viewing tile will switch to Live.

If there is a difference between the PC time
and the TVN40 time, there may be slight
inconsistencies with the results of a seek.
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Feature Support Notes
Disk Analysis Alarm
Recorded
Unknown
Video Export Yes
TruVision Navigator Yes .mp4 proprietary file format.
Player
PTZ Control Yes When configuring PTZ on the UltraView

Focus, Iris Control  Yes

Presets Yes

Tours No

Camera Search Alarm

Motion Yes

Audio No

Notifications Motion
Video Loss
Video Failure
Fan Failed
Disk Failed
Disk Full

Disk Space Low
System Voltage
Abnormal Temperature
Network Disconnected
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Encoder connected to the Legend IP camera,
set the Protocol in TruVision Navigator to
“Kalatel” and the protocol to ge ASCII on the
physical ge Legend IP camera (Protocol #5
list).

Text Search is not supported.

For each IP Camera, the active zone needs
to be setup on the camera itself via the
camera's browser. Once complete, launch
the camera configuration in TruVision
Navigator and ensure the Motion checkbox is
enabled and click Save.

The TVNA40 is automatically configured to
push its notifications to TruVision Navigator
when the device is added in the Navigator.
The notifications are pre-configured to be
pushed over port 4444, which is not editable.
This port is listed as the TCP Listener Port for
the TVN40 on the TruVision Navigator Server
Properties Dialog, Notifications Tab.
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Feature Support Notes

Health Diagnostics Host Name
IP Address
Subnet Mask
Gateway
MAC Address
NIC Name
NIC Type
Equipment Name
Model Name
Serial Number
Hardware Revision
Firmware Version
Build Date
Device Date/Time
Memory Size
Number Of CPUs
Number of Power Supplies
Diagnostic Date/Time
Device Responded
Power On Duration
Fan Status
Device Temperature (C)
Device Temperature (F)
HDD Status
Running Voltages
Total Device Health
Logical Disk Count
Logical Disk Volume Name(s)
Logical Disk Device Name(s)
Logical Disk Number(s)
Logical Disk Serial Number(s)
Logical Disk(s) Total Space
Logical Disk(s) Free Space
Physical Disk Count
Physical Disk Size(s)
Physical Disk Model Name(s)
Physical Disk(s) Partition Count

Firmware Upload Yes

Bulk Firmware Yes
Upload

TruVision Navigator 5.0 Service Pack 3 User Manual
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Feature Support Notes
Device Yes Allow at least 2 minutes between TVN40
Configuration configurations.

If two TruVision Navigator clients (i.e. two
stand-alone installs) push configurations
simultaneously to the same TVN40, there is a
chance that the TVN40 settings will become
corrupted. The user will need to “Repair
Device” from TruVision Navigator via the
right-click context menu.

Bulk Configuration Yes

Remote Reboot Yes
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Feature

Support

Notes

IP Cameras

UTC Legend — Firmware:
Legend (NTSC or PAL) 3.77

UTC CamPlus — Firmware:

UTCC-IPDRH-DN-POE-P A1D-M2N-
V2.07.04-NB

UTCC-IPDRH-DN-POE A1D-M2N-
V2.07.04-NB

UTC CamPlus2 — Firmware:
UTCC-IP2VD-DN V1.00E3
UTCC-IP2VD-DNP V1.00E3
UTCC-IP2D V1.00E2
UTCC-IP2D-P V1.00E2
UTCC-IP2B V1.00E2
UTCC-IP2B-P V1.00E2

UTC UltraView — Firmware:
UVC-IP-EVRDN-HR 4.2.1, 53820
UVD-IP-EVRDNR 4.2.1, 53820
UVC-IP-EVRDN-HR-P 4.2.1, 53820
UVD-IP-EVRDNR-P 4.2.1, 53820
UVC-IP-XP3DN-HR 4.2.1, 53820
UVD-IP-XP3DNR 4.2.1, 53820
UVC-IP-XP3DN-HR-P 4.2.1, 53820
UVD-IP-XP3DNR-P 4.2.1, 53820

UTC UltraView Encoder — Firmware:

UVE-101/DC105 (NTSC) 4.2.1, 53820

UVE-101/DC105 (PAL) 4.2.1, 53820

Axis IP Camera — Firmware:
216MFD 4.47

216MFD-V 4.47

211M 4.41.1

Panasonic I-Pro Network Cameras —
Firmware:

NW484S 1.50E2
NF284 1.50E2
NP-244 1.80E4
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UTC Legend IP camera (NTSC) now
available with 7.5 frame rate in both FULL
and CIF.

When the UltraView IP Camera is rebooted,
the camera Date/Time will be set to January
1st, 2003 and will require approximately 5
minutes to re-sync with NTP server. Within
that 5 minutes time period, Instant replay is
not available and will show the “No folder”
image. Note: If the camera cannot sync with
an NTP server than the Date/Time will remain
at January 1st, 2003 until a proper NTP
server is available.

It is not recommended to have the same IP
Camera associated with multiple TVN40s.
The stream will flicker between the video and
the no video icon in TruVision Navigator.

The only frame rates supported for IP
Cameras are those in the TruVision
Navigator drop-down menus.
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Feature

Support

Notes

How to assign the
TVN40 an IP
Address

160

The TruVision NVR 40 is designed for
configuration and installation through an
Ethernet network.

Follow these steps to change the
TVNA40's default IP Address for use on
your network.

Launch your web browser and connect
to the TVN4O via its default IP Address
of 192.168.1.2.

Access the device configuration window,
by selecting Administration from the
main menu. Enter username: admin and
Password: admin on the login screen.
Select the Network Configuration icon.

Enter the appropriate network
configurations.

Click the Apply button at the bottom of
the window, to confirm the configuration.
Restart the NVR 40 unit by clicking
Restart on the Web server main menu.
Allow 3-5 minutes for the restart to
complete.

Verify that you can connect to the Web
server using the new settings.

Your TVN40 is now ready to be added
to TruVision Navigator.

TruVision Navigator 5.0 Service Pack 3 User Manual
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Appendix A: Device Details

Feature

Support Notes

How to add the
TVNA40 to TruVision
Navigator

TruVision Navigator requires the TVN40
and its associated IP Cameras to be
synched to a common time. If the
devices have disparate times, problems
will occur during playback and disk
analysis.

To maintain time synchronization,
TruVision Navigator features an internal
NTP Service that should be enabled
before you add the TVN40/IP Cameras.
Please ensure the TruVision Navigator
NTP Service is enabled via the Services
dialog in TruVision Navigator.

The TruVision Navigator NTP Service
can also synch with an external
Reference Time Server to maintain the
accuracy of the entire TruVision
Navigator environment. When no
external Reference Time Server is used,
the TruVision Navigator time may drift
by a several seconds over a given year.
To avoid the drift, the TruVision
Navigator Server can be connected to
an external Reference Time Server such
as time.windows.com or time.nist.gov.

Login to TruVision Navigator. If you are
logging in for the first time, use the
default credentials of Username = admin
and Password = admin

To add the TVNA4O0, click on the Add
Device button in the Navigator. Fill out
the Add Device form as required.

You should now see the TVN40
populated in the Navigator with NO
cameras underneath it. Only after you
configure the TVN40 and add the IP
Cameras to the TVN40, will you see
cameras underneath the device.

TruVision Navigator 5.0 Service Pack 3 User Manual
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Feature Support Notes

How to configure To configure the TVN40 right-click on
the TVN40 the device in the Navigator panel and
select Configure Device.

The TVN40 Configuration dialog will
open.

There are 4 tabs on this Configuration
Form: Network, Recording, Alarm, and
System.

The dialog will store your changes as
you toggle from one tab to another.
Please make all of your configurations
on the tabs first and then click Save
once. This will save you time by sending
all of the changes at one time to the unit.

The Network Tab IP Address - This field is un-editable and  mmares =
represents the IP Address of the TVN4Q | =l st i
itself. If this IP Address needs to be B
changed, please delete the TVN40
(right-click and select Delete Device)
and re- add it in TruVision Navigator
with the new IP address.

NTP Server Address - THIS IS A
MANDATORY FIELD! After you have
activated the TruVision Navigator
Server’s NTP Service, enter the IP
Address of the TruVision Navigator
Server here. See the TruVision
Navigator User Manual on NTP for more
information.

MTU Size - This is the Maximum
Transmission Unit setting which defines
the data size of the packets pushed over
the network. Check with your IT
Department to see if they have network
limitations on packet size and adjust
accordingly.

Tunnel Port - This is the sole port used
for communication, command and
control, and video transmission between
TruVision Navigator and the TVN40.
3000 is the default but it can be edited
here.

T =
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Feature

Support

Notes

The Recording Tab

The Alarm Tab

Recording Summary — provides the user
an overall recording summary for the
device based upon what has been
configured.

Storage Estimator — allows the user to
simulate number of days of storage
based upon total device bandwidth
usage.

Camera Stream Detail — provides the
user a summary by stream of the
configuration details. This is not
editable. Users must right-click on the
camera in the Navigator and select
Configure Camera to change these
settings.

Pre and Post Event Recording - select
the minutes here for pre and post event
recording.

Auto Delete- set the retention period for
recorded video for the TVN40.

There are four alarm inputs on the
TVNA40 that can be configured to trigger
the associated IP Cameras for Event
recording.

These fields will not be initially
populated as designated IP Cameras
must be configured to record on Event
before these menus will be populated.

Once this has been completed, the
appropriate IP Cameras will appear as
values in the dropdown box next to each
input. They can then be associated to
inputs.

Remember to come back to this form
after you setup your IP Cameras to
associate the inputs.
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Feature Support

Notes

The System Tab The System tab contains un-editable,
firmware version information for the
TVNA40.
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Feature

Support

Notes

How to add IP
Cameras on the
TVN40

Once you have successfully configured
the TVN4O0, right-click on the TVN40 and
select Add Cameras. The Add Cameras
dialog will appear. This form is
designed to quickly add IP Cameras to
the system WITHOUT having to do deep
configuration of the IP Camera upon
time of addition. We have selected
default configurations for each IP
Camera that keep the bit rates low
enough to allow for video viewing on
most networks. Users can go back after
the cameras have been added and
viewed to make changes to those
default settings as required. This design
allows for users to quickly get up and
running and view video - IP Camera
configuration tweaks can be made after
that.

The following fields are available:

Camera Name - user-defined alpha-
numeric field

Manufacturer - select option

Type - select option

Model - select option

IP Address - enter the Static IP Address
as it is configured on the IP Camera
Username / Password - This is the
username and password for the IP
camera itself. If you have changed the
username or password for the IP
Camera, use the appropriate credentials
per your changes.

Next Camera Button - If you are adding
multiple cameras to the TVN40, simply
click this button after you fill out the
information for the first camera. Upon
clicking the button, you will see the
camera populate under the TVN40 in
the Navigator, but the Add Camera form
will remain up, so you can rapidly enter
the next camera, and so on. Repeat as
many times as you have cameras.
There is a 12 or 24 channel limit on the
device.

Save - upon finishing the data entry for
ALL IP Cameras, click the Save button.
This will send the IP Camera
configuration data for ALL cameras to
the TVN40.
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Feature

Support

Notes

How to change the
default
configurations of
the IP Cameras on
the TVN40

The Camera Tab

166

If you would like to tweak the default
configurations of the IP Cameras after
they have been added, right-click on the
camera and select Configure Camera.
The Camera Configuration Form will
open in a dialog with 2 tabs - Camera
and Video.

Edit any of the fields that you previously
entered on the Add Camera form.

Motion Detection - enable motion
detection for the camera with this
checkbox. This is "all or nothing" motion
detection for the cameras field of view.
There is no grid selection to detect
motion for specific areas of the field of
view at this time.

PTZ Control — if this is a PTZ camera,

make the appropriate PTZ settings here.

Ok button - when you are satisfied with
your edits on both the Camera and
Video Tabs, click the OK button to send
the changes to the TVN40.

Cancel button - should you wish to
abandon your changes simply click the
Cancel button.

The form will store your changes as you
toggle from one tab to another. Please
make all of your configurations on the
tabs first and then click OK once. This
will save you time in sending all of the
changes at one time to the unit.
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Feature

Support

Notes

The Video Tab

Enabled - For applicable cameras, you
will have the ability to enable an
Alternate Stream.

Live Stream - if there is an Alternate
Stream, you will have the ability to
designate, which one you would like to
use for Live Video.

Recording Type - Continuous, Event, or
None.

Low Bandwidth — enable the primary or
alternate stream for low bandwidth
functions including Live, Live+Recorded,
or Off.

Video Format, Codec, Resolution,
Frame Rate, and Quality are all
configurations that will affect the bit rate
of the streams. Keep in mind the
bandwidth impacts of the bit rates.

OK button - when you are satisfied with
your edits on both the Camera and
Video Tabs, click the OK button to send
the changes to the TVN40.

Cancel button - should you wish to
abandon your changes simply click the
Cancel button.
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Feature

Support

Notes

What are the
options in the
TVNA40 context
menu

168

When you right-click on a device or
node in the Navigator, you see a context
menu with functional choices for that
device. This purpose of this section is to
explain each of the choices with respect
to the TVN40 context menu.

Run Health Diagnostics - this option
captures the health diagnostics from the
device.

Run Disk Analysis — this option captures
a snapshot of the recorded video on the
device that is eligible for playback.

Add IP Cameras - this launches the Add
Camera form where you can bind your
IP Cameras to that particular TVN40.

Delete IP Cameras- this deletes all of
the cameras that were previously bound
to the TVNA4O. It also deletes all related
recorded video for those cameras on the
TVNA40.

Configure Device - this launches the

TVN40 Configuration form where you
can set things such as NTP Address,
MTU Size, etc...

Upload Firmware — this allows for
firmware uploads to the device.

Reboot Device - this option reboots the
TVN40 remotely.

ReSync from Device - this option is only
available to users in Standalone or
Direct Database Connection (DDbC)
Installations. It allows the user to sync
his/her local TruVision Navigator
database with the device's current
configuration. This configuration may
have been changed by users of other
standalone TruVision Navigator systems
so this option is required to keep
multiple different standalone systems in
sync. For ultimate control over this
situation, we recommend the Tradition
Client/Server architecture where this can
be governed as needed by the
Administrator. This stands for the DVRs
as well.

Repair Device - Should, for any reason, your
TVN40's configuration become corrupted,
there are 2 options to restore it to use. When
selecting this option, you will be prompted to
select 1 of the 2 options as per below:

Last Known Configuration (Recommended):
this option takes the last known configuration
that was saved to the TVN40 out of the
TruVision Navigator Database and pushes it
again to the device. All IP Camera
configurations and recorded video storage
remain in tact with this option. -OR-

Factory Default Settings: this option restores
factory defaults on the device, except for its
IP Address - that remains the same.
However, all IP Camera configurations are
removed along with any recorded video
storage. This option also reboots the unit
upon completion of the factory default.

Delete Device - this option deletes the TVN40
from the Navigator. It does NOT delete any
configurations, IP Cameras, or storage from
the device itself.

Rename Device - this allows the user to
rename the TVN40.

Properties — this shows the Connection,
Details, Capabilities, and IP Camera
information associated with the device.
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Feature

Support Notes

Troubleshooting —
Video Loss

Troubleshooting —
No Board

Troubleshooting —
No Folder

This means there is no video streaming
from the IP Camera itself.

Things to consider:

Ping the IP Camera for Ethernet
connectivity.

Potential IP Address conflicts on the
network.

The bit rate for the stream exceeds
bandwidth availability.

A single IP Camera has been added to
multiple TVN40s.

Check the IP Camera Browser to see if
video is loading there

This means the TVN40 could not
establish a connection with the IP
Camera.

Things to consider:

Ping the IP Camera for Ethernet
connectivity.

Potential IP Address conflicts on the
network.

The username and password for the
camera may be incorrect on the camera
configuration form.

NTSC or PAL configuration may be

incorrect. il T

Try restoring the default configuration of
the camera via the Restore button on
the camera configuration form.

This means there is no recorded video
for the IP Camera per the specific
date/time.

Things to consider:

Check the record settings on the camera
to see if it is recording.

The time sync may be incorrect between
TruVision Navigator, the TVN40, and the
IP camera.
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Feature Support Notes
Troubleshooting —  This means something is blocking the
Black Video Tile video stream from displaying.

Things to consider:

The 3000 port or the port you changed it
to is blocked on the network.

Anti-Virus or Windows Firewall is
blocking the video (You may need to
add TruVision Navigator to the
Application Exception List as per the
screen shot below)

Network bandwidth is too low to support
the current cameras video stream. This

is typical when configuring one or more

streams on a mega pixel camera.
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TruVision Software Video Recorder (SVR)

Feature

Support

Notes

Default Ports

Default Username
/ Password

Compression
Connection Types

Streaming Limits

Stream Overlay

High / Low
Bandwidth

Dual Streaming

Playback Controls

Digital Zoom
Snapshot
Local Record
Instant Replay
Disk Analysis

Video Export

TruVision
Navigator Player

PTZ Control
Focus, Iris Control

Presets

TruVision Navigator 5.0 Service Pack 3 User Manual

Video = 554 (default RTP)

Command and Control =554
(default RTP - editable)

N/A

H.264
RTP

Unlimited (Limits set by hardware's

configuration)

Configured on IP Camera

No

No

Switch to Live
Switch to Playback
Play

Pause

Frame Advance

Fast Forward (2x, 4x, 8X)

Yes
Yes
Yes
Yes

Alarm
Motion
Recorded
Untagged

Yes

Yes

Yes
Yes

Yes

Controlled by Windows user accounts on SVR
server

Live & Playback

Pause during local record is not supported.

svr.video - Interlogix proprietary format
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Feature Support Notes

Tours Yes

Camera Search Alarm
Event
Motion

Motion Yes

Audio Yes

Bi-directional No

Audio

Notifications Alarm
Video Loss
Motion
Disk Full
Disk Failure

Health Diagnostics IP Address

Firmware Upload

Bulk Firmware
Upload

Device
Configuration

Bulk Configuration
Remote Reboot

IP Cameras

Firmware Version

Device Date/Time

Total Device Health

Recording Location

Recording Capacity Left(TB)
Recording Capacity Protected (TB)
Recording Retension Period

No

No

Yes

Yes

No

Updates must be done on host PC

See “SVR Supported Cameras List” at
www.interlogix.com for updated information.

Platform Out of Box Experience (OOBE)

TruVision Navigator provides the user a single, normalized core video user experience
across several different video platforms. Just as the user experience is normalized, the
OOBE also needs to be normalized to ensure installers and end-users have a consistent
experience in setting up a working TruVision Navigator system comprised of multiple
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different platforms. TruVision Navigator now supports analog DVRs, hybrid DVRs (both
analog and IP), NVRs, and TruVision SVR for COTS servers. The table below outlines
the 3 OOBEs and the differences between them.

DVR HYBRID DVR NVR

Analog cameras only Analog and IP cameras IP cameras only
DSR TruVision TVR60 TruVision TVN10
DVSE TruVision TVN21
StoreSafe TruVision TVN50
DVMRe TruVision TVN40
SymDec TruVision TVN20
SymSafe TruVision SVR
DVSRXu

TruVision TVR10
TruVision TVR11
TruVision TVR12
TruVision TVR30
TruVision TVR40
TruVision TVR42

STEP 1 - INSTALL DEVICE

Install device on network Install device on network Install device on network, or,

Install SVR software to a
COTS server, and place on

network
Apply IP address Apply IP address Apply IP address
Make other device-level Make other device-level
configurations from on-screen- configurations from on-screen-
display (OSD)(optional) display (OSD)(optional)

STEP 2 — INSTALL CAMERAS

Analog Cameras
Install analog cameras

Install analog cameras Physically connect cameras to
Physically connect cameras to device

device Make analog camera

Make camera configurations configurations from device OSD
from device OSD (optional) (optional)
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DVR

HYBRID DVR

NVR

STEP 3 — INSTALL
TRUVISION NAVIGATOR
Install TruVision Navigator
Standalone or

Traditional Client/Server

STEP 4 — ADD DEVICE IN
TRUVISION NAVIGATOR

Add device via “Add Device”
Form (Manually or via
Discovery List)

Configure device remotely via
TruVision Navigator with the
right-click configuration feature
(optional)

174

IP Cameras
Install IP cameras on network
Apply IP address

Configure IP camera via the
native browser of that IP
camera

Add IP camera to the device via

the device OSD (optional)

UltraView, or TruVision
Encoders and IP Cameras

Install UltraView, or TruVision
Encoders and IP cameras on
network

Apply IP address

Apply NTSC or PAL
configuration (optional)

Add UltraView Encoders and IP

cameras to the device via the
device OSD (optional)

Install TruVision Navigator
Standalone or
Traditional Client/Server

Add device via “Add Device”

Form(Manually or via Discovery

List)

Configure device remotely via
TruVision Navigator with the
right-click configuration feature
(optional)

Install IP cameras on network
Apply IP address

Install UltraView, TruVision
Encoders and IP cameras on
network

Apply IP address

Install TruVision Navigator
Standalone or
Traditional Client/Server

Enable TruVision Navigator’'s
Network Time Protocol (NTP)
Service

Add device via “Add Device”
Form (Manually or via
Discovery List)

After adding an SVR for the
first time, install SVR client
components by following the
instructions given by the
related dialog box

Configure device remotely via
TruVision Navigator with the
right-click configuration
feature (NTP Configuration
required)
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DVR

HYBRID DVR

NVR

STEP 5 — LICENSING (SVR
ONLY)

STEP 6 — BIND IP CAMERAS
TO DEVICE

Not applicable (analog
cameras are physically
connected to the device in Step
2)

Analog Cameras

Not applicable (analog cameras
are physically connected to the
device in Step 2)

They will automatically show up
under the device in the
Navigator upon addition to
TruVision Navigator

IP Cameras

IP cameras that were added via
the device OSD in Step 2 will
automatically show up under
the device in the Navigator
upon addition to TruVision
Navigator

IP cameras that were not added
via the device OSD can be
added via TruVision Navigator's
“Add IP Camera” Form
(Manually or via Discovery Tool)

TruVision Navigator 5.0 Service Pack 3 User Manual

Add purchased SVR server
and camera licenses via
Licensing Tool located in Help
menu.

Add IP cameras to the device
via TruVision Navigator’'s
“Add IP Camera” Form
(Manually or via Discovery
Tool)
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DVR

HYBRID DVR

NVR

STEP 7 — ADDITIONAL
CONFIGURATION

Make additional device
configurations remotely via
TruVision Navigator's
“Configuration” Form as
needed

Make additional analog camera
configurations remotely via
TruVision Navigator's
“Configuration” Form as
needed

176

UltraView or TruVision
Encoders and IP Cameras

UltraView or TruVision
Encoders and IP cameras that
were added via the device OSD
in Step 2 will automatically
show up under the device in the
Navigator upon addition to
TruVision Navigator

TruVision Navigator will pull the
camera configuration, check for
valid settings based upon
TVR60 limitations, and after the
compare, either push a default
(NTSC or PAL) configuration to
the UltraView Encoders and IP
cameras or use the existing
validated configuration

UltraView or TruVision
Encoders and IP cameras that
are not added via the device
OSD can be added via
TruVision Navigator's “Add IP
Camera” Form (Manually or via
Discovery Tool)

Make additional device
configurations remotely via
TruVision Navigator's
“Configuration” Form as needed

Analog cameras

Make additional analog camera
configurations remotely via
TruVision Navigator's
“Configuration” Form as needed

IP cameras

Make additional IP camera
configurations remotely via the
IP camera’s web browser as
needed (IP camera browser can
be launched from within
TruVision Navigator's
“Configuration” Form)

Add UltraView or TruVision
Encoders and IP cameras to
the device via TruVision
Navigator’s “Add IP Camera”
Form (Manually or via
Discovery Tool)

Make additional device
configurations remotely via
TruVision Navigator's
“Configuration” Form as
needed

Make IP camera
configurations remotely via
TruVision Navigator's
“Configuration” Form as
needed
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DVR HYBRID DVR

NVR

UltraView Encoders and IP
Cameras

Make additional UltraView
Encoder and IP camera
configurations remotely via
TruVision Navigator's
“Configuration” Form as needed

Make additional UltraView
Encoder and IP camera
configurations remotely via
TruVision Navigator's
“Configuration” Form as
needed

TruVision Navigator 5.0 Service Pack 3 User Manual
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Appendix B
Microsoft IIS Setup

Microsoft [IS Setup

TruVision Navigator client server model requires 1IS and ASP.NET to be installed in
order to operate correctly. When setting up IIS please use the following instructions.

Step 1.
Click Start > Control Panel->Uninstall a Program OR Program & Features.

@Uv]ﬁ » Control Panel » All Control Panel tems » Programs and Features

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
#E' Turn Windows features on or
off Organize ~
A
Name

[57] AccelerometerP11

Adobe Flash Player 11 ActiveX
Adobe Flash Player 11 Plugin

P8 Adobe Reader X (10.1.7)

[271 Akamai NetSession Interface

[=7] ALM-Platform Loader 11

& Android SDK Tools

"= AnkhSVN 2.4.11610.27

& AT&T Connect Participant Application v8.9.35
E! AXIS Media Control Embedded

[» ] CamStudio 0SS Desktop Recorder
e Cisco WebEx Meetings

(=7 Debugging Tools for Windows (x86)
&3 Dell Client System Update

o

BPrOoI>P>>u

oOZO00N

Step 2: Click on Turn Windows Features on or off on left side panel. To enable the
IIS, select the Internet Information Services option:
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-
Windows Features E@g

Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its check box, &
filled box means that only part of the feature is turned on.

[] |, Games

J Indexing Service

J Internet Explorer 8

ivernetnformstion Seices

, Internet Information Services Hostable Web Core
; Media Features

; Microsoft MET Framework 3.5.1

; Microsoft Message Queus (MSMQ) Server

; Print and Document Services

3]

HEEEH

, Remote Differential Compression

, RIP Listener

, Simple Network Management Protocal (SMMP)
J Simple TCPIP services (i.e. echo, daytime etc)

, Tablet PC Components

, Telnet Client

, Telnet Server

; TFTP Client

; Windows Gadget Platform

| Windows Process Activation Service

=

EEOEOEOOCOEOOOE O M S [ S O

]

| Windows Search

; Windows TIFF IFilter
| XPS Services

| KPS Viewer

QK l ’ Cancel

Step 3: Expand the “Internet Information Services” and then expand the “World Wide
Web Services” and “Application Development Features”. Check the check Box
ASP.NET. All other check boxes should already be checked automatically as shown in
the figure below.
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-
Windows Features E@g

Turn Windows features on or off @

To turn a feature on, select its check box. To turn a feature off, clear its check box, &
filled box means that only part of the feature is turned on.

| Internet Explorer 9 (<]
= [E || Internet Information Services
[] 1, FTP Server
= @ | Web Management Tools
[[] .. OS6 Management Compatibility
, IS Management Conscle
[C] || TS Managerment Scripts and Tools
[C] .. OS Management Service
g [ | World Wide Web Services
= , Application Development Features

m

J WMET Extensibility
[k AsP

T

[ cal

. ISAPI Extensions

| ISAPI Filters

[] 1. Server-Side Includes

; Commaon HTTP Features
, Health and Diagnostics

, Performance Features

N , Security

Internet Information Services Hostable Web Core

[l
| Media Features
]
[l
(]

; Microsoft MET Framework 3.5.1
i ; Microsoft Message Queue (MSMJ) Server
, Print and Document Services E
1 [ QK J’ Cancel
[
e

Note: Windows 8 has slightly different options for ASP.NET. Please select ASP.NET 4.5
as shown in the following figure.
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Turn Windows features on or off

To turn a feature on, select its check box. To turn a feature off, clear its check box. A filled box means that only part of the feature is
turned on.

Eu,; .MET Framework 3.5 (includes .MET 2.0 and 3.0)
EU, .MET Framework 4.5 Advanced Services
[] |, Active Directory Lightweight Directory Services
LIl Hyper-v
[#] | Internet Explorer 10
= EU, Internet Information Services
[] ). FTP Server
[=] | Web Management Tools
=[] | World Wide Web Services
£ [=] | Application Development Features
|:|j, MET Extensibility 3.5
0 MET EBxtensibility 4.5
[] 1. Application Initialization
|:|_h ASP
1 . ASP.MET 3.5
o
|:|_h Gl
[#] | ISAPI Extensions
[¥] || ISAPI Filters
[1 1. Server-Side Includes
[] . WebSocket Protocol
[=] || Common HTTP Features
[=] || Health and Diagnostics
El_b Performance Features
[=] | Security
DJ, Internet Information Services Hostable Web Core
[#] | Media Features
|:|_L| Microsoft Message Queue (MSMQ) Server

Step: 4. Click the OK button and then wait until the 11S is installed with all the ASP.Net
features.

Note: If 1IS is already enabled but not configured for ASP.NET, repeat the steps 3 and 4
to enable the ASP.Net feature

TruVision Navigator 5.0 Service Pack 3 User Manual 181









