GE
Security

GE-DSG-244 DSSG-244 and
244-PoE Managed Ethernet
Switch Installation Sheet

Package Contents

Thank you for purchasing the GE Security GE-DSG/DSSG series of 24-Port
Managed Ethernet Switches. The following Switch model numbers are covered in
this sheet:

o GE-DSG-244
e GE-DSSG-244
e GE-DSSG-244-PoE

Open the box of the Managed Switch and carefully unpack it. The box should
contain the following items:

e The GE-DSG/DSSG Managed Gigabit Switch x1

e User's manual CD x1

¢ Installation Sheet x1

e RS232 cable x1

e Rubber feetx 4

¢ Two rack-mounting brackets with attachment screws x2
e Power Cord x1

e (CB-STX50-50cm stack cable x 1 (GE-DSSG Series only)

If any item is found missing or damaged, please contact your local reseller for
replacement.

© 2010 GE Security, Inc.
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System Requirements

Your switch is designed to operate with a variety of platforms, operating systems
and network cards. Actual performance will depend on a combination of these
components. Differences in performance can occur depending on the versions
and types of platforms, operating system and network cards used.

The minimum system requirements are:

e Clients running Windows 98/ME, NT4.0, 2000/XP, Vista, MAC OS9 or later,
Linux, UNIX or other platform compatible with TCP/IP protocols.

e Workstation installed with Ethernet NIC (Network interface Card)
e Serial Port connection (Terminal)

e Above PC with COM Port (DB-9)
e Ethernet Port connection

e Network cables - Use standard network (UTP) cables with RJ45
connectors.

e Above PC installed with WEB Browser and JAVA runtime environment
Plug-in

Note: We recommend using Windows XP or Windows 7 with Internet Explorer 6.0
or above for access to the switch management setup.

Terminal Setup

Three are ways to access and setup your switch. They are:

e RS-232 console
e Telnet
e Web Browser

RS-232 console

To configure the system, connect a serial cable to a COM port on a PC or
notebook computer and to the serial (console) port of the GE-DSG/GE-DSSG
Managed Switch. The console port of the Managed Switch is DCE already, so that
you can connect the console port directly through PC without the need of Null
Modem.
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Figure 1: Terminal setup diagram
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A terminal program is required to make a software connection to the GE-
DSG/GE-DSSG Managed Switch. Windows' Hyper Terminal program is a good
choice. The Hyper Terminal program can be accessed from the Start menu.

1. Click START, then Programs/ Accessories and then Hyper Terminal.

2. When the following screen appears, make sure that the COM port should be
configured as:

e Baud 115200
e Parity :None
e Data bits -8
e Stop bits 1

¢ Flow Control: None

Figure 2: COM1 properties window
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Logon to the Console

Once the terminal has connected to the device, power on the GE-DSG/GE-DSSG
Managed Switch, the terminal will display that it is running testing procedures.

Then, the following message asks for the password. The factory default password
for the login screen is:

e  Password: admin

Figure 3: Managed Switch Console Login screen

& COM1_115200 - HyperTerminal

Ele Edt vew Cal Iransfer Help
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Bootloader v1.0 - built Aug 19 2008

RAM:  0x00000000 - 0x0.000000,

FLASH: 0x80000000 - 0x80800000, 256 blocks of 0x00010000 bytes each.
memtest

Testing [0x0002c340-0x03fe10001]. ..

Completed (no errors

fis load managed

go

Welcome to GE Security Command Line Interface.
Port Mumbers:
GE-DSG-244
121 &1 61 81 1101121141161 [18120122{24]
| P 91111131151 117119121123} (211 122} {23 124}

S

Password:

Connected 00:39:34 ANSTW 115200 8-N-1 HUM

Note: For security reasons, please change and memorize the new password after
this first setup. Passwords must be entered in lowercase letters in the console
interface.

Configure IP address

The GE-DSG/GE-DSSG Managed Switch is shipped with default IP address as
follows:

e |PAddress: 192.168.0.100
e Subnet Mask: 255.255.255.0

To check the current IP address or modify a new IP address for the Switch, please
use the following procedures:
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Show the current IP address

1. On"Switch/>" prompt, enter "show ip".

2. The screen displays the current IP address, Subnet Mask and Gateway.

As show in Figure 4.

Figure 4: IP information Screen
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Completed {no errors)
fis load managed
go

Welcome to GE Security Command Line Interface.
Port Mumbers:
GE-DSG-244

01121141161 118]20122124)
LLI131101 (17119121123] 1211 1221 (23] 124]

Aot At A
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Password: ssssx

Type "help’ or '?" to get help.
SHWITCH/>show ip

DHCP Client: Disabled

IP Address : 192.168.0.100

IP Mask 1 255.255.255.0
IP Router : 192.168.0.1
VLAN TID 01
SNTP Server: 114.33.49.11
SHITCH/>
Connected 00:43:53 AMSTW 115200 8-N-1 MU

Configure IP address

1. On "Switch/>" prompt, enter the following command and press <Enter>. As

show in Figure 5.

Switch/> ip setup 192.168.1.100 255.255.255.0 192.168.1.1

The previous command would apply the follow settings for the Switch.

IP: 192.168.1.100
Subnet Mask: 255.255.255.0
Gateway: 192.168.1.1
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Figure 5: IP Setup command

“& COM1_115200 - HyperTerminal
file Edt View Call Iransfer Help

0= 5 =08 &

fis load managed
go

Welcome to GE Security Command Line Interface.
Port Numbers:
GE-DSG-244
121 &1 61 81 1101121141161 118i20]22]24]
V131 50 M 9111113115) 1171191211231 121 (22) (23] (24}

——t d——d d——d A

Password: wwssesx

Tupe "help’ or 7’ to get help.
SWITCH/>show ip

DHCP Client: Disabled

IP Address : 192.168.0.100

TP Mask : 255.255.255.0
IP Router : 192.168.8.1
VLAN ID :

01
SNTP Server: 114.3
SWITCH/>ip setup 192 168 1.100 255.255.255.60 192.168.1.1
SHWITCH/>_

Connected 00:45:40 ARSI 115200 8-N-1 MUM

1. Repeat Step 1 to check if the IP address is changed.

If the IP is successfully configured, the Managed Switch will apply the new IP
address setting immediately. You can access the Web interface of GE-DSG/GE-
DSSG Managed Switch through the new IP address.

Note: If you are not familiar with console command or the related parameter,
enter "?" anytime in console to get the help description.
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Telnet Setup

1. Connect an RJ-45 cable from the PC to a Switch port on the Managed
Switch.

Figure 6: RJ-45 connection diagram
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IP Address:
192.168.0.x

IP Address:
192.168.0.100

2. Enable the Hyper Terminal program. A terminal program is required to
make the software connection to the Managed Switch. Windows' Hyper
Terminal program is a good choice. Hyper Terminal can be accessed
from the Start menu. Click START, then Programs, Accessories and then
Hyper Terminal.

3. The following screen will appear. Input a new connection name. You
should use something like the model name of your switch.

Figure 7: New Connection dialog window

Connection Description L W ﬂﬂ

=7 New Connection

Enter a name and choose an icon far the connection:

Hame;
|GE-D5242-POE]

loon:

(] I Cancel |
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4. Change the Connect using drop-down menu to TCP/IP (Winsock) then input
Host address. The Managed Switches default IP address is 192.168.0.100 and
the default telnet port number is 23, then press the OK button.

Figure 8: The Connect to dialog window

& GEDS242.F0E

Enter detailz for the host that pou want to call;

Host address:  [192.168.0.100)

Port number: |23

Connect using: ITEPJIF' ['Winsock) ;l

0k I Cancel

Log on to the Console

Make sure the device finished booting. Once telnet has connected to the device,
hyper terminal will display the login request.

Then, the following message asks the login user name and password. The factory
default password as following and the login screen as following appear.

User name: admin

Password: admin
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Figure 9: Login request window
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Username: admin
Password:
Switch# _

<

Connected 00:50:08 ANSTW 57600 8-1-1 NUM

Now you can configure the Switch by Telnet.

Web Browser Setup

Start Web Management

The following shows how to start up the Web Management of the GE-DSG/GE-
DSSG Managed Switch. Please note that the Managed Switch is configured
through an Ethernet connection, make sure the manager PC must be set on the
same IP subnet address.

For example, the default IP address of the GE-DSG/GE-DSSG Managed Switch is
192.168.0.100, then the manager PC should be set at 192.168.0.x (where x is a
number between 1 and 254, except 100), and the default subnet mask is
255.255.255.0.
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Figure 10: IP management diagram

Managed Switch

PC / Workstation
with
IE Browser

e

IP Address:
RJ-45/UTP-Cable 192.168.0.100

IP Address:
192.168.0.x

Login to the managed Switch

1. Use Internet Explorer 6.0 or above Web browser, enter IP address
http://192.168.0.100 (the factory-default IP address or that you have just
changed in the console) to access the Web interface.

2. When the following dialog box appears, please enter the default password
"admin" (or the password you have changed via console). The login screen in
Figure 11 appears.

e Default IP Address: 192.168.0.100

e Default Password: admin

Figure 11: Login Screen

Connect to 192.168.0.100

The server 192,168.0.100 at GE Security ‘Web domain
requires a username and password.

‘Wharning: This server is requesting that vour username and
password be sent in an insecure manner (basic authentication
without & secure conneckion),

User name: | € admin v |

Password: |ooooo| |

[ remember my password

[ OK ][ Cancel ]
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3. After entering the password, the main screen appears as Figure 12.

Note: The following screen based on GE-DSG-244 and for GE-DSSG Series, the
display will be the same as GE-DSG-244.

Figure 12: Main Screen of the Managed Switch

GE-DSG-244

B System
B SNMP

& Port Management

= Link Aggregation

B VLAN Welcome to GE Security
© Spanning Tree

GE-DSG-244
24-Port 10/100/1000Mbps with 4 SFP
Management Switch

@ Diagnostics

(HELP )

Copyright@2009 GE Security Corporation. All rights reserved.

4. Now, you can use the Web management interface to continue the
Switch management, please refer to the user manual for more
information.

Note: For security reasons, please change and memorize the new password after
this first setup.
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Figure 13: Switch Management Options
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Note: If you are not familiar with Switch functions or the related parameters,
press the "Help icon”. It is located near the right top of the Web page.

Reset Button

To reset the IP address to the default IP Address "192.168.0.100" or reset the login
password to default value. Press the hardware reset button at the front panel
about 10 seconds. After the device is rebooted, you can login the management
WEB interface within the same subnet of 192.168.0.xx.

Figure 14: Reset Button location

115288, 1. E. 1 Resot  MH ] & 107180 - ATT |
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Contact information

Thank you for purchase GE Security products. You can browse our online FAQ
resource at the GE Security website first to check if it could solve you issue. If you
need more support information, please contact GE Security support team.

888 GE Security (888.437.3287) Toll-free in the US, Puerto Rico, and Canada.
503.885.5700 outside of the toll-free area.

For contact information see our Web site: www.gesecurity.com.

For contact information see our Web site: www.gesecurity.eu.

Copyright GE Security Technology Corp. 2009.

Contents subject to revision without prior notice.

GE Security is a registered trademark of GE Security Technology Corp. All other trademarks belong to
their respective owners.
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